This temporary record copy of SRH-002 was the version used

to produce the early SRH-002 sent to the National Archives in 1971
Subsequently pages that were sanitized at page 163 were restored in
1981. It was later(1988) found that the 1959 version produced bythe
Office of Training Services (used herein) was a retyped and sanitized
version of the original 1953 translationwherein the segmentation and
and page numbering differ from this caépy. The text, however, is now
identical and therefor this cpy, vice the 1953 (which is now at NARA)

is being held for reference.
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Translator'a Note

The manuscript ertitled "Kriegsgeheimnisse im Aether" ceme to the
attention of American authorities in Germeny by aczident.. All rights to
the book were purchased for a curicus reason shorily after World War II,
and five yeasrs later the Natiocnal Security Agency found itself the
custodian of this property. This translaetion is issued, by request, in
the belief that the document will intersst other sgencies.

No etiempt hes been made to verify the suthcr's statements. Herr

 Flicke says that his manuscript of Parts I and II, covering the history

of the intersept service up to World War II, was lost and had to be re-
construeted lsrgely from memcry. FPsrt III of this bock, ecvering World
War II, wes written partly from memery, partly frcm notes mede under
trying conditions. Readers who chance to have mor= adeﬂuafe information
on this or that point will, therefore, mske due allcwance for any dubious
statement. _

This brings up the question of thke anthor's q;alificaticns and back-
grcund. Herr Flicke began his intelligence career in the "Arendt Service"
during World War I; from 1919 to 1939 he worked in what waz eventually
known as "CKW/ hi,’ where he developed the evalusiion ssction; in 1939 --
apparently afier getting into hot water by his opposiiion to the Nazi
Party -- he was sent to set up the first intercept siaticz ¢ OKW/Chl at
Ternenlche. From there he went to Libowrne, 2nd later tc Lauf as %echni-
ecal director of the station; in September 1GkhL he was trsnaferred to
"Funkabwehr” (radio ccunterintelligence) in Zizra, where he became
acgquainted with the werk against foreizn agenis and partisans. From the
foregoizg it ia evident that Herr Fliske sew many of the fruits of German
cryptanalysis and that he himsel? pariticipsted sciively iz ocst other
aspects of the werk he deseribesz.

Ore other factor may te comsidersd. Ficke says shed in 1934
Ceneral Fellgiebel, then hesd of the inierasept servies, commissioned him
to write a history of that service; this aceounbs for his eoplcus rcotes.
Pogsibly one meotive for completing the book was his leoysl devotion %0
the memory of Fellgiebel, who was cne of the victims of the purge
following 20 July 19%&,

"Wer Seerets in the Ether™ shtempts Lo cover large cegments of time

and spacs. On the espicnage Eiu“ _+ affords sn ioteresting check on the
"Handbcok for Spies" by A. A. Focia; 28 a revelation of German opposition
to Naticnal ro¢a_ism.i+ lacks some ¢f the drameiis guelities of CGisevius'
"To the Bitter End"; neverthsless, the resdsr may grant thai 1% is zigni-
fleart, In Part III, the suthor revesls aspects of esplcnege and the
counteregplonage conducted or a zcale never befors known. As the title
of tke beck suggzests, the sspeciz treated ars those coneerned wiil
commnicstiong; traditionsl cleak azd dsgger methods of smﬂ:r‘_z ‘ afor=
mation are iavelved, to be sure, bui the S“Gf gat raraly rests oz them.




,EJ‘ o et o,

e N1 AT AT e

Oskerz hewe eiready exploited this field and have painted more
detailed word piztures of specific operatioas. Herr Flicke hes done so
kimself ir bie novel "Die Rote Kepelle," published in 1949.

Part III haz beer scmewhat sbridged, primarily because of the space
devoted to military operations which are adequately covered elsewhere.
When no immediate copnection between the main theme end e particular
action was irpdicated, the translator has felt free to cut a bit. While
this mey have resulted in an occasional abrupt transition, it is not
believed that the esuthcris efforts to meke a contribution to historical

resea=ch have been impaired.

Ray W. Pettengill

Preface
(Prepared by the authcr for a prospective publisher)
s

The awthor cf the beok is a scientist whe over a period of twenty-
nine yesrs had cpportunity %o gein deep insight info a special branch

of the secret zervice of all Ewrcpean countries; this brench 1s known as
"intercept service" to only & smell part of the public.

Sirce she inveriion of technical means of commnications -- such as
the telephons, telegraph, and teieprinter -- the werk has been spanned
by & mighty network.-- partly vicible, pertly iovisible -- over which
mesgages of sil types are speeded elmost without interruption. Since the
inventicn of —-adictelegraphy the ether has been filled with radiograms -
whkose content extends to all reelms of public and private life and gives
a reflection of humer existence on cur planet. i

On the cther hard, all these radicgrams act like a magic motor in
shapirg the life of mankind, Whosver follows this exchange of infor-
mation in the eiher (and in paxt over wire iires) knows the course of
events in the pes:, present, and near fubure as no one else can and has
e charse to lcok into things in e way of which the outsider cen have no
conception.

The present book draws on this scurze. It can offer only a tiny
fraction of what that source has yielded in the course of the last
thirty years. But even this smell section will show menkind in what
fateful fashion the interception of radiotelegraphy and of other
technical means. of commmnications has influerced the course of events.

The contents of this book fz2ll into three periods of time:

1. The period from the ineeption of the intercept service to

the end of World Wer I;
2. The pericd between the two World Wars; ;
3. The period from tke summer of 1939 to the end of World

War 1I.
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Part I is purely historical in character. It is considered here in
order to give-a basis for an understending of the intercept pervice, and
to assure to the treatment of the materisl a certain degree of com-
pleteness.

Part IT throws 1ight on the development of the intercept service in
European countries, especially in Germeny, and is calculated to give many
a hint regarding the events leading up to World War L.

Part III, the largest sectionm, shows the decisive role of radio

‘esplonage in all its branches ‘during World War II. It reduces the events
.at the fronts to a position of secondsry importance when compared with

the invisible, dynemic force of radio espionage in the mightiest of all
wars. Here for the first time the most secret matters of the warring
states sre brought into the light of publicity. This is dore in order
thet the world may know what went on behind the sceres, and so dlspel
meny en illusion which might tend to give this war & semblance of
romanticism. S : ' :

Iz this third section the present work alms +o show to the world,
and in perticular to the German people, the incredibly frivolous, casual
unscrupulous manner in which Hitler not merely began the war but --
what 1s worse -- continued it contrary to a1l laws of reason and hu-
manity after every chance that it might be decided in his favor bad long
since vanished.

This book i1s intended to help give the peoples the truth; 1t is
intended as a werning, asnd so to serve the cause of peace.

Foreword

The Second World Wer has come to an end; it ended as it necessarily
mst. An infinite amoun® can be writien sbout this war, the events
lesding up to it, and about the domination of the Natiomal Soclalist
system in Germeny and its effects ebroad. Meny things will be explained
eventually; many will forever remain veiled in darkness. This book 1s
intended as a contributioa ‘4o historical reseerch. An attempt will also
be mede to air meny & secret, to furnish an explanation for some things
which seem inexplicable., This work is intended to illuminate events of
the pest thirty yeers from a point of view from which this has never yet
been done and could not be done: namely, from the point of view of the
so-called intercept service, i.e., the interception of radiotelegraphy
and all other technicel means of communication and the decipherment of
cryptograms. The book originated in the main during World War II, but
its beginningsgo back much further. iginally it was inteaded to be
a "History of the Intercept Service and of Illegal Decipherment.” The
first part, embracing the period 1908 to 1939, was completed in 1940.

It was lost in consequence of the war. Hence, only & reconstruction
in rough form from memory is possible.
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The Second World War has come to an end; 1t ended es it necessarily
mist. An infinite amount can be written sbout this war, the events
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in rough form from memory is possible.




Q Tis work will destroy many an 11lusion. The period of the gresat
enerels, in whose hepds BImies became chess pieces, is past. In place
of armies moved about with happy daring bas come the war machine which
operates with precision. The man at the helm can gulde it, to be sure,
well or badly -- according to his ability. But the operation is 80
compliceted that he is mot in & position to keep his eye constently om
ell detsils of the mechanism. Ee does not motice things that have gone
srong until they begin to affect the operstion as & whole and then 1t
ig often too late. In decision guestions he must rely on bis collabo-
~store and subordinates, end thus he becomes dependent on their skill,
their mentel sbility, thelr perspicacity, their ability to grasp .
sntuitively the organic working of this vast machinery. If one little
vheel in this mechanism fails, then the result of this work becomes
questicnable. On the other hznd, these feilures can give the helmsman
of the opposing side chances of decisive importance snd can suddenly
place him in & position where he merely needs to grasp the opportunity.
Whether success or failure results, is guite independent of the perscno-
glity of the genersl and of his merit. The geperal himself becomss &
tiny wheel in the machine. ' ; ) :

This work is intended to serve the truth and hence to serve peace.
The more we strip wer of the vyomentic cherm and reduce 1t to a basis of
fact, the more strikingly does ite horror appear to us. Along with the
heroism of the scldier we see the frightful, destructive force of the

- wer mechine of modern stetes. And that forces us to twrn ewey, and to

recognize thet war is not the father of all things, but that it merely
niestrcys what 18 positive and is &ble to crecte only what is negatlive.
“And i€, in the course of centuries, the positive hes grown up again .
end egein out of the negative, the credit is not due to war but to the -
creative powers innate in menkind. Advancing these powers mesns at

the game time decleringz war oo war. And that heppens when we strip
from it its veil of romenticism and the charm of edventure.

I deliver this book to the public and the critic with the
essurence that all things mentioned herein are besed on facts. Fossle
bly here and there & name Or & rank or & dste may be wrong. .This is
not & vitel metter; only the happenings &s such ere significant.

Nost of my motes had to be made Irom memory efter I had seen and
studied the authentic documents. Moreover, &ll this was done at the
constant risk of my life. .

Tnis work means neither to praise nor to accuse, neither to ‘
glorify nor to judge. It 1s intended only to &id in finding the truth.

Wilhelm F. Flicke
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THE BEGINNINGS OF THE INTERCEPT SERVICE

The endeavor to learn what is in the oppoment's mind and to draw advantage
from it has elways been very importent in the history of mankind in peacetime
and particulerly in wartime. During thousands of years only the methods have
changed. In the days when there was no technicael medium for econveying thought
over greet distances, the only existing possibility was elther to overhear the
spoken word or to intercept - or et least have & look at - messages transmitted
in writing. To guard egainst this latter possibility, secret writing was
invented. The history of the last three thousand years is full of examples of
great successes in statesmanship or in military enterprises which were due
solely to the fact that the stetesman or general concerned was sble to organ-
ize cleverly snd to maintain for a considerable period of time & method of
spying on the transmitted thoughts of hie opponents. Cleopatra, Alexander of
Macedonia, Caesar, Napoleon, Msttermich, and many others owed thelr successes
to the extensive use of this type of spylng. :

Eowever, the practicel possibilities were narrowly limited, and great
ipdividual cleverness was necessary in thie work in order to arrive at the goal.

Ir the middle of the nineteenth century, when the Morse telegraph came into
use, soon followed by the telephone, new technical poseibilities of attack re-
sulted by switching-in and listening; this gquickly produced & new situation.

The invention and use of radiotelegraphy, with the possibility of picking w
gnywhere at any time the radiations of e transmitter working at any polnt whet-
soever, increased the possibility of interception in a way bitherto undreamed
of. The hour when radiotelegraphy wes born was also the hour of birth of 1l-
legal listening-in, i.e., of the so-called intercept service.

There were two countriesz in Euwrope in which the espionage service had been
especially cultivated for centuries: France and Austria-Bungary. Conseguently,
these were the two countries which first recognized the importance of technical
means ¢f intercepting commmications and took corresponding action.

Prior to World War I Auétria had several occasions to test out this new
means of gaiming inform=tion.

During the crises which arose in 1908 between Austria and Itely in con-
pection with the annexstion by Austria of Bosnie and Herzegovina all Italim
radio traffic on the continent and at sea was intercepted by the Austrians.

At that time Austria began regular cryptanslytic work, and in this way wes able
to get valuable insight into Itely's attitude; this proved of great value for
Austrian foreign policy.

In 1911, when war broke out between Italy and Turkey over Tripolitania and
Cyrenaica, the Austrian intercept service had an opportunity for the first time
to prove its worth in the military as well as in the political field. Eince
the Italiens had set up several reley stations for traffic between Rome and
Tripoli, where the first Itelian landings were made, the Austrians haé & fine
opportunity to intercept all transmissions more than once - and thercfore very



completely. The radiograms with military dispositions from the homeland, and
the reports from the theater of war wers all intercepted and deciphered so that
the course of the operations in Libya could be followed day by day by the
Austrisn intersept service. This was the first time in history that the course
of military operations between two opponents could be followed move by move by
& peutral third party using technical means at a distance of bundreds of kilo=-
meters.

¥hen the var in Tripali tock an unfavorable turn and Twrkey lost its last
possession in Africa and therewith its dominant position in the Mediterrmnean,
an opportunmity was offer=d the nations in the Balkans to shake off Turkish rule.
This resulted in breaking up Turkey in Europe. The Balkan League, consisting of
Serbia, Bulgaria, Greece, and Montenegro, which b=d been formed meanwirdile, de-
clared war on Taorkey in October, 1912. The Bulgarians were victorious at Eirk-
Kilisse and Lule Burgas; the Serbians at Kumanovo; the Greeks occupled Salonika.
On 3 December a tTuce was made.

For the Damube Monarchy the course.and outcome of the military actions and
of the entire development in the Balkans were of interest. Therefore, Austria
followed the radio traffic with close attentlon and again bad oppertunity to
maks successful use of this new means of gaining information, this time, to be
sure, vorking to some extenmt with Italy. Austria and Italy put through the
formation of an independent Albania. In the preliminary Peace of London,

30 May 1613, Turkey ceded to the allies ell territory west of the Enos - Midls
Lipe. '

But & quarrel arcse among the allies respecting the conguered territories.
The Balkan League broke up. In bloody battles the Bulgarians were driven aut
of Macedonia by the Greeks and Serbs. Romania and even Turkey, which won mck
Adrisnople under Euver Pascha, took the f4eld against Bulgaria. A redistri-
bution of territory took place in the Balkans, and once more Austria had the
keenest interest in following the course of diplomstic and military events in
thig area. For the fourth time within five years Austria had & chance to get
practice in interception and in cryptanalysis. At the peace conferences of °
Bucharest and Constantinople the new map of the Balkans was drawn.

Price to World War I France had less occasion to emgage in radic inter-
ception, but it watched all wire lines leading into foreign countries and par-
ticularly the exchange of foreign diplomatic telegrams passing over these lines.
Iz the French Foreign Ministry there was a cryptanalytic section wiich worked
with good success on the sclution of the secret writings used by foreizm
govermments and their representatives. For instance, even before the outbreak
of World War I the French had solved the cryptographic system in wirlch
messages were exchanged between the Forelgn Cffice in Berlin and the German
Ambassador in Peris. When the long telegram containing the declaration of war
on France was trensmitted to the German Ambassador by the Foreign Office in
Berlin, the French first deciphered the dispatch amd, after they had taken
cognizance of the content, so garbled important passages in the original that
the German Ambassador could at first make nothing out of the telegram he '
received. Only after divers inguiries was he able to get matiers straight.

In this way the French gained valuable time.
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Tn the Deuxieme Bureau of the French Genersl Staff there was, even be-

fore World Wer I, & desk charged with following all foreign redio traffic
(especislly German and Itelian), in order to heve an ides of the normal radio
gituation and of the changes occurring in case of military complications.
The use of raiiotelegraphy in the armies of Europe had even then assumed con-
giderable proportions and would probably increase considerably in eny coming
war. But this raised the question of the extent to which it would be possi-
ble to gain insight into the situation on the enemy side by observing his

‘redio traffic. A prerequisite was to watch this traffic in peacetime, to

recognize the types of traffic, the use of ciphers, and any methods of
camouflage, and by so doing to meintein contact, so to speak.

These chances and possibilities had been recognized both in France and
ip Austrie before the beginning of World Wer I. And both countries had made
preperations in time. As in the French Deuxieme Bureau, there was in Vienna
in the Evidenzbuero & desk for watching foreign ermy radio traffic, while in
the Foreign Ministry in Vienne and in Parls, bureaus hed aelready been set up
which were engaged in the decipherment of the eryptogrems which were custom-
ary in the &iplomatic correspondence of other states. ;

In Germany to be sure, the General Staff thought of such possibilities,
but down to the outbreak of World War I had underteken practically nothing.
Even in the Foreign Office nothing had been done in this direction which was
worthy of mention. In England at the Foreign Office the decipherment of
cryptograms had been attempted soms years before the begimning of World War
I, and good results bad been achieved. In Russia, on the other bhand, mo
attention had been paid to this matter.

"is then was the situation respecting the intercept service and crypt-.
anslysis et the beginning of World War I. At that time people did not
suspect the proportions which interception would assume during the course of
this Btmgle-

TANNENBERG

Heavy, gloomy, the towers of the Tennenberg Monument once towered a=-
gainst the sky of Bast Frussia. Grand and powerful stood behind them im
those days the spirit of General Hindenburg, & symbol, as it were, of a force
which must necessarily wreck anything that endeavored to ettack it. The
Battle of Tannenberg had become, since 1914, e symbol for the Germen people.
Much has been written and spoken about this battle, but only little about the
decisive factor in this mighty action. Tannenberg - & symbol! Even for one
who knows! For it was at the same time & symbol of the ease with which small
causes can unloose great effects, of the rapidity with which & great success
can be achieved, if by accident the human inadequacy of wholly secondary and
insignificant persons on the other side opens the way. Tannenberg - & symbol
of mighty superiority and at the same time & symbol of fateful chance.

The Battle of Tannenberg was the first in the history of man in which
the interception of enemy radio traffic pleyed a decisive role. This is all
the more remarkable since the intercept service of the Germans at that time



was not yet systematically crganized, ani the intercepted radiograms often re-
presented the results of chance occurrences.

After World War I a series of books was published which, among other sub-
jects, dealt also with the Battle of Tarmenberg. The chief cnes were: Hinden-
burg's "Aus meinem Leben,” Ludendorff's "Erinnerungen,” General Danilov's
"Russland im Weltkrieg," snd the German Archives publicaticn "Der Weltkrieg
1914-18." In the three lastnamed publications the interception of radiograms
of the Russian Army before and during the battle is discussed; but nowhere Is
it discussed fully. In the Cermen Archives publication the intercepted
Russian radiograms are touched upon briefly; but there are many sentences at=-
tempting to prove that all the Russian radiograms intercepted at that time
had no influence whatscever on the outcome of the battle.

What are the facts?

At 1400 howrs cn 23 August 191k the new head of the German Eighth Army,
Gepersl von Eindenburg, and his Chief of Stafrf, Major General Ludendorf?,
arrived in Msrienburg and assumed command. The Eighth Army, which was to
defend East Prussia, was composed on that day of an Eastern Group (I Reserve
Corps, XVII Army Corps, and First Cavalry Division) on the Nordenburg-
Instenburg line, and a Western Group (mostly the X Army Corps) in the region
of Tannenberg. The I Army Corps was dbeing transported by railroad from the
Rastern Group via Mariepburg to the Western Group.

The Eastern Group was facing the Russian First Army (General Rennenkamp?)
consisting of the XX, III, IV, and II Ary Corps plus five and one-fourth
cavalry divisions; the Wester:n Group was facing the Russian Second Army
(Genersl Samscnov), comsisting of VI, XII, XV, XTI, end I Army Corps, plus
three cavalry divisions. The two Russisn Armies formed an Army Group under
General Shilinskij. ‘

The Germans had the following redioc commnications: two heavy radio st~
tions at the Army Headquarters, one heavy and ©wo light stations iz the First
Cavalry Division, making a total of five mobile radic stations for the entire
Army. In addition there was one radio station each in the garrisons of
K8oigsberg, Graudenz, and Thorm.

Just what radio equipment the Russian Army Group had and how it was al-
1ocatad cannot be accurstely stated; it seems, however, that most of the
staf? headquarters down to the corps staffs were outfitted with radic stations.
At the cutbresk of the war there was one radic company each in I, II, IX, and
XV Army Corps in Buropeen Russia, as well as in the Caucasus Corps. As can be
seen from the above, I and XV Corps belonged to the Russian Second Army, and
IIT Corps to the Russian First Army. Esch of the companies which had been
organized in the years immediately prior to the outbreak of the war had at its
disposal at least six radio stations.

General Shilinaskij's objective was - according to directives of 13 Awgust -
to make a decisive attack in which the First Army was to surround the German
left wing (the Bastern Group) and prevent its retreat to K8nigsberg, while the
Second Army was to advance into Bast Prussia south of K8nigsberg in order to
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cut off the enemy's retrest to the Vistule and to attack him in the rear.

The German Army Staff Headguarters obtained informetion on this object-
jve of the Russians through an order which was found on & Russien officer who
had fellen in the battles around Gawaiten on 20 August. This order contained
&n extract from the above-mentioned directive of General Shilinskij.

Almost simultaneously with the arrivel of this order in the German Army
Steff Headquarters, & Russian radiogram was intercepted which mentioned this
sttack and conteined an attack order for the Russian IV Army Corps (whieh
was sttached to the First Army). This telegram was, therefore, a confirm-
ation of the order found on the fallen Russian officer.

On the evening of 23 August General von Hindenburg's operational plan
was essentially complete. The entire Eighth Army was to be concentrated for
the sttack on the Russian Becond Army. The XX Army Corps was already organ-
ized, primarily only for defemse purposes. The I Army Corps - being trans-
ported by reilroad - was to be stationed to the right of the XX Corps, to
attack first the left flank of the enemy, and then the rear. The principal
part of the XVII Corps and the I Reserve Corps (until then in the Bastern
Group) were to march in & southerly direction and attack the right flank of
the Russian Becond Army. The two lastnamed corps were &t that tims still
et & distance of about three day's march. Only the cavalry division and a
small portion of the infantry of the XVII Corps were to remain behind to
face the Russian Niemen Army.

How far this plan was capeble of execution depended, on the one hand,
on General Remnenkampf's tectics when he discovered the departure of the two
German ermy corps and, on the other hand, on the ability of the XX Corps to
meintein ite position until the concentration of the Eighth Army.

On 23 August the battle begen along the front of the Germem XX Army
Corps, where the Russians started to attack. The Germans at first maintain-
ed their positions, but - to reserve their strength until an actual crisis -
retreated somewhat on the 24th. On this dey several radiograms were inter-
cepted, which among other things, gave information on the line of march and
the mission of the Russian XIII Army Ccrps. This Corps was to circle around
the left flank of the German XX Corps and appeaer in the rear of the Corp's
37th Infantry Division.™

- z
Tne two radiograms which were intercepted on 2Lk August at 0500 and 0555
hours were as fo].].ows: .
To the Commander of the XV Corps.
The Corps will deploy elong the Komusing-Lykusen-FPersing line till
0900, at which time attack is desired. I shall be in Jablonicsa.
K jojew (-XIII Corps).
To the Army Chief of Staff.

The XIII Corps will go to the support of Generel Martoe (XV Corps)
and will deploy along the flank and rear of the enemy et 0900.
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The Germans succeedsd in avoiding this encirclement without too great
losses on their side.

On 25 August they continued with the comcentration of the Eighth Army
troops. On this day General von Hindenburg intended to leave for the front
early in the morning, meet the head of the I Army Corps, Genpersal von
Francois, iz Montawa,* and acquaint him with the existing situation.

Before his departure from Marienburg & radiogran was handed him which
had been imtercepted in the might of August 24-25. This radiogram, which
was not enciphered, but hed been sent in plain text, contained (& thing
which umtil then had never happened) a complete operaticpal order of General
Retmenkampf to the IV Army Corps. From this intercepted radiogram General
von Hindenburg obtained information on the future aims cof the Russian First
Army, which up till then had been completely unknown to him. Among other
things, the radiogram stated that the First Army would not reach the
Gerdauen-Altenburg-Wehlsu line until 26 August with the southern Ilank (v
Corps) at Gerdauen. Also the merching goal for the 25th was given, wnich
wvas to be several miles east of the above-mentioned line.¥**

Hindenbuwrg now kmew that for the present Rennenksmpf was nc menace.
Therefore, in the course of the day he was able to decide to decrease still
#orther the number of troops which were Zacing the Russiazn First Army and
to withdraw the entire XVII Army Corps toward the south.

HEindenburg now went over to the I Army Corps. On his way down there,
when he wes passing LSbau, another intercepted radiogram of no less importance
vas handed to him. This time the organization and destination of the Russian

*
Montawa not found, there is or was a Montowo in Western Poland. [Ear]

R o
The radiogram contained the fcllowing:
To Geperal Aljev, IV Corps.

The army will continue the attack. On 25 August it will reach the

lipe of Wirbeln-Sealau-Soriitten-Potauren-Nordenburg; on 26 August

the line of Damerau-Pesxrsdorf-Wehlau-Allenburg-Gerdauen. Toe river
divides the XX and III Corps; the Schwirbeln-Kl. Potauren-Allenburg
road belongs to the III Corps. Chan EHussein Nachitschewanski (2 Cav.
Div.) is to proceed in direction of Allenburg before the army froant
and in the sector batween Pregel and the Darkehmen-Gerdauen-Bartenstain
line; north of it Rauch (2 Cav. Div. Guards). Crossing of Pregel is
mission of XX Corpa.




Second Army were completely revealed. This radiogram, also in plain text,
was dated 0500 howurs 25 August and conteined an order of General Samsonov
to the Russian XIII Army Corps. To be sure, this radiogram was somewhat
gerbled. The intercepted contents were as follows:

"After battling along the front of the XV Army Corps the en=my corps
retreated on 24 August in the direction of Osterode. According to in-
formation.....the land defense brigade by Gilgenburg.....The First

Army pursues the enemy further, who retreats to Kinigsberg-Rastenburg.
On 25 August the Second Army proceeds to the Allenstein-Osterode I.ine,
the main strength of the Army Corps occupies: XIII Corps the
CGimmendorf-Kurken Line; XV Corps Hadrau-Paulsgut; XXIII Corps Michalken-
Gr. Gardiene, Boundaries between the Army Corps on advance: between XIII
and XV the Mascheken-Schwedrich Line; between XV and XXIII, the
Neidenburg-Wittigwelde Line. The I Corps to remain in Distriet 5, to
protect army's left flank...... The VI Army Corps advences to the region
Bischofsburg-Rothfliess, to protect the right flank. To protect station
Rastenburg the 4th Cav. Div., subordinate to VI Army Corps, will remain
in Semsburg to observe region betwesn the Rastenburg-Bartenstein Line
and Seeburg-Heilsberg Line. The 6th and 15th Cev. Div..... steff
guarters 2 Army in Ostrolenka."”

Thus wher General von EHindenburg aerrived at 1300 hours on 25 August at
the General Command Staff of the I Army Corps, he was completely informed
respecting the misesion of the Russian Second Army for thet day. It was
decided to begin the German ettack on the following dey. On the same day at
2030 hours the orders for the army to attack on 26 August were released in
Riesenburg.

One met admit that it was & plece of unusuelly good fortune for the
Germans that both these radiograms were intercepted on the morning of 25
August, that is, et & time when criticel decisions had to be made. It seems
the more remarksble that these two radiograms were the only ones of any
considerable length and with contents of decisive importance to be sent in
"plain text by the Russians, end intercepted by the German radio stations,
during the entire period from the beginning of the war to the middle of
September, 101k,

On 2€ and 27 August the I and XX Army Corps prepared to attack the left
‘flank of the Russian Second Army. The German divieions which had advanced
the farthest toward the right (the 5th landwehr Brigade and the 2nd Infantry
Division) met with stiff opposition, and for & while the situation was
criticel. On the forenoon of the 27th, Russian radiograms were intercepted
which disclosed that the Russians were expecting reenforcements or perhaps
had already received them, among others, the Third Guard Division from
Wersaw (which was attached to the XXIII Army Corps). This informstion
contributed to the fact that Gemeral von Francois (I Army Corps) no longer
deemed it possible to proceed eastward to Neidenburg in order to sever the
enemy's connection in the rear, but decided to turn the attack in a southerly
and southeasterly direction.

The left wing of the XX Army Corpe, which on 26 August had not been




drawn into the battle to any great extent, was attacked by the Russians early
in the morning of the 27th. The attack gradually spread out more and more
toward the north and finally reached the Germen Third Reserve Division, which
was on the left of the XX Army Corps. A Bussian radiogram which was inter-
cepted by the Germans now gave information on the attack mission of the op-
posing Russian XV Army Corpe and revealed its intention to encircle the
German left wing. Other radiograms disclosed that the Russian XIII Army
Corps intended to support this attack toward the right of the XV Army Corps,
and to proceed toward the rear of the Germern Third Reserve Divisicm.

While these encounters were progressing, the German XVII Army Corps and
the German First Reserve Corps made foreed merches toward the battlefield.
On 26 August at Gross-Bdssau they fought with the Russian VI Army Corps which
then retreated southward. Similtaneously, & Russian radiogram weas interceptad
feom which the German Eighth Army Staff Esadquarters assumed that the Russian
IT Army Corps, which was at Remnenksmpf's left wing, had been proceeding
northward from Mauer laske and was Dnow supposed to march in a southerly
direction, in order to help Samsonov.

mhat the Russian IT Army Corps was procesding nortiwerd Irom Mauer Lake
was already known from reports of the L8tzen garrison, but that it was sup-
posed to advance in order %o support the Second Army Was Dews. The German
Pirst Cavelry Division, which was staticned in the region of Schippenbell,

veceived orders to halt the advence of the enemy corps along the
Rastenburg-Korachen Line.

The Germsn Army crder for 28 August was signed by Hindemburg on the
evering of 27 August. Later in the evering information was received that
Russian troope Srom the south bad arrived in Allenstein. Thers was thus
the possibility thet the Russian TITI Corps was striving to reach the north
in order to join the approaching II Corps. The Army order which had just
been sigped was now immediately replaced Uy & new one which, smong other
things, ordered the XVII Corps and the I Reserve Corps to Allensteln.

On 28 August at OTOO hours Hindenburg end nis staff arrived in Frigenau
to direct the battle from there. Great temsion prevailed at Army Headgquarters.
They were entirely in the dark as t©o the enemy's purpose at Allensteln. Tois
group still had complete freedom of action.

At 0800 hours rediograms of the Russian XIII Corps disclosed that it was
marching from Allenstein southward o Hohenstein, and that its vanguard would
arrive at 1200 howrs in Grieslienen, five kilomsters north of Hchensteln.

ts purpose was to aid the XV Army Corps. '

Cn the basis of this knowledge, an order was immediataly sent by air-
plane to the German I Reserve Corps to proceed at all speed, regardless of
everything, by the shortest possible route, %o the Stabigotten-Grieslienen
Line (northeast of Eohenstein). ; '

Even while the battle against the Russian Second Army was still at its
height, the attention of the Germans was called to the pending operations
against the Niemen Army. Om the o8+h a Russian radiogram snonounced that the
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II Corps (left flank Corps of the Firet Army) wae to begin the retreat toward
the frontier and to be transported by railroad. This move, however, did not
teke place.

Early in the morning of 29 August, &n incomplete radiogram was intercepted,
which stated as follows:

"Because of heavy battles of Second Army the Army Command orders sup-
porting reinforcements...and advance of cavalrye.. "

(Genersl Rennenkempf hed received orders on the morning of 28 August to
proceed with his left flank to the support of the Second Army. This radiogram
wes epperently an order of Remnenkampf to one of his Army Corps. A later
rediogrem, however, interrupted the advance agein).

The ebove-cited radicgram confirmed what they had been expecting in the
Germen Eighth Army Headguerters. During the night. of the 29th a number of
radiograms were intercepted which mentioned the encirclement of KSnigsberg
from the south. On the morming of the 30th one such rediogran gave informa-
tion that the heed of the Russian II Army Corps on his countermsrch (which
thus had been ordered for & second time) was to demolish completely the rall-
roads end belegreph wires west of the Kinigsberg-Rastenburg line, including
Korecher and Rastenburg. This last-mentioned radiogram made it possible for
the German Eighth Army Staff to devote Zwrther attention to the remants of
Samsonov's Army.

All these Russian rediograms were intercepted by the German garrison
radic stations Thorn and K&nigsberg, but also in part by the two heavy
stations of the Bighth Army Staff, and were immediztely translated and trans-
mitted to the Germsn Avmy Command. The Germen Commend therefore knew not
only the strength and orgsnization of the enemy, but also his objectives.

It i very interesting to note how d&lfferently the importance of these
intercepted Russien radiograms was estimated in the postwer period. Ludendorf?f

-menticned this fact very cesually in & subordinate sentence: "eeeowe had

»eceived en intercepted enemy telegram which gave us & clear picture of the
enemy's moves for the following deys." Ludsndorff forgot that there was not
only "one" radiogram but that seversl dozen were irtercepted dwring the
course of operations which revealed the situation of the enemy.

Eipdenburg himself, in his book, "Aus meinenm leben," which appeared in
Beptember 1919, did not devote even one word %o the radiograms; or the
contrary, he described the course of the Battle of Tennenberg in such fashion
ge to give the definite impression that he was in the dark as to the enemy's
objectives and organization.

‘The Russian General Danilov spoke of an "unpardonable negligence” in
the Russian radio service, and declared that the imperfect commmication
service had been the chief reason for the catastrophic outcome of the battle.

The ‘Germen Archives publication declares: ", ..0n the whole the German
Army Command viewed the intercepted rediograms as an extremely welcome source




- of intelligence, The Army Staff because of them, was temporarily, and even
immediately befcre the beginning of the Battle of Ta.nenbe*g, advised of the
objectives of the enemy in a way rarely possible in wartime. And 1
connection therewith, the Germen Archives publication immediately s.ﬁﬁves
to save the face of the German Command by continuing: 'But the critical
decisions and orders for the batile, eccording to the upanimous statemenis
of all participants, ware made indspendently of the information whick be-
cam= known on the morming of 25 August through the radiograms. One caanot
agsume that wishout these radiograms the course cof the batile would have
been different.”

To this cze can only reply: The genersl has not yet been borm, who,
after winning a batile, would admit thet he had woh it thanks to & well-
functioning int elligencz service. Since tkhe victory at Tannenberg had be-
come & symbol for Germmny, the “unanimous statements of all participants”
could not of course be any different. Undoubtedly the dispositions for
the battla wers made before the first rediograms were intercepted. 3But
during the course of the battle the knowledge of the contents of the inter-
cepted radiograms play=d a decisive role. The development of the batile
without these rediocgrems would very definitely have been entirely dilferent.

Now we shall 5ry to f£ind out why the Russians sent their comrunications
in plain text. To use plain %ext for such important communicaticns as the
two radiograms of 28 August was a mistake of the gravest kind., However, an
exsmination of the circumstances on the side of the Russisns gives an expla-
nation. The Russisn communication system operated very imperfectly during
the battle. As a result, the army orders reached the staffs of corps at
the f-ont too late. Many times they did not receive their orders until about
1000 heours of the seme day on which the orders were effective; under such
circumstances the troops could not enter into action in the designated
farmation until slmost noon. Very seldom were there telephone connections,
which was partly due to the fact that there were insufficient cables., Tor
this reascn, where there were radio stations, these were preferred for the
transmission of commurications, as was the case between the army leaders
and the army corps.

In itsel? this would not have been dangerous if the radio trafllc hed
been hendled s0 as to prevent exmemy intercepticm, but this was not done.

The radiogram of Genersl Samscomov to the XIII Army Corps at 0600 howrs,
25 August was of an urgent nature since it pertained to the cperations of
the same day. It was sent as a priority message. There were no wire
connections. One can asswume that time did oot permit the encipherment of
this message; in the last analysis, however, the reason seems to be that in
the XITT Corps no radiograms could be decipheresd; they had no cipher key!
Hence an enciphersd radiogram was simply out of the guestion in traffic with
the XIIT Corps.

This almost unbelievable state of affairs was the reason why, when the
above-mentioned corps headquarters attempted to listen in on the traffic of
& neaerby corps with the Army Command in order to obtain desired orisntaticn,
this traffic could not be deciphered by them and as a result could not be
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réad. For example, on 26 August the XIII Army Corpes was ignorant of the
position and mission of the VI Corps, ealthough they had in their possession
intercepted radiograms from the traffic of this particular corps!

Since verious Russien corps headquarters did not possess facilities for
dsciphering radiograms, it is probable that this was also the case in the
Russien IV Army Corps, to which Genersl Rennenkempf sent the above quoted
fateful radiogram in plain text.

Geperal Danilov, Quartermeaster Genersl at the Russian Headquarters, in
his book "Russie in the World War," gives & different explanation for the use
of plain text in radiotelegraphy. He writes: "The use of radio was something
entirely new and therefore unfamiliar to our staffs. Moreover, our enemy wWas
guilty of the same errors, and now and then we were successful in intercepting
their plain-text radio messages and orders. But this does not absolve us from
the cherge of unpardonable negligence.”

: Danilov considers the faulty functioning of the Russian commnications to
be cne of the major causes for the catastrophic outcome of the battle. Although
the Russians &t times mede active use of radio, this means of commumnication was,
pnevertheless, not utilized as it should have been. On the Russian side there
was not the experienced leadership which is required for the meintenance of &
dependable radioc network. When Genersl Semsonov betook himself on the morming
of the 28th to the XV-Army Corps and sent the major portion of his staff with
his radio stetion aecross the Polish border to Ostrolenks, all radio traffic on
the part of his ermy ceased. All comnections, both with the Chief of the Army
Group &nd with the VI and I Army Corps were thus interrupted, wherewlth the
command of operations on the Russian side on this day practically ceased. On
31 August the Battle of Tannenberg came to &n end.

Ir German military literature these circumstances have been carefully
passed over or grestly reduced in importance. But anyone who has ever ex-
perienced hovw thirsty & command in & eritical situation is for reporte re-
garding the enemy, whoever knows how difficult and nervously exhausting it is
to have to reach decisions without & knowledge of the enemy's situation, such
e person will entertain no doubt that the knowledge of the content of the
Ruseian radiograms decisively influenced the course of the ections in the
Battle of Tannenberg.

The Germens had learned something from the happenings along the ether
waves at the Battle of Tacnenberg which was supposed to be put to practical
use during the "Battle of the Masurian Lakes." Before the German attack on
the Russian First Army began, the Germans wented to tie up the important
enemy reserves stationed farthest to the north- (esst of Kbnigsberg) - so
that these could not be moved to the south where the German ettack was in
progress. Bince no troop contingents were evailable to hold this large
enemy reserve, the German Eighth Army Staff resorted to strategy. In the
forenoon of 7 Beptember, the radio station at K8nigsberg sent & radiogram
in plain.text as follows:



"To the Corps Chief,
Guerd Corps,
Priority telegram.

Tomorrow the Guard Corps will join the...
{mmediately west of Labiau, parts of V
Army unloaded....(here follows a series
af garbles).ceesecee o

Army Staf? Headguarters.”

The radiogram was intercepted by the Russians and the strategy suc-
csedad, This is the first known case of purposely misleading radio traffic
during World War I. The contents and the precise wording of the radiogram
had been well thought out. The Guard Reserve Corps, which had shortly dbefcre
arrived in the theater had im reality a different mission, but still was the
northermmost srmy corps within the German attack organization; hence the
mssion designated in the radiogram could be possible. The V Army Corps, which
was staticned in France, was garrisoned in Fosen in peacetim=, hence iis
presence in Bast Prussis appearsd possible. The Russian Army Command had also
belisved for & long time that thiz V Army Corps belonged to the Eighth Army,
although they did not know where 1t was located.

TIE GERMAN AND AUSTRIAN INTERCEPT SERVICE IN TEE EAST
AT THE SEGINNING OF THs WORLD WAR 1

When the wer broke out in August 1G4, there was no fixed organization
on either the Germsn or the Austrian aide for intercepting the foreign army
radio traffic which immediately dsvelopsd. The fleld regulaticns for German
telegraph troops did foreses the possibility of listening-in on foreign radio
traffic during those pericds when thelr cown radic traffic was dorment, in
order to get scme insight into the situsticn on the other side. Actually
this work had never been practiced at all in peacetims mansuvers, and when
the war brokes ocut, nobody thought of undertaking the task. '

At thet time there wers &two rather large fortress radlo stations in
eastern Germazy which had relatively little trefsic of their own and conse-
gquently weres in 2 positicn to 1i{sten to the enemy in periods of light traffic.
These were the Zortress radio stations st Kinigsberg in Bast Prussia, and at
Thorn. Morecver, there was in Breslau the radio station of the German East-
ern Burope Institute, which was likewlse employed for military traffic alter
the war began but was used only for transmission. Entirely on their own
initiative & few operators attampted soon after the ocutbre=ak of the war to
listen to Russian esxrmy traffic as a sporiing proposition, so to speak; 1t
was not long before the first messages wers intercepted but Do one kmew quite
what to do with them because there was no regulation stating what should be
done with such radiocgrams. Im those days radiotelegraphy was & novelty both
in Germany and in Russia. People were astounded at the technical progress
which made possible wireless transmission of information over rather great
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distances, but they did not yet understend how to make sensible use of this
technicel advance in order to gein information. Io the Russian army the
idea had not even become general that messages sent out by radio could be
heard just &s well by the enemy, and on the German side the idee was utter-
1y foreign in lower and medium commands that one might be in a position

to shape or slter one's own plens on the besis of intercepted traffic.
Militery thinking tended to consider one's own operation on the basie of
the orders issued to be & fixed factor which could in no wise be influ-
enced by any messages which might be intercepted.

The Russien oparational orders intercepted in the last phase before
the Battle of Tannenberg were forwarded to General von Hindenburg by motor-
cyclist solely on the personal initiative of the chief of the German for-
tregs radio station &t Thorn. The impression which this produced on the
German Higk Command was, so to speak, the birth hour of the German inter-
cept service, since now for the first time were the velue and the possi-
bilities of this service recognized.

_ The Austrians had elready edvanced somewhat further in this field by
the time the war began. BHere again there was nc special crganization for
intercepting foreign redio traffic; here, too, they employed existing
fortress radio installetions for intercepting foreign traffic as & side
igsue. Iz the mein, the stations et Krakow and at Przemysl were the ones
involved. However, there was already rather more system in the organ-
ization of the work and, above all, provision had elready been made before
the war for passing on end utilizing intercepted enemy messages.

In thie wey the Austriens in the very first days of the war had
definitely geared this new branch of the service with their Secret
Service.® Moreover, the cipher ssction had taken up its work as soon &s
the war began, so that within the first fortnight it was able to read

-enciphered Russian radiograms.

In Germany, or the other kand, the cryptanalytic service limped so
badly that it was almost half a ysar before the first regular work in
this field began to take shape. It herdly seems credible that, in spite
of the example of the Austrien intercept organization and in spite of
the stimlus which must have resulted from the intercepting of Russian
radio traffic after the Battle of Tannenberg, a fixed German crgerization
for the systemetic monitoring of foreign radic traffic 4id not come into
existence until nearly one year after the beginning of the war.

AFTER THE BATTLE OF TANNENEBERG

The Russian radiograms intercepted before and during the Battle of
Tannenberg had suddenly pushed the value of the intercept service into
the foreground with the German command. Only now the pecple began to say
thet, spart from the radiograms of the armies of Rennenkampf and Samsonov,
many Russian radiograms had been heard which might have been valuable in

¥ (Geheimdienst = Cryptographic Section of the Imperisl Chancellery.)
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the sxescution of one's own measures, hal they been expleoited in tinme. The
fortress radio stations wers now instructed to do intercept duty in periocds
when they were free or had light traffic, and even the army stations wers
told to start hunting for Russian messages, inscfar as their own traffic
allowed. DNaturally that was a rather pitiful measwre - compared with the
practical possibilities - for it resembled a suggestion rather than an
order, and gave the receiving operator no hints st all as to how he should
do his job, since for this there should have been a systematic search of
all wave bands which might come into account. The effect for the moment
was mersly to arcuse interest in this work, while any practical results
depended on the intelligence and skill ¢f the momentary heads of the sta-
tions. The only thing thaet was covered by regulations vas the forwarding
of intercspted telegrams so that at least thers was no longer auy doubt

on this point. The radio intercept service was attached at that tim= to
Section ITIb of the Geperal Staff and was controlled from thers, insofar
as this word can be applied to conditions of those days. Only during the
second hal? of 1915 were special receiving stations for monitoring foreign
militery traffic set up with the army groups and only from this point on
was any real, systematic coverage of the epemy possible. If the Germsn
Army Command hed attacked and solved the question of moni toring and evalu-
ating enemy traffic in the fall of 191k, if it had introduced & special
orgenization for this purpose in the east by the end of 191k, i.e., 2t a
time when the enemy was meking one mistake after the other in this field,
it 1s highly probable that a number of decisive operations might have
besn added to the list of German successes.

The Chief of the German General Staf? iz the yeers 1G1L4-16, General
ven Falkenhayn, stated later in his memoirs: "The radiograms intercepted
by us permitted us to follow the movements of the enemy on the eastarn
#ront, day by day, week by week, from the beginning of the wer nearly to
the close of 1915, and we adapted our measurss to this circumstance.”

Conrad von Hoetzendor?, who describes the activity of the Austro-
Eungarian Headquerters in World War I, remarks in Volume IV of his
memoirs that "from the time when the Supreme Army Command was set up iz,
Neu-Sendsc (i.e., since the middle of September 151k) it was able to get
information in an ever more exact and dependable maoner regarding all
Dessures which the enemy ordered by radic.” At another point he says:
"In this way & basis for the performance of the command functlons was
created which no previcus war haed ever known... "

In Volmme V of his memoirs, Conrad von Hoetzendor? emphasizes the
fact that whenever the words "according to reliable reports” were used
in connection with orders of the Suprems Command of the Austro-Hungarian
troops, coly such reports were to be understood as had been obtalned from
intercspted radiograms; this was never admitted in order not to betray
this highly estesmed sourcse.

Colonel Nikolai, Chief of the German Information Service in the
years 1514-1918, writes: "The intercepted Russian telegrams constituted
a very trustworthy source of information. Of course, the orders were
enciphered, but the cipher system was very simple and was rarely
changed; consequently, it was essy to read the radiograms.”
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The common conduct of the war in the east by the German and the Austrian
Armies was dominated at the outset by the point of view that Russian attacks
ghould be beaten off by active d=fense until, after the expected decision in
the west, adequate forces could be brought from the west to pass over to e
decigive attack in the east. The Austrian Army was to make & thrust from
eastern Galicia egainst the Russians still on the march, the Austrian First
and Fourth Armies begen the advance on Lublin and Scholm; defeated the
Russiens neer Kresnik and Komarov; but, dus to the failure of the Austrian
Third Army near Lemberg, had to withdraw in the face of superior Russian
strength during the first half of September to the Carpathian Mountains
and behind the Wisloke. The German Army Command now declded to support the
Austrian front by detachments from the Eighth Army located in Bast Prussis,
which had participated in the Battle of Tannenberg, and, using these
detachments, to set up & new German Ninth Army in Upper Silesie, with its
right wing extended to Krakow. Hindenberg took over its command.

The removel cof large portions of the Eighth Army in order to set up
the Ninth Army had to be carried out with great ceution in order not to
- yaveal to the enemy that Bast Prussia wes now left with very feeble pro-
tection. Conseguently, the Germane decided to try deceiving the enemy
egein by redic. Sinece the movements of the transports could not remain
entirely concealed, it was decided to bluff the Russians by pretending
that & new German thrust from BEast Prussia was impending. TIwo radiograms
relating to such unloading were intentiopally seat in gerbled plain text
under the assumption that the Russians would intercept these messages.
Actuelly, the trick worked.

Meenwhile, the Russiens had recognized the danger of sending plain
text by radio, and the Suprems Commané of the Army (The so-called "Stavka")
gent ocut instructions by redio on 1k September to the effect that as &
metter of principle military errangements should only be sent completely
enciphered in the future. However, this instruction came too late. The
Austrien cryptenslytic serviee had already gotten so well started that the
Ruseian digit cipher was soclved on 19 September. Henceforth, reading
Russian rediograms no longer caused any difficulty.

Msanwhile, the German initial assembly in Upper Silesia was completed.

" In their petrest +he Austrianc hed expected the Russians to pursue them
sharply; however, after reaching the San the Russians took & very slow pace
end finally stopped &t the Wisloka.

This conduct of the Russians posed & serious riddle for the Austrian
Army Command, especially as it was learned from intercepted me=ssages that
the Russians were constantly receiving reenforcements. From these doubts
the Austrians were relieved on 23 September by an intercepted radiogram
of the Commander of the Russian Ninth Army, Genersal Litchizkij, who ordered
the XVI Corps to return from the Wisloka toward the San to Btany on the
following day. With this, the assumption that the Russians would continue
frontel attacks wes dismissed.

Meanwhile, .at the Austrian army commandpost, reports were coming in

15




from agents whe spoke of strong Russian cavalry forces in the area between
the Nida and the River Vistula. Soon, however, the radio intercept service
showed that here it was a question of the Novikov group, which consisted

of only one cavalry corps but regarding which the Russians had been spreeding
exaggerated reports. An intercepted radiogram from General Novikov to the
Russian High Command in Warsaw, dated the morming of 24 September, revealed
to the Austrians the complete results of his reconnaissance work and also
showed his intentions clearly.

It was probably the first time in the history of warfare that the
result of epemy reconnaissance was revealsd so swiftly to those against
whom this activity had been directed. While the Russian cryptographers
in Wersaw were busy solving the radiogram, the Anstrians were working on
the same text. The telegram was intercspied at 0840 houwrs. Toward noon
1t lay deciphered before the Austrian Eigh Command. At 1500 hours the
German Army Command had been apprised of the content and was able to make
good use of the data in its dispositions for 25 September.

The day following, Austrian and German divisions stood ready for bat-
tle in their new pesitions. In this phase the Austrians again intercspted
an important order of the Command of the Russian Ninth Army; i{ reads as
follows:

By command of the Supreme Commander and with reference
to the impending movements I order the withdrawal
tomorrow, the 26th, of the troops of the Army behind
the Wisloka and the leaving behind cf only small rear
guards at the Wisloka. -The troops ars to be quartered
in the areas previously occupied by them. The guard
corps will remain.in the area Kolbuszowa - Kupno, which
it reached today; 1ts advancs guard is to approach
nearsr,

With this the situation was clarified for the Austrians. It was
obvious that the Russisns were undesrtaking regroupings for a new operation.
The Germans nov began to urge the immediate beginning of an offensive, ino
order to attack the Russians during their regrouping. The Germens had
their eyes on the middle reaches of the Vistula.

In the night before 25 September the Austrians intercepted the Russian
crder for & shi?t of the Ninth Army behind the Vistula, below the mouth of
the San. I& wes now clear that the Russians plaaoned to shift their main
weight from Galicia to Poland.

On 28 September the German Ninth Army and the Austrizn First Army,
which joined it to the right, started an advance on Ivangorod north of
the lower Vistula. South of the Vistula the Austrian Fourth, Third, and
Second Armies moved forth on 4 October toward the San. The Austrian
intercept service had received from Russian radiograms full information
regarding the Russian dispositiocn. The Army Section under Mackensen
undertook the prot=ction of the German left against an encircling move-
ment vhich threatensed from Warsaw.
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For & time the Germen-Austrian offensive progressed well. BSoon, how-
ever, the intercepted radiograms showed daily more and more clearly & shift
of the Russian Ninth, Fourth, and Fifth Armies from the San to the middle
reaches of the Vistula, and of the First and Second Armies from the Russian
"horthwest sector” to the area north of Warsaw. Other Russian dispositions
betrayed the fact thet the Russians were assembling an enormous foree for
an advance ageinst the heart of Germsny from the Ivangorod - Warsaw aresa.
No less than O Russian divisions were to attack 52 German and Austrian
divisions at most, in which connection it should be remembered that the
effective strength of e Russian division was far greater than that of &
Germen or Austrien division. In the event of an attack by this military
force, & catastrophe for the armies of the Central Powers was inevitable.

Oz the basis of informetion obtained from intercepted Russian radio-
goems, the Germens decided to retreat. Without the Russians noticing eny-
thing, the German and Austrian units broke contact with the enemy and
retreated, to the Russians' surprise, to the line of the Cerpathians -
Krakow - Upper Silesias. EHindenberg wes now appointed Commander-in-Chief
" of &ll German forces in the east. Mackensen took over the Ninth Army;
it wes moved to the ares of Thorn and prepared for & new thrust at the
right flank of the advancing Russian ermy group. FProtection of Upper
gi{lecis was teken over by the Austrien Second Army, which wves moved from
the extrems right wing of the Carpathian fromt to the region north of
Techepstocheu. From East Prussie sll availeble forces were sent to the

Rinth Army.

On 12 November Mackensen started his advance between the Warthe and
the Vistula. On 13 November the Russien disposition for e generel advance
on the following dey by the Russien "steem roller"” deep into Germany was
intercepted and deciphered the seme day. From this it was evident that the
Ruscisns hed no idea of the extent to which their northern flank was
threetened: they thought thet the German Ninth Army which was attacking

emounted to a corps &t most.

On 19 November the Russian Commender-in-Chief, Grand Duke Nikola]
Nikclsevich, redioed that the hour had come, when by exerting all thedi
energies the general attack would be erowned by success. ;

The next d=y brought the Germans and Austrians = sudden surprise. A
communications officer of the Russian Fowrth Army announced that the old
cipher key had come to the knowledge of the enemy. A new cipher was intro-
duced. The Russians hed captured the German cipher key, had deciphered a
few messages, and had learned in this way that their system was known to
the oppoeition.

There resulted & painful situation for the armies of the Central
Powers, since the great struggle had reached its climex. The right wing
of the Russian army near Lodz was elmost encircled; capitulation was a-
waited bourly. And at this moment the best reconneissance means of the
Germans failed.

The Germen Command now had to opsrate without knowledge of the enemy
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situastion. This was all the more disagreeable since from the Warsaw are=s
new Russian forces wers coming up. In a few days the fortunes of war
changsd. The German group, which wes supposed toc encircle the Russians,
was itself encircled. + consisted of the XXV Reserve Corps undsr the
command of General von Scheffer-Boyadel and the Third Guard Infantry
Division under the command of General Litzmann. The result was the well
known battle of Lodz, in the course of which the annihilation of the German
group seemed almost certain. In lce and snow, without any supply, it was
obviously fighting in a lost position.

At the Austrian and German cipher bureaus they were working feverishly
to solve the new cryptographic system used by the Russians. There were
direct teleprinter connections between the two offices, and every m=ening
which was recoversd by one or the other was exchanged immediately. In the
evening hours of 21 November solution of the Russian cipher wes accomplish-
ed, and with i% a solution of a zuxmber of intercepted rediograms. From
these the trocps forming the encirclement ring were recognized. 3But it
was also discovered that this ring was not absolutely closed but that there
was a relatively weak spot nesr Brezeziny which was closed only by Russian
cavalry wnits. This fact was reported by radic to the encircled German
groups, and General Litzmann undertoock the task of breaking through the
Russian ring near Brezeziny.

Meamvhile, the Russians hed elready prepared meens for transporting
the encircled Germen units off into captivity. To the surprise of every-
body General Litzmann's bresk-through was a success, and the encircled
group was able to escape although its heavy materiel was left behind.
This feat later won for General Litzmenn the nickpame, "The Lion of
Brezeziny." Nobody made any mention of the cryptanalysts whose work made
it possible to recognize the weak poiat in the Russian lipe. I they had
not succeedsd with their decipherment, then the whole German group would
have besn taken of? into Russian captivity along with the "Lion.”

Before and during the winter battle of the Masurian Lakes (k-22
February 1515) the interception of Russian radio traffic by the Germaz
intercept service was of descisive importance. This time the Russians
sent very little in plain text, but the German cryptapalytic service,
which had been set up meanwhile, succeeded in salving the cryptographic
gystem used by the Russians, the so-called "Service Code" (RSK), and
thus deciphersd all Russian radiograms.

The Germar attack under the leadership of von Eindenberg was direct-
ed against the Russian Tenth Army. From the line Johannisburg-Litzen -
Gumbinnen - T41sit, the German Eighth and Tenth Armies attacked and with
encireling operations forced the Russians back %o the forest of Augustowo
whers the remmants of the Russian Tenth Army had to surrender. ALl
Russian countermessures zgainst the German advance were recognized prompt-
1y by the German redic intercept service.

Since the Battle of Tannenberg, Ludendor?? had become so accustomed

to making his dispositions on the basis of intercept results that he be-
came impatient and nervous if these radio monitoring reports falled to
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comse, were delayed or gave 1ittle information. His regular question was:
"Any rediogrems?” Leter on he took it as & matter of course that the
Russisns would have to send informative radiograms and thet the German
cryptanelytic service was to decipher them. If for a time po messages of
importance were intercepted, then he used to growl that they had not been
peying enough attention and would they kindly do better. If & new cryp-
tographic system was not solved in & very short time, he called it a
"aammed mese"” and said the cryptanalysts had become "sbsolutely stupid.”

In spite of all the German successes, the situstion in the east re-
meined serious. On 22 Merch 1915 the fortress Przemysl fell, after
heving been encircled by the Russians. In the Carpathisns the Austro-
Hungarisn front laboriously werded off Russian attacks. Only because of
the smocth functioning of the Austrian intercept service was it possible
to recognize impending dangers promptly and to take countermesasures.

Ip Merch 1915 the Austrian intercept service had ascerteined that
ip the ares between Ternow and Gorlice the general militery situation on

. the enemy side was such that this Zfront sector seemed the one suited for

& break-through operation. The Austrier Chief of General Steff, Ceneral
vor Eoetzendorff, proposed therefore to Genersl Falkenheyn the insuguration
of & large-scale offensive starting fron this area. The plan of operations
wes developed in consultations between the two. It wes necessery to bandle
the esssembly so that the enemy showld notice nothing by intercepting
German and Austrien radio traffic. Radio schedules and the handling of
g8l other cemouflage and secrecy measures wWere worked out by the Austrians,
end it was ectuslly possible to execute the entire German-Austrian
assembly unnoticed by the Russiens. Colonel Genersl von Mackensen took
comend of the German Eleventh Army, which was to effect the break-
through.

On 1 May 1915 the German attack began; on 3 Mey the Russian front
hed been pierced. The Russien armies were caught in & vast rolling-up
operetion in & northeasternly givection and were either defeated or driven
gway. In the mecond hall of May came the crossing of the San. Early in
June Przemysl wes recaptured; on 22 June Lemberg wae occupied. Mackensen
was appointed General Field Mershal. In mid-July the German armies it
Poland passed to the atiack. In quick succession during August and
September the Russien fortresses Ivangorod, Warsew, Lomze, Kowno, Rovo-
Georgievsk, Oswiec, Brest-Litovsk, and Grodno fell.

During this entire operztion the Austrian end the Cerman intercept
pervices experienced their period of glory. The swift change of battle-
field forced the Russians to meke constant use of redio-telegraphy. OfF
course, they were always changing thelr ciphers, but the Austrian crypti-
znelytic serviee had gotten so well tuned to Russien cryptographic systems
by tkis time that every new key was solved in & few days. And in this the
Russians often afforded wonderful assistence; often they sent one and the
pame message in the old key end in the new one. Or they would send an
inguiry in the evening in the old key end get the answer from the same
station on the following dsy in the new key (which had gone into effect
et midnight). Qften they sent messages in plain text with references to
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enciphered messages, etc. All this facilitated cryptapalysis. Day by day
the German and Austrian intercept services received so many Russian radio-
grams that in every phase of this operation the Command of the Central
Powers wes almost completely orientated regarding the enmemy. In view of
the existing strength ratics, it is ebsclutely impossible that the German-
Austrian summer offensive of 1915 could bhave succeeded as it did if
Russian radioc traffic had not constantly betrayed the Russian measwres.

The prompt reaction of the German and Austrian Command to me=asures
undertaken by the Russians came so often and in such & persistence manner
that it could not fail to be noticed by the Russians. In Russia, however,
they could £ind no other explanation than the suspicion that treachery
was always irvolved. The cry, "Treascn!” ran through all Russia and the
Russian Army, and & search for "traitors” began everywhere. Every Russian
officer with a Germen or a German sounding name now appeared suspicious.
A number of them wers deposed; many wers court-martialled. It went so
far that finally this fury bhad to be stopped by cabinet order of the Czar.
At that time no one in Russia got on the track of the actuel "trsitor.”
And in that fact lay the great tragsdy for the Russians; for in those
sumner days of 1915 the entire campaign was decided and decided against
them. And that was the opening act of the revolution of 1917.

Late in September 1915 the front ran along & line from Czermowitz
almost due north tc Dinaburg and from there along the Dvina to the Gulf
of Rige. On th= Russian side, the Grand Duke Nikola] Nikolaevich was
relieved acd the Czar resumed Supreme Command of the Army himselZ.

The eastern front subsided to a war of position.

Early in October 1915 began the gre=at German-Austrian offensive in
Berbia which led at the snd of November to the complete collapse of
Serbian registance. BEarly in December Serbia had been almost ccompletely
cleared of Serbian troops. The Russians now decided on a diversional
cffensive to aid Montenegro, which was then seriously menaced. They
began to bring units from southern Russia to the easternm Galician front,
and to shift the Ninth and Eleventh Armies thither. These meagures,
however, were very soon revealed by the Austrian intercept servics
which was able to daduce therefrom an impending Russian offensive against
eastern Galicia.

In this tense situstion the comm=nd cf the Russian southwest froot
on 2 December forbade all radic traffic until further notice. The
peagure was correct, but it came somewbat too late, since toc much had
already been betrayed. Three weeks later (20 December, at eight it the
evening) Russian radioc traffic started up with a new cipher (now the
thirteenth); however, this cipher had long since been sclved because the
Russian Third Army, which did not belong to the Russian "southwest sector,”
had begun working with it on 14 December. The so-called New Year's battle
was not a success for the Russians; the exertions made were in vain;
Montenegroc was not saved.
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THE INTERCEPT SERVICE IN TEE WEST
AND THE "MIRACLE OF THE MARNE"

When the war began in 1014, there were two countries which sought to
shape the fortunes of war in their own fevor as quickly as possible by a
swift, powerful thrust fear into enemy territory and by crushing hostile
ermies. Tne Russian srmies were to fight decisive battles in East Prussis
and then advance gquickly on Berlin. In the west the German armies were to
advance through Belgium and northern France end deliver 2 crushing defeat
tc the Prench army somewhere east of Paris.

There is 2 certain irony in the fact that, at the very tims when in
the =agt the Ruseieans, by clumsy uss of radioc, were exposing themselves so
disagtrously that the course of the battle of Tannenberg wrecked their
entire plans for the campaign, the Germans in the west ghould make the same
mistake with the same results -- namely that, elthough the war continued
for ye=ars, the fundamental idea had already besn hopelessly wrecked. In
the eagt it was the Battle of Tennenberg; in the west the Battle of the

- Marmne.

There are few battles in military history regarding which so much has
been written as about the Battle of the Marne. There are many names for
it; one of the best liked among the French was "The Miracle of the Marne."
People have sought and found all sorts of explanations for the seemingly
inexpliceble bogging down of the German advance, and they have tried by
clever reasoning to figure out what the course of the Battle of the Marne
would have been if this or that measure had been taken. On the German
glde Lieutenent Colonel Hentech of the Supreme Command of the Army came off
werst; he had to accept the role of scapsgoat because ostensibly he called
for the German retreat without compelling necessity. People contented
themgelves with this explanstion because it sounded as if the Battle of the
Mzrre had reelly "almost" been won.

In 1528 the Polish Lieutenant Colonel Szieszynski, and shortly sfter-
ward the French Colonsl Calvel, lifted the cwrtain, inesmuch as both of
them gave out some information from the archives of the French Deuxidme
Bureau. These were litile memoirs which were not given to the public but
had only & limited distribution. In Germany they were not published &t
&ll but were passed over in absclute silence. These glimpses into the
French secret archives gave an explanaticn of the "Miracle of the Marne,"
which was no miracle but only the logical result of very commonplace and
factual matters.

The German war plan had consisted in advancing with 2 strong right
wing through Belgium eand then by & gigantic sweep eastward to the left,
thrusting south pest Paris, and surrounding and dsstroying the French
aermies in a grendiose, encircling battle. With that the entire campaign
was to be decided. The German right wing was mads up of the German First
Army under Colonel General von Kluck; to this earmy belonged & cavalry
corps under the command of General vor d=r Marwitz.

Immediately after the beginning of cperations, an active use of radio-



telegraphy began on the German side. Since the Germans had done practically
nothing with radio intercept before thes war, they could have no idea of the
effect which the use of radiotelegraphy by armies in the field would have

on the opposite side. Consequently, camouflage measures wers very inadegua
tely developed. The use of station call signs, for example, was such that
all radic stations of an army had call signs begipning with the same latter.
Moreover, there was no change of call sign or of wave length. Therefore it
was possible after a short time to recognize a given radio staticn as
belonging to this or that army by its call signs.

To this we must add the astonishing lack of discipline in radic oper-
ation on the part of the German station persomnsl. The rzdiograms were
not enciphersd (or decipher=d) by the sender (or recipient), i.e., not by
the staffs which were exchanging messages; the staffs turned the messages
over in plain text to the radio stations where the cipher materials wers=
located. The messages wers enciphered hers by the radio officer of the
station and were then trznsmitted. If we consider the lack of experience
in transmitting, receiving, enciphering, and deciphering radiogrems, it is
clear that a chain of errors must be ths result; frequently the receiving
station requested repetition of part or all of the radiogram; sometimes
merely of a single cipher group or of a word. Impatient persons scmetimes
requested the answer in clear,

Study by the French of the numerous me=ssages intercepted soon permit-
. ted a division of the intercepted stations into the following three groups:

a. BStations, each of which was in communication

with & number of resceivears - always the same= ones;
among these were recognized the stations of the higher
echelon command; thair corresporndsnis wers recognized
&5 stations of their subordinate units.

b. Stations of those units which were constantly or
often active; these were interpreted to be stations of
cavelry divisions operating on French or Belgian soil.

c. Btations of the lower echelon command, which operated
rarsly and obviously belonged to units whose stafls rars-
ly changed location; these were the radio stations of
army corps and of infantry divisions.

Accordingly, a mere checking of radiograms and station call signs
allowed the French information service to differentiate quickly:

Call signs of stations beloaging to staffs of armies,

Call signs of stations to be considersd as belonging to
stafls of most of the cavalry dlvisions,

Call signs of stations which wers to be considered as

belonging to staffs of scme army corps and infantry
diviasicna.



The fact that various cavalry divisions belonged to definite corps was
easily recognized because the station call signs of divisions subordinate
to the same corps began with the same letter. What was even more import-
ant was that the call sign of the station of the staff of a cavalry corps
could be recognized by the fact that it was the only station within a

group of radic stations which regularly commumnicated with all other statiom
having call signs beginning with the same letter.

This allowed the French to recognize four groups of control radio
stations, each'of which belonged to & cavalry corps; the divisional sta- .
tions of each ecorps hed call signs beginning with the letters "S8", "G", "L",
or "D". "S" operated in Belgium, "G" in Luxembourg, "L" in the Woevre
plain, and "D" in Lorraine.

Thege findings were soon confirmed by various radiograms in plain text
which were intercepted by the French.

Generally the messeges were enciphered. Nevertheless, from time %o
time single words of plain text were encountered; these were elther geo-
grephic terms or words which the recipient had not understood. Radiograms
were intercepted repeatedly which were entirely in plain text, and some-
times even bore the signature of the originetor in clear. Thus, after a
few days, it was known that General vor der Marwitz commended the corps
whose steff radio station had the call sign beginning with "S"; while
General Baron von Richthofen commanded the corps whose staff radio station
used & call sign beginning with "G".

From an intercepted radiogram sent in clear (by & stetion with call
£.ign beginning with "L"), it was learned that two cavalry divisions had
forged their way into the Woevrs Valley, and were moving toward Verdun vis
Malavillers and Xivry-Circourt, where one of the divisions bad its staff
quarters.

The French had committed their intercept serviee in full, even before
the beginning of the war, and were following German srmy traffic attentively.
After & few days they had a perfectly clear picture of the operational
structure of the German ermy in the west. It wes of greatest importance
for them to follow the movemsnis of the German right wing on its way through
Belgium in the direction of Paris.

The above-mentioned cavalry corps of von der Marwitz was relatively
well supplied with radio equipment, and conseguently used it extensively.

There would have been no objection to this in view of the situation
and of the rapidity of the advance. Whet was very risky wes the fact that
these readio stations sent & vest number of messages in plain text giving
locations, troop designations, movements, plans, orders, and commends. In
between, enciphered messages were sent, but they were all gquickly solvable
because they referred to the content of the plain-text messages. Sometimes
there was a guestion in clear, while the answer was sent in cipher. This
mede it possible for the French to solve the cryptographic system in the
shortest possible time. In the course of 1k days, the French intercept
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service picked up some 350 radiograms from the cavalry corps undsr von der
Marwitz alone, and through these they were informed not merely of all move-
ments of this corps, its plans and 1its geographical distribution, but
regarding the whole German First Army of von Kluck, and the Second Army

of von Billow adjoining to the south.

The French intercept serviece did not fall to note the moverent of the
German First Army toward the north to avoid being outflanked by the French
Sixth Army of Mzunoury; furthermors, the overexpansion of the German front
and the resulting gap between the First end Second Army, which could only
be 2illed by the cavalry corps of ven dar Marwitz, could be quickly
recognized by the French intercept service.

The cavalry corps of von der MarwiiZ was supposed to effect a screen
between the areas of the German First aad Second Armiss. But what the
troops tried to accomplish in carTyoig out their orders was utterly ruined
by the German radio service, for the transmitted rediograms gave the French
an absolutely clear picture of the situstion. That gave the French and
Epglish the possibility of bresking into the above-mentioned gzp on 8
September, since theyknew precisely the wesk places in the Germen Ifront.
This threatened to encircle the army of vou Kuck, and te outflank the
army of von Billow; and this ciroumstznce was decisive for the recall of the
German f{ront.

It is not true that Eentsch ordered the retreat without cogent reasocns
in a situation which was favorable for the Gerzon troops, and t the
Allies were surprised and followed only hesitantly; rather, the penetration
by the Allies gave Eentsch occasion to recommend wiithdrawal to the Alsne.
On the French side, the fighting units wers indeed surprised by the change
in situztion but not the higher command, which had a precise view of events
on the enemy side during the entire course of operziions because of the
intercepted radio traffic.

With the outcome of the Battle of the Marme, the German attempt to
gain a quick decisicn in the wast had failed. The resuliting war of position
and the subsequent supericrity of the Allies in materiel decided the eatire
course of the campaign in the west. "

THEE DECIFEERING OF CRYPTOGRAMS

In the course of the preceding descriptions, there has been repeated
mention of the fact that the Austrians, French, and Germans broke the crypto-
graphic systems used by forelgn governments or armies to render their
commenications safe from unauthorized reading. In lay circles, azy such
decipherment of forsign ciphers is alwoys regarded as 2 king of ™lack art”
where one works by magic recipes. That, however, is not true; instead, the
art of decipherment rests on exact scientific foundations. To render the
pature of this work somewhat intelligible to laymen, an attempt will be
made below to give some clarifyizg explanaticns.

First, a few words on the question of what a cryptcgraphic system is.
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We may remark nere that in this connection secret wrilings produced with
chemical ink, which can oaly be recognized by some chemical or physical
procedure, will not be considered here. Nor can we treat here cryptographic
systems found in antiquity when a long strip of parchment was rolled

ground & conical staff, inseribed across the leps and then removed, so that
the strip sppeared to be covered merely with mysteriocus zigns and could

only be read by the person who, as rightful recipient, poseessed an absolute-
ly identicel staff around which he wrapped the strip in the prescribed
marner. Only such systems will be described as can be transmitted by
technicel mezns (by radioc or by wire).

Cryptographic systems of the last mentioned type were likewlse used in
clden times. One of the best kpown was invented by Julius Caeser, who
substituted for each letter of the alphabet either a group cof digits or of
letters, and thus transformed the oper plain text into & cryplogrear which
consicted merely of a long series of digits or of letters arranged in
seesmingly mezningless fashion.

This type of cryptograz could not be solved until it was learned that
every language is constructed according to definite mathematical laws,
i.e., that the frequency of occwreace of the individual letters in any
larguzge differs and ie subject to the laws just mentioned. In the German
lsoguage, for instance, the letter E occwrs most frequently; then, at
consideratle intervals, follow the letters R and N, then D and T, then S,
and so on. Accordingly, one merely needs to substitute the corresponding
letters on the basis of the freguency of the cipher elements appearing,
ard he can in this way solve a considerable portion of the cryptograx; the
rencinder comes as & matter of course.

During World VWar I this type formed the basis of many cryptographic
systems; indeeld, it was often used ir the same way that Caeser used it;
for this reason it is also callel "Caesar.”

Iz Germary durinz the Midile Ages, an ebbot by the neme of Tritheim
invented a cryptographic syster iz which, instead cf replacing single
letters by secret elements, he replaced syllables, endings, word stems,
prefixes, ete. This resulted in a great multiplicity of secret elements
occurring in & cipher, and the problem of sclution seemed to have been
rendered muck more difficult, until pecple became aware of the fact that a
fixed regularity underlsy the occurrence of endings, prefixes, and the
like, with respect to their frequency of occurrence. After that even this
type of crypiogram could be solved.

People row went on to the use of the sc-called multiple values (veri-
&cts), i1.e., instead of assigning one secret elemsnt for the most frequently
occurring letters, endings, prefixes, etc., they now assigned several. 3But
the zrt of cryptanalysis also found ways of solving these cryptograms.
Little by little an entire science develcoped, both with respect to the
creation of asw cryptographic systems and in respect to their cryptanalysis.
They crested the system of the reerciphered "Caesar" or "Tritheim" through
the addition of specific groups of numbers tc the cipher texts, and in this
way traneformed -the so-called "oper" cryptograms into "concealed” crypto-
grams; thie dié for the momert veil the frequency of the cipher elements
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oceurring, and prevented recognition of the cipher elements 2s such. People
invented the "box" transposition, the "eomb," the "Raster,”(grille) the
"double box," and then reenciphered these with a limited or an infinite
"additive seguences," i.e., by & correspondingly long chain of digits. They
also iovented the "open” or "aoncealed" code by numbering the entire vocabul-
ary of a language from 0O0QL to 99999, fcr instance, according to & definite
system; or they sometimes used groups of letiers instesd of groups of digits.
When the limits of the individual code groups were affzced by reencipherment,
then the cryptanalysis of such a message clearly caused considerable
gifficulty.

But let the resulting ciphers be what they might, the science of crypt-
anslysis always found ways of solving them after a while, because every
eryptographic system conceals within itsel? a number of possibilities of
soclution; these have to be tried, until ope finally encounters the cne and
only correct possibility. It is simply 2 question of making the number of
possibilities so great, when gsetting up the system, that the unautherized
decipherer needs such 2 long time Lo try out these possibilities, that,
practically, there will be Do useful result; with a really complicated
cryptographic system, the numbers of possibilities to be checked runs into
the billioas.

The solution of cryptographic systems is iIn most cases facilitated by
areors in their use. In World War I, for instance, it freguently happened
that a station receiving an encipheresd message could not decipher it com-
pletely and asked the sender: "Send 0317 in plain text," which was some-
times actually done. Or in case of change of key: "We bave not received
the pew code books yet; please repeat in the old coda." By ccmparing the
two transmissions, it was oftexn possible to solve the key. Sometimes
requests were made in plain text and the answers wers sent enciphered, or
vice versa. In these cases ons generally kmew the spproximate content of
the message, and that helped greatly in the task of cryptanelysis. The num-
ber of such compromising erTors was so Zreal that we could take a long time
telling about them - so we shall only suggest that in most cases the quick
solution of an enemy cryptographilc systen Was possible orly because of erTors
made .

In the use of cryptographic systems, the Russians atl that time were 80
unskilled that the recipients of radiograms often asked whether there had
not been a mistake in the encipherment cr whether this cr that group was
cor=ect. The Austrian cryptanalyst, on the other hand, were already SO a-
dept a%t solving Russian ciphers that they would often have beez in & posi-
tion %o help the Russian addressess decipher their own m=ssages.

Onee iz & while an original Russian cipher book (cods) was captured.
In this case it was not necessary for them toc make any analytic decipher-
ment, since they could go about decoding at once, using the captured
material.

THE DIRECTION FUNDING SERVICE

Today every schoolboy knows the essential things about direction fizd-
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ing. At one time - in 1915 - this invention was & novelty, and at first an
English rather than a Germsn novelty. OSoon after the beginning of the war
the English had developed the system of "direction finding," that is, of
fixing the direction in which a transmitting radio station was located; and
they had put it to use against the floating units of the German navy. Di-
rection finding stations were not introduced into the German srmy until
about the end of 1915.

Since the radio service in all armies was tending more and more to-
ward the principle of secrecy (not merely regarding the content of the radio-
grams dispatched, but also regarding the location of the transmitters),
while determination of the location of an enemy station was of grest import-
ance, eince it always colncided with the location of a unit staff, and the
determination of the territorial distribution of radio stations likewise
gave clarity regarding the front organization of the enemy, henceforth
direction finder statione were coupled with all radio intercept steations.
The sun total of their direction finding readings made possible the deter-
mination of the location of transmitters within a fourth of & square kilo-
meter since= at that time 21l armies were using loog waves. With this the
gystem of changing call signs which had been devised to prevent identifica-
tion of the stations, lost effectiveness. 4s a rule three direction find-
ing readings from different receiving stations sufficed to determire the
spot where the radio station was set up. Since the number of stations in
the armies of Europe in those days was very small when contrasted with the
present, it was almost always possible to identify positively these trans-
mitting stations.

This became really important when troop movemsnts were being carried
cut by the opposing side. In this way, one could often follow for hundreds
of kilometers the movements of radio stations (and hence of the units to
which they belonged). This was true in 2 very significant way, for in-
stance, during the preparations for the first grand Brusilov offensive in
the east; later in connection with the support of the Romanian front by
the Russians; in connection with the Austrian grand offensive on the
Italian front in 1G17; and on other occasions.

The French set up their direction finding service (goniometric serv-
ice) very quickly and in & very perfect fashion; the Italians were also
very active in this field. The Russians, on the other hand, limped far
behind, and had not gotten beyond some very modest beginnings by the end
of Werld War I.

Looked &t practically, direction finding operations in those days
Were by no means so s£imple zs they are today. At that time there were
no maps showing local and magnetic deviations. It was necessary to learn
by experience how deviations of the direction finding ray behaved in the
terrain lying between the transmitting station and the directiorn finder.
When a direction had been fixed, it was very important to know whether
the station fixed lay at a distance of 20, 50, 100, 200 kilometers or
more. Buch experience had to be gathered and colleted.

Direction finding operations achieved their greatest importance in
the naval intercept service. The English in particular scored outstanding
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successes in determining the movement of German varships, particularly of
submarines. Many s German submarine sunk in those days could be credited
to the Rritish direction finding serviee. Moreover, Zeppelin raids were
observed constantly by the English with excellent results. The task wes
rendersd easier for them by the fact that the Zeppelins handled their radio
trafeic on & definite wave length, and worked with a fixed system of call
signs. Thersfore, as socn as such a call sign was heard, people over there
knew at once that & Zeppelin was coming, and they merely neesded to follow
its course by resdings at short intervals, which wes easy to do because of
the low flying speed of the airships.

POLYPS AND FENKALAS

By a polyp we understand in zoclogy & marine animal which catches its
victim in its outstretched tentacles in crder to eat it. What a "Penkala”
is, that probably few people know tcday. Thersfore, it may be mentioned
that this was the name of a £irm which before and during World War I was
producing the first mechanical lead pencils. In 1ts advertising, this
#irm used a head wiih an enormous ear behind which was stuck such 2
pechanical pencil. Beneath was simply the word "Penkala." This big ear
0f the Penkala poster and the tentacles cf the polyp served the Austrian
and the German intercept services respectively from early 1516 on as the
symbolic designation for & new branch of this service which will be described
below.

Iz the sumner of 1915 German enginsers near Verdun had captured instru-
ments by the aid of which the French had been intercepiing Germsn telephone
lines. These instruments had been improved in Germeny by the then Postal
Councilor Arendt, and they had been used in the war of position, first by
the German and then by the Austrian army, to intercept telephone coaver-
sations of the epnemy. These devices were installed in a dug-out in the
front line, and from here insulated wires radiated out which ended in the
so-called "search grounds"; these search grounds consisted of metal stakes
which were driven inte the ground as close as pessible to the enamy's
system of trenches. Whers a single telephone line was used the curTentas
passing through the soil would encounter one or more of these search grounds,
and after being amplified by the attached apparatus were readered audible.
Thus, as if with a magnet, cooversations carTied over the telephone net of
the enemy weare attracted, and, by using a switchboard, any oumber of search
grounds could be thrown iz selectively to eavesdrop on a definite sector of
the front. In the German army these listening posts, which by the beginning
of 1916 were installed everywhers along the front, were called "Arendt
Stations” or "Polyps”; the Austrians called them "Penkalas” (big ears!).

Since &t that time the Russians at the front used almost exclusively
so-called single wires, and even in the west single wires wers still used
to a great extent, the German and Austrian listening stations generally
bad very good results. While the radio listening service gave the con-
nections, orders, and repcrts of the higher staffs, the Arendt service
supplemented the picture with respect to small units and the fromt line.
The results during 1916 -- especially in the east -- Wwere 50 abundant that
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cne Arendt station was supplying on the average 15 to 20 pages a dsy of
significant information regarding the enemy. Excellent results were
achieved by the Austrians with their Penkelas on the Italizn front, where
they were slveys very exsctly informed of the sltuation on the Itsalian
side.

When geveral such stations fell into the enemy's hands during the
summer of 1916, and the listening in on telephone conversations becams
knowm, pe=ople began tc use two wire connections everywhers. It was much
more difficult (often impossible) to intercept these. Nevertheless, it
took a very long time to make the change and to safeguard telephone
traffic at the front - particularly for the Russians - to such an extent
that listening in became virtually imposeible. In any case, the German
end Austrian Arendt services were able from early 1916 till about the
middle of 1917 to hear most of the telephone conversations of the Russians
up to five kilometers behind the front, and to utilize the content for
shaping their own measures. The Russian telephone operators were very
loguazious when seated at their instruments. When s Russian telephone
cperator took over either by day or by night, he begar "testing" all his
connections by calling up the correspondent stations. Generally he knew
the men at the other end of the wire, and & conversation ensued in the
course of which the two exchanged experiences, impressions, and observations.
Very often they spoke alsc of officiel matters. They discussed impending or
accomplighed reliefs, the question of supply, the spirit of the troops,
extension of positions, losses suffered, changes in command, reenforcements
received, and the like.

Agide from these bits of private information, very good information
could sometimes be obtained from the conversations of the officers,
particularly when patrol undertakings were impending, attacks were planned,
etz. Precise informetion was obtained regarding the locations of staffs,
batteries, depots, and the like. Artillery observers could generally be
bheard clearly because they were stationed well forward with their tele-
phones. They gave firing directions; by observing where missiles struck
snd comparing the figures transmitted, one could soon get the exact location
of the hostile battery. Fron now on it was impossible to prepare for any
major military action without its being ncted by the Arendt service, since,
if an order was given to stop all telephone traffic and this was done, this
VeIY DSsasure was cnough to attrect atiention and to indiecate that the
epnemy was making preparations.

" It is true that the Austrians did not find out until November 1917 that
the Italians, beginning early in 1916, had likewise set up & considerable
mumber of these listening stations. As General Max Ronge states in his
book, "Military and Industrial Espionsge,” the Italisns listened in on some
5200 telephone conversations of the Austrians in the sector between Wippach
and Rombon. In October 1916 the leader of an Austrian listening station
deserted to the Italians, and was able to acguaint them in detail with the
Austrian arrangsments and to warn them fully. Later on & number of Austrian
dsserters were employed by the Italians in this listening service on the
basis of their linguistic ability.
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Sinece the telephone lines of the staffs further to the rear were at-
tached to the same switchboards in which lines from the fronot terminated,
{indueticn cfsen made it possible to listen also tc these wires, over which
extremely informative ccnversations were carried.

The introducticn of the "Polyps" and "Penkalas" in the armies of the
Centrel Powers signified from the military point of view an unparalleled
factor. Sinece, from the summer of 1916 on, these stations were located
at intervals of sbout 10 kilometers along the entire #ront, it was possible
to monitor the entire enmemy telephone traffic at the froot almost without
a bresk. In the east this onesided superiocrity continued down to the end
of the war; in the west it was equalized since the French and Znglish used
girilar apperatus to intercept German conversations.

In the eastern theater the practical result of this supericrily ves
that & large part cf the troops of the Central Powers could be withdrawn
without risk, since there was now no danger of 2 surprise movement by the
enemy . £ would never have been possitble for the armies of the Centzral
Powers o keep the easterm front stabllized, if they had not had such
extensive insight into the ememy situation, due %o the results of the radio
intercept and the Arendt services, since the strength ratio on the eastern
#ront was in many sectors 10:1 against the Central Powers.

T== WEST

While in the eastern theater the intercept service during World War I
wmesulted in a cne-sided German superiorify, the situation iz the west weas
gquite different. BHere it was not the Germans who started using this novel
means of gathering informetion acd thus got a head start, rather it was
the Frenck who began working systematically and purposefully in this field
as soon as political tension began and who derived a corresponding advant-
age. There were two reasons for this: the first was that at the very
beginning of the war the French had at theis disposel a fairly well set up
system of interception which merely bad to be adapted to the new tasks;
they already knew the value and the possibility o0f using this means of
gathering information. The second reasch Was tactical: while the French
were operating in their own country and could rely on a closely knit,
undamaged wire network and comnsequently needed to use the radio but little,
thus affording the ememy few chances to employ radio interception, the
situastion was reversed for the Germans. After crossing the frontler the
Germans encountersd a telaphone and telegraph net which bad been more or
less destroyed or rendered temporarily useless. They either had to set
up their own field wires, which toock time and cn the right wing was hard-
ly practicable due to the swift advance, or they had to resort to radio-
telegraphy. This was done to a great extent and afforded the enemy a
marvelous oppertunity to get practice in interception. After a few days
the French intercept service had already gotten its bearings, and from
then on meintained very close coantact with radio developments among the
Germans.

We have already reported briefly on the French intercept service whieh
became so important before and during the battle of the Marpe. Immediately
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efter this fateful battle there followed in the west the so-called "race to
the sea". The Germsn ettempt to outflank the enemy again from the north
called for the utmost watchfulness on the part of the French. Once again
the focus of French reconnzissance lay in the intercept service. On the
other hand, the French army command tried to create = new situation here
by threatening the German right wing. Thus the two opponents kept crowding
one arother more and more to the north and there resulted the famous "race
to the sea.”

Tnese movements forced the German army command to make extensive shifts .
of troops. The French, on the other hand, were faced with the problem of
recognizing these movements, thelr type, extent, and goal, and of doing this
in time.

The Germans were still resclved to continue to hold the front in
Lorraine and the Vosges by defensive action and to force e decision in
the north. The two German "Southern Armies” (the Sixth and Seventh) were
withdrswn from the front eand replaced by newly activeted army units. The
Seventh Army, which was in the Vosges, was transferred to the Aisne sector
and committed there. The Sixth Army was moved from Lorraine to the extreme
Germen right wing. Thus the Germans succeeded in countering the movement
of the French and the English which was extending farther and farther to
the north. From 1 to 13 October the battle raged eround Arras; by mid-
October & new front ran from Noyon to north of Lille.

The removel of the two German armies from the southern flank, their
replacement by new units, and their march to-the new areas of commitment
were recognized in the very begirning by the Freach intercept service &s
clearly as one could wish. It was the first time in the history of war <
such & movement had been follcwed by the technical msans of radio intelll-
gence. The French elso recognized these units as they appeared one after
the other in the new ereas. That geve them and the English a basis for
carrying out countermovements, whereas the Germans had to rely exclusive-
1y on recomnnsissance by patrols and scouts elong the front; thus at best
they had success with their recomnnaissance only after the hostile units,
which had been brought up, had already been committed.

On 9 October 191k Antwerp had fellen. From the besieging troope thus
relessed and from new units activated in Germany & new Fourth Army was
formed in Belgium, which sterted its advance on 18 October with the pwrpose
of bringing the channel coast under German control. This movemert was also
recognized promptly by the French intercept service and by the intercept
service of the British Expeditionary Army which had in the meanwhile be-
come active, so that appropriate countermeasures could be tzken in time.
After heavy fighting the German sttack was stopped at the Yser. The at-
tempt of the German Sixth Army to break through toward Ypern, which was
premeturely betrayed in radioc traffic, was likewise without success. With
the end of the battles around Ypern the war of movement in the west was
concluded for the time being. The war cof position began.

Several years after World War I the French Colonel Celvel prepared
for inmstruction purposes for the Bignal Schocl in Versailles a timetable




containing all the German army raciograms intercepted by the French inter-
cept service during those months. Upor comparing this table with the
operational movements executed by the Allies one recogmnizes clearly that
these resulis were the basie factor in carrying out countermsasures, and
that it was only due to the intercepted CGerman radio traffic thet the French
and English were able to act so promptly end to eliminste the German threat
ipn the north. What the Germen intercept service acccmplished in the east,
the French did here in the west. With remerkable parallelism there took
place here an equalization of spiritual forces which determined the out-
come of the wer back in the fall of 1514,

In the further course of the campsign in the west the forces were
equalized in respect to the intercept service, just as the forces on that
front had been egualized in other respects. On the basis of experiences
in the east, the Germans began late in 191k e systematic interception of
enemy radic traffic. DBoth sides now developed extremely great activity in
this field. There resulted ez invisible struggle between camouflage,
conceelment, and deception on the cne side, and the intercept service,
evaluation, and cryptanalysis on the other, which was soon carried on by
both perties with the most refined methods. This service extended to
interception of all technical means of communication of the enemy, but
was concerned primarily with radiotelegraphy and the telephone. As
recognition of the danger of using radioctelegraphy for transmitiing secret
informetion begen o permeate everywhere, pecple in the western theater
began more and more to give up the use cf this means of cormmumication.
Furthermore the stebilization of the fromts afforded a possibility of
extending wire communicetions. Consequently, the focus of the intercept
service in the west shifted more and more to the interception of telephone
lines, both on the Allied and on the German side. This duel scmetimes
essumed viclent forms, as for example, in 1515 npeer Apremont, where mutual
intereception of the telephone conversations of the artiliery formed the
tsctice]l basis for the military actions. At times some rather droll
situations resulted. Once the Germans had even learmed the hour of the
impending attack. But instead cf learning a lesson from this and being
doubly cautious in the use of their own telephones, +the Germaps mede the
mistake of passing the time of the expected French attack in plain language
by pkone, and all countermeasures were adjusted to this point and time..
This was intercepted by the French in turn, whereupon the French attack
wes advanced several hours end was completely successful in spite of all
German preperations for defense.

In the suturm batiles in the Champagne (22 September to 3 November
1515) and at Le Bassee and Arras (25 September to 13 Octoper 1915) the
Germens were eble to frustrate the intended break-through of the enemy
simply because, through the interception of enemy telephone traffic, they
nad been in & position to recognize the impending attack and to prepare
appropriate defense.

In September 1616 during the battle on the Scume, the French inter-

cepted a German rediogram from which they learned detalls of the impending
great German counterattack in the vieinity of Bouchavesne.
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The French Colonel, Givierge, who describes the results of interzeption
during the FTirst World War, says: "The results achieved by decipbering
telegrems were unususlly great since they msde possible the identification
of many units. If we glence at the archives, we see that between 5 and 15
December 1917 four movements of divisions were recognized by the aid of
this speciel organ more guickly than would have been possible by any other
means of recomnaissance; these divisions were later checked by the state-
ments of prisomers. Moreover, 32 infantry regimsnis were spotted, whose
areas of commitment hed been ascertained previously by other means. A
radiogran intercepted on 10 December reported to us the presence of an
tattack division' north of St. Quentin; another telegram of 10 December
informed us of the presence of General von Erpf, commender of the 2hznd
division; another telegram of 15 December allowsd us to anticipate the
German sortie against the Albia Ferm; our troops enticipated the ensmy and
threw him back. A radiogrem of 5 December reported to us the chenge of
cell sign of a German radio station, end gave us the old and new cell

signs..."”

Of the utmost imporsance ir the intercept. service were so-called
little things; they often proved of decisive value. In many ceses the
French discovered and identified German redio stations by the fact that
when they changed call signs the German stations éid not break the seguence
of message number in the headings.

One Germen divisionmal radio stetion (183rd Infantry Division) could
alweys be recognized by the fact that it put the sending time and the word
count at the end of the radiogram instead of at the beginning, as was
generally done.

Another German steticn could be recognized by the stereotype formula:
"Can you hear all right?", which occwrred eech time it began traffic with
& correspondent. In suck cases it did ro gcod to change the call sign.

The French end English were especially successful in listexning to the
radio treffic of the Germsn Afr Force. At the very beginning of the war
the Germen airships were easily recognized in radio alr traffic because they
21l had cell signs beginning with the letter "T". Whenever this signel was
heard, it was known that the transmitter of & Zeppslin was involved; the
position of the eirship was ther determined guickly with the =2id of radio-
goniometry. At the beginning of the war these alrships crulsed over the
Torih See and radioed incessently to their base in the Helgoland Bight;
they reported the spotting of mine fields, submarines, werships, merchant
ships, etc. The French kept posted on these matters by listering to these
trensmissions over a &istance of 700 to 800 kilometers.

During the air attacks on Paris and London, the Zeppelins and lerge
airereft which carried out the bombardment were constantly reguesting
bearings from various CGerman direction finding stations. This entire radio
correspondence was listened to by the French and English, who thus recsived
directly from the enemy valusble clues regarding the movement and the ;
direction of the German attacks. Moreover, after the English and French
direction finding steticns hed become acgueinted with the signale of the
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Germar Alr Force transnmi

tters, they tcok the nacessary readings and deter-
mined the mementary positl

on of the airships.

Towardi the end of the war the German dirigibles - like the land sta-
tions - ~hanged their ©all signs almost daily so that it was more difficult
to recogrize them. But this difficulty was offset by the routine which had
been acquirsd meanwhile by the French and English intercept operators and
by the aid of the improved direction finding system.

Interception of hostiie artillery aviators was likewise carried on
successfully. OCne sysitem of izterceptioz, which was crganized particulara-
ly for the purpose, ylelded a mass of information which permitted the
command +to orient itself oun the following guestions:

2. Intenticans of the enemy ertillery; recognition of the
f£2ring procedure of newly commitited batteries and the firing of cld
batteries getiing a range or new targets.

b. Zones and ddstribution of fire of ememy heavy artillery.

Izterczeption of this type is not so e=sy es listezing to the traffic
of ground radio staticns. The places move very fast; fixing their moment-
ary position in the air cells for great speed and practice on the part of
the crew of the directior finding staticns. In addition, it is necessary
to recognize the transmitters again in spite of the d=ily change of call
8igns; morecver, decipherment of the radio dispatches calls for no little
effort. In addition, the precize times of the flight must be compared
with these of the artiliery fire and evaluated. Nevertheless, it was
possible agein and again %o get valuable iaformation and o shape one's
own measures correspondingly.

With the introduction of universal military service in January 1516,
Englznd manifested the tenaclty of its purpose to keep fighting., COn the
other hend, France appeared greatly weskened both in a military and an
econcmic way. In order %o wear down the French completely and thus bring
sbout a decision in the west, the German army supreme command decided to
attack Verdun. The attack began on 21 Februery and contirued until
September without achieving the desired success. In these batiles the
intercept service on both sides played az wmusually important role. The
telephcne lires ware constantly beiag damsged by the unizterrupted aritillery
fire so that there were possibilities of intercepticn by the resultant
grounding. Moreover, a new phase began in the war of interception. ZEvery-
where along the front so-called ground telegraphy instruments were installed.
Their introduction had become necessary because reliable use cf the tele-
phone had become impossible in view of the destructive effect of the
ertillery fire. The ground telegrapk sent buzzer cuwrrents into the earth,
and was therefore irndependent of wires. OFf cowrse, it could be heard by
the enemy at short distances but not to the same extent as radictelegrzphy.
The intercept stations, at which hitherto the listeners had been accustcomed
to hear and translate oral conversations, now bad to shift tc intercepting
Morse telegraphy, which also offered & possibility for the use of crypto-
graphic systems. The English had constructed a special device for signal
commmication in the combat Zone, the so-called Fullerrthone, which they

3k



considered secure against eavesdroppipg; but even this turned out to be
subject to interception under certain conditicns, so that the struggle
in this field never ceased but merely changed in its technicel aspects.

The intercept service achieved strateglc significance in the west
only once on the German side, and thet was in February - March 1917.
From countless intercepted conversatlions and telegrams the Germans had
esnartained that the Allies were preparing an attack on a grand scale
in the Somme area. The areas of attack and the directions of thrust could
be clearly recognized. This time the German supreme command actually did
draw the correct conclusions from the avaeilable information, and immediate-
ly before the attack was to begin crdered a2 withdrawal to the so-called
Siegfried Line. In this way, the target was withdrawn from the crushing
superiority of the Entente in materiel, and the attack petered out in
empty space. Of course, the Allies had recognized from latercepted
German traffic the Germen intention to retreat, but strangely enough they
did not draw the only correct deduction and immediately continue the
ettack which could have resulted in a2 very difficult situation for the
German troops. Instead, they clung rigidly to their existing pler and
missed & very favorable opportunity. .

Meanwhile, the French had beer making excellent progress in the field
of direction finding. As early as October 1914 they had started experi-
ments with direction finding apparatus, and then developed a modsl which
could be used in the field, being held to such dimensions that it could
be installed in a vehicle. The roteble frame had sides two meters long
and was lozated on the roof of the vehicle. The apparatus itself was
mounted inside the vehicle.

With this mabile direction finder the French got excellent results.
Such direction finding stations particularly proved their worth early in
1917 when the Germans were preparing to retreat to the Hindenburg Line.
Long before they started fo cccupy this defense line, radio stations were
set up and put into operation. Of course, that was sheer stupidity be-
cause there was no valid reason for operating radio stations far behind
the front as it then stood, they could have gotten along very well with
the existing wire commmicaticns. The fact that they did tune up their
redio traffic shows that the respomsible authorities had not the slightest
ides of the danger accompanying the use of radiotelegraphy. They were
setting up commmnications just as might have been done for practice accord-
ing to the principles employed before 191k. The new radio stations were
immediately recognized by the French; readings were teken, and the locations
datermined, so that in a relatively short time they recognized the exact
course of & new German line of defense. The French were also in & position
to recognize with certeinty the imminence of German retreat operations.

A little while after that the Germzns elso missed an exceedingly
favorable opportunity which the intercept service served up to them, 80
to speak. In the middle of April 1917 the French under General KNivelle
with strong employment of troops and materiel made an attack on the Aisne
and in the Champegne, east cf Reims. The Germans intercepted this thrust
by & mobile defense, and in heavy fighting caused the French such severe
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1osses that the morale of the French army was badly shaken. In pumerocus
army corps there was mutiny. Troop units and single soldiers were leaving
the front, or going crer to the enemy. .

The German intercept servize had itz grest hour in the west, &5 one
{ntercepted message after the other revealed clearly the critical situation
on the enemy side. In this situation the French frcot could not have
registed a German sttack. But %he incredible happened: the German command
sav in these events a parallel %o those on the Russian fromt, and expected
a collapse of the French power of resistance without aay ection by the
Germsns. It missed the chance which was never to return, and kept walting
until the French goverment and the army command had succeeded in restoring
the situstion. Petain resumed supreme commend; the crisis came ©o an exnd;
the French front again stcod firm. America was able to proceed calmly in
shipping its divisions and armies to Europe. The Danube Monarchy recog-
nized the hopelessness of the situation, and the idea of a2 separate peace
began to spread there visibly. The Entente had survived the crisis; the
scale of vistory slowly tipped in its favor.

In respect to the intercept service, the tide now begazn to turm. Just
as the Germsn intercept service in the east had been able to follow the in-
creasing wer weariness of the Russian soldiers from early In 1917, so now
the French were often able to cbserve similar phencmena among the German
troops, even though not to the same extent as bad been the case in the
east. The resclution in faver of peace passed by the Reichstag on 19 July
1517, the Peace Note of the Pope, the German reply thereto, the formaticn
of the "Independent Social Democratic Party," the resignation of Reich
Chancellor vor Bethmann-Hollweg; and meny cther happenings became the sub-
ject of cccasional short conversations over the telephone, in spite of all
regulations, and these allowed the Allies to infer that there was a general,
slocw decline in the will of the Germ=n troops to resist. This phenomenon
was increased as the American troops began to arrive in France from over-
seas; conversations on this topiz occurred again and again on the telephone,
apd showed thet the Germans =t the front were by no means indifferent to
this problem. But the most valuable intelligence was galned by the French
intercept service in listening to the telephone conversaticus of German
units which were moved from the eastern to the westerz theater beginning
in December 1917. These units had no saste for the war, and the Freach
intercept service was busy seeking such units since thelr telephone
conversations afforded the best information. Nevertheless, the Fremch &1l
not succeed in recognizing Irom intercepted telephone traffic the impending
German offensive of March 1918. This offensive, which broke loose in the
morning hows of 21 March came as a complete surprise to the French, at
least as far as its timing and the direction of thrust were concerned.
SJumerocus Cerman troop movements had been recognized by the French intercept
service, but in the main very good radic and telephone discipline bad been
observed by the Germans. BHardly had the front come into movement, however,
when the German radic stations again began to send eagerly and to supply
the French with excsllent material. Foch quickly recognized that the Germa:n
offensive had beer undesrtaken without adequate, fast moving forces, anod he
quickly tock his countermeasures. After barely WWo weeks of successful
German attacks, the great spring offensive had bogged down.
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A few examples may serve to show the importance which was sttached to
the intercept service even in 1918 - after the danger of using technical
means of communications had been generally recognized.

.The French Captain Cousillaen relates that on 6 May 1918, for example,
the French station "ZZ2" sent & telegram to station "ZZ1" which began with
the words: "The lieutenant and chief of the radio service writh the staff of
General X. To the chief of the redio service with the staff of Genersl Y."
The Gearmans, who knew, naturally, -what divisions were led by these generals,
discovered in this way the presence of these units in the sectors involved.

The presence of several Itelien divisions on the French front was
brought to the attention of the German intelligence service by the fact
that an Itellar operstor meds what would seemingly be a very slight
mistake. The Italien radio stations employed in France were reguired
to follow French reguletions and to accommodate themselves to the French
traffic in 2ll particulars. The operator in guestion made the mistake of
transmitting the Italien signal "Y 41 X" instead of the signal™ de X" when
celling another station. In this way the presence of Itelian units on
French soil was betreyed.

On 1 June 1018 the French intercepted e Germen radiogrem which they
deciphered on the second day following. It had been sent by a station in
in the region of Roye, and contained the text: "Speed up supply of ammmsi-
tion even by day, if not subject to observation." This telegram,-which
suggested an impending action, was & warning signel for the army of General
Humbert, end made it possible to prepare the means employed by Generel Mane
gin on 1l June near Mery-Courcelles to hold the attack, which started near
Montdidier in the night from 9 to 10 June.

The order of the day of the German Seventh Army on O July 1918 stetes
that the presence cf the French Tenth Army had been revesled to the Germans
by mentioning & French radio officer by name. This army betrayed itself
by the stereotype formulation of the daily reports of the weather station
Trilport. The German dally report elsc remarks thaet st the end of the
week the station cell signs of the American Third Division had been heard
in the area east of Chateau-Thierry.

The French intercept service scored its greatest triumph in July of
this year before the beginning of the CGermen sttack on both sides of Reims.
From intercepted German telephone conversations and ground telegraph
traffic, as well es from seversl intercepted radiograms, the French had
recognized the area and the time of the atteck. They 4id the only thing
possitle under the circumstances - they evacusted the front positions exnd
received the German thrust in their rear positions. Twenty-four hours
aefter the attack began, the Germen supreme commend had to issue its order
to stop the offensive. Likewise, the attack of Foch from the forest of
Villers-Cotterets on 18 July ageinst the right flank of the Germen bulge
was supported for the most part by the intelligence gleaned by the French
intercept service, mainly from intercepted ground telegraph traffic. The
same held true for the attack by Foch between the Somme and Scarpe in the
direction of Cambral on 21 August, and agein in connection with the
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American attack shorily thereafter on the Lorraine Zront near St. Mihiel.

In a1l these cases interception of German ground telegraph traffic had
given the Allies extensive inmsight into:

1. the siructiure of the German front,
2. strength, or losses, and weakness of the German units,

3. difficulties with supply of artillery ammunition, and
with respect to the quality of the badly used up Cerman guns,

L. morele of the troops, conditioned by the difficult supply
situation, by the war weariness cf units brought from the
east, and by the impression on morale mede Dy the tanks now
appearing in large numbers on the Allied side.

On the Germarn side, the above-mentioned attacks by the enemy had been
recognized in time by intercepting telephone and ground telegraph traflfic;
however, there were no forces left which could be opposed to the superior
forces of the enemy.

The French direction finding service had beern greatly developed during
1917 and during the f£irst half of 1918. A large number of mobile direction
#4nding stations had been assigned to the armies, and these patroled the
entire front. These stations proved their worth admirably iz July 1518;
without having to decipher a single German radiogram, the Gerzmen Intention
to retreat. beyond the Vesle, then the Aisne, then the Alllette was recog-
nized cleerly from day to day by comparing the French direction fixes. The
fact tha* She Germen station cell signs were changed dally, sometimes
seversl times e day, did not disguise this. The Germen radio stations were
working so industricusly that the French were able {0 recognize (he identity
of the stations from the sbundance of directicn finding Zixes whenever there
was a change of call sign. The long moves cof the weather staticms In the
rear arsas held by the Germens gave the French velusble clues as to the
German intentions.

Shortly afier the end of the wer it was asserted on the German side
that the German army in the west had returned unbeaten from the war and
that only the "dagger thrust from the homeland” (the Revolution of November
1518) nad brought about the catastrophe. While maintaining complete
objectivity, I must observe that there can be no mention of such a thing.
I had oppertunity to compare the results of the Germen intercept service
and those of the Allies fcr the year 1918, to weigh them against one
another, and to compare the military measures which were then carried cut.
The intercepted messages gave a reliable picture of the situation on both
sides; they showed the degree of rsadiness for batile and the morale oo
both sides. Without wishing to destract in the least from the value of the
German soldier, it must be stated factually but emphatically that, from.
May 1918 cn, the German front was in an utterly hopeless situation. The
assumption that the Germans might perhaps have succeeded in gaining more
favorable conditions for an armistice by retreating step by step and
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fighting all the way is quite erroneous. Hed this been done, then a complete
collapse would doubtless have come in the spring of 1910 at the latest, and
it would have resulted in the complete annihilation of the German army in

the west. Any attempt to geinsay this neglects the facts, and these facts
were nowhere reflected more clearly than in the results of the intercept
service. The Germesn soldier fought brevely; more than that - he tried

with heroic self-sacrifice to resist just as far as possible in spite of
undernourishment and hopeless inferiority in materiel. But there is such

& thing as the impossible.

THE SECOND EALF OF THE WAR IN THE EAST

'(Lm 1915 -- 1918)

From Beptember 1515 to the end of May 1916 virtually nothing occurred
in the east, operstionally spesking. Then in June 1916 on the Austro-
Hungarian front the famous Brusilov offensive broke loose, just at the
moment when the Austrians had committed all their available forces on the
Itelian front. This offensive was not quite unexpected by the Austrians,
for the Austrian radioc intercept service along with the Arendt service had
picked up many indicetions of en impending lerge scale operation. In par-
ticular, there was & Russian telegram sent on 3 June which betrayed to the
Austrians the impending large scale attack. But in dowmright, frivolous
underestimation of the fighting strength of the Russians, the Austrians had
taken the matter lightly and made almost no preparations to ward off the
ettack. Thus Brusilov wes able to penetrate deep in the region of Lutsk
end particularly in the Bukovine before reenforcements from other sectors
brought the wavering front to a stand.

The Austrian intelligence service hed not at that time recognized
fully the velue of the Arendt service, and had not organized the exploi-
tation of the intercepted conversations, as it should have done. More-
over, the Austrian ermy command had turned its entire attention to the
Itelian front, end, despite the warnings of the commanders in the east,
had not been eble to make up its mind to send reenforcements to the threat-
ened front. In the central sector of the eastern front, which was held by
German troops, the Russian ettack had no success, for here the people hed
known how to meke better and prompt use of the results of the intercept
service. At that time &ll Russiean arrangements from army down tc company
orders hed been intercepted long before the beginning of the offensive.
The attacks met with & well-organized resistance.

Even at the end of 1915 the Russians were still supplying plenty of
material for the opposing intercept service. Only slowly did recognition
of the danger lurking in the careless use of technicel means of communi-
cation begir to spread among them. Late in 1915 one station of the
Russian Fourth Army was ordered to monitor the work of ite own stations.
This was the first recorded attempt to increase the security factor by
monitoring their own redio discipline; at that time, however, it wes
already too late.
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In the spring of 1916 the Russians attempted & radio deception on the
Austrian front, and this caused much amusement In the Austrian intercept
service. To veil the withdrawel of two corps, they had several radioc sta-
ticns carry on deceptive traffic. Ronge reports that the Russians, iono-
cent as children, annocunced this in advance ia a radiogram which was solved,
paturally, by the Austrians. Moreover, they prefixed to every fake telegram
an enciphered sentence with the following content: "Do not be alarmed; this
ig just deception". This intermezzo was comforting %o the Austrians, inas-
mich es it showed that the Russisns had no idea that their enciphered mes-
sages were being deciphered currently by the enemy.

The Brusilov offensive was the last attempt by Czarist Russla to tun
the foriunes of war in its own favor. With its expiration in September 19016
and with the outcome of the following campaign iz Romania, the war spirit in
Russia had disappesred. Intercepted Russian telephone conversations revealed
e rapid declipe in fighting morale and a clear rise of revclutionary tendency.
Over the telephone men scolded openly about their officers and talked about
the senselessness of prolonging the war. ‘The thoughts of the Russian soldier
turned more and more toward home Tather then to the front and to the enemy.
Even among the officer corps trends could be recognized which aimed et
ending tne war, since a military victory was no longer considered possible.
Supply was inadequate; the ammunition situstion was bad. Social tensicns
began to occupy more and more space in gll conversations.

In March 1917 the revolution droke out iz Petersburg. Czar Nicholas II
abdicated in the night of 15 - 16 March. The middle class Democrats and the
moderate Socialists under Kerenski tock power: In spite of the war wveariness
cf the soldiers, they determined to continue the war. Monitoring of Russilan
internel +treffic showed that & new wave of energy Irom above poured cut over
the country and the army. There was an attempt under netional democratic
watchwords to reenliven the military fighting spirit at the front.

Very soon the intercept service learned that the Russien freont wvas
stabilizing itsel? anew, and was prepering for offensive batiles. While
the GCermans were engaged in viclent defensive battiles iz Tlanders, and the
Austrians stood at the Isonzo, the Russians under Brusilov, who.had mean-
while beccme commander-in-chief of the entire Russiar Army, attacked on
1 July 1917. The impending attack had long since been recognized by the
Germer and Austrian intercept service. Taey had had ample time To prepare
for it. The men at the instruments sat tense and listemed to every
conversation which referred to the attack and its execution. From Riga to
Smorgon the storm broke before the German linmes. Only in Galicie did the
Russians have pertial success. 3ut in the counterthrust Germen and Austriazn
troops broke through the Russian lines neer Tarnopol, and caused the entire
Russisn front towmer. All of Zast Gelicia and Bukovina, which had been lost
the year before, were again occupled.

To complete the military ccllapse of Russla, on the left flank the
German Eighth Army attacked and took Rige on 3 September. The islends
Oesel, Moon, and Dagoe were occupied ir October.

Mesnwhile, the intercept service had learmed cf the complete bresk-
down in morsle of the Russian front. The former war weeriness of the
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Russian soldiers hed made wey for definite hostility toward war. The tensieon
between men and officers changed into open conflict. The social factor came
into the foreground, sharp and clear. All conversations turned on the
ending of the war and the readjustment of social problems. They talked only
sbout cepitalists and bourgeois es parties interested in the wer; it was
clearly to be felt that the war on the eastern front was virtually at an
end. On 7 November the second revolution broke out in Petersburg. Kerenski
was overthrown. The Bolshevists took over the government. Now propagande
radiograms and instructions from the new government went out all over the
country by the dozen, they were heard by the German and Austrien intercept
gservices as well. The major activity of these services was now turned fram
monitoring Russian military radio traffic to listening to Russien internal
traffic. It was & question of gaining clarity regarding events in Russisa.
The military intercept service in the east had completed its assignment; now
the political assignment stepped into the foreground.

After the end of World War I, Genersl Hoffmenn, in his book "The War of
Missed Opportunities,” stated with regard to the intercept serviece that
during the entire war in the east this service, had supplied the German
command currently with such complete information regarding the enemy that
it was elways fully informed regarding the situetion on the enemy side.

From Tennenberg to the end of the war the interception of Russian
technical means of communicetions hed given the German end Austriaz commend
so meny suggestions for the execution of thelr own measures that it is
impossible to conceive how the war in the east might have gone, if this
means of intelligence hed not been employed by the Central Powers, and if
the Russians hed not used their technical meens of communications in such
& cereless manner.

TEE ZDDMERMANN TELEGRAMS

In the course of World Wer I the intercept service on both sides scored
verious successes which mede it possible to win battles, to plan and cerry
out cperations, or to help shape entire campaigns to & very great degree.
However importent these individual successes were and however greatly they
influenced the course of military events, they were nevertheless not able
to produce results which wouwld decide the war. Only in one case did this
happen, and this case will now be described briefly.

t was in August 1914, & few days after the occupetion of Brussels by
the Germen troops, when & German officer appeared in en aristocratic ville
in the suburbs of Brussels, presented & billet slip and took up his gquarters
there., The ville belonged to the family Czek. On the following day the son
of the house, Alexander Czek,.en engineer by calling, emnounced himself to
the Germen officer and asked for & brief interview. It was granted will-
ingly, and now Alexander Czek related that he had set up ir his house & -
short time before & radio sending and receiving set which was not belng
used by him at the moment but was ready for operation. He desired to
bring this fact to the attention of the German military guthorities sc that
he would not come under suspicion of carrying on espionage with the aid of
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this redio set. Ee led the German officer into the room in question and
showed him the apparatus. The cfficer now gave instructions to leave the
set standing untouched and said he would immediately report to the competexnt
German sigmel officer, who would then take proper action.

On the following day there appeared at the home of Alexander Czek a
German lieutemant colonel, the signal cfficer of the German command in
Brussels, who had the set demonstrated. He recognized at cnce that Czek
had constructed an apparatus which was brand new in the field of radio-
talegraphy, since it made possible working on an extracrdinarily wide wave-
band without having to undertake complicated switchings or other changes.
Such an apparatus was exceedingly important 2or handling reception, especial-
1y for the intercept service which still had to count on the enemy's using
weves for which one was not equipped. Czek's apraratus was dismounted and
taken to headguerters. With that the matier was settled for the time being.

Some weeks later technical trouble developed in the transmitting
apparatus of the heavy German radio station in 3russels, wbich could not
be eliminated with the meens at hand. By chance, someone remerbered the
engineer Alexander Czek and had bim summoned. Czek succeeded in eliminati
the trouble in a short time end in getiing the staticn ready for operation.

The redio staticn of the Brussels genersl commend had three assignments
at the time: £irst, it i to work the army traffic of the higher Germa:n
1itary suthorities; next, it was in girect communicaticn with Nauezn and
K8nigswusterhsusern for handling diplomatic redioc traffic between the Foreign
Office in Derlin apd the "™Military Administration Belgiwm"; the ib rd task
consisted in copying during free periods forelgn radio traffic, i.e., in
car—ying on intercept work.

The technical gqualificaticns of the engineer Alexander Czek had now
attracted the attention of the Germans, and it was decided to make use cf
his services. 3ISspecially since, as it turzed oul, Czek wes not a Belgian
but an Austrian. Sis father had held a high position iz Austria end belonged
2o 2 time to the intimate cizcle of Emperor Franz Joseph. Alexander Czek's
mother was an Znglish woman. The family hed resided in Brussels for several
years, acd Belgium had become thelr new homeland. 3efcre engaging Czek's
services for a long term, soxe investigations were made, which all twmed
out in favor of the Czek family. Io Vienns it was stated that there was
not the slightest doubt regarding the family in gezneral or about Alexander
Czek in particular.

Whereupon, Alexander Czek was requested by the Brussels ccmmand to
appear, and they now revealed to him that there was a prospect of using his
services for scme little time; they suggested that he enter the Brussels
radio station on the basis cf a civilian contract.

1de from his technicsel lkmowledge in the field of radio, Czek had
a good knowledge of seversl languages, and it was this latter circumstance
which £inally proved the determining facter in engeging him at the radio
station. Czek agreed and, as time went on, proved to be an extremely use-
#31 fellow worker. He took care of 21l the apparatus, made suggestlions for
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improvements, end on every occesion rendered good service with his linguistic
knowledge. They came to trust him absclutely and one dey revealed to him
that they intended to use him in the radio receiving service.

Czek knew the Morse alphabet and could copy at what was then the usual
speed. He was given additional training in ear reception, and was then
employed in copying the transmissions of foreign statioms sent in plaln
text. They had had Czek sign & pledge of secrecy; had admonished him to
maeintain absolute silence; and with that, all the formelities were at an
end.

In his new field Czek worked to everybody's setisfaction. Evidently
they had made & good find at the Brussels radio station. After some months
hed passed, they went & step further and used Czek for their own sending
and receiving service, primarily on traffic with Nauen and K8nigswusterhausen.
He had to send or receive the enciphered telegrams.

Alexender Czek was not only & competent technicien and linguistic, but
he also proved to be an agreeable companion and comrede. He spent many an .
eveming in animated conversation with his new comrades end with the officers
of the Brussels commend and was everywhere & welcome guest. The generel
confidence in him was unbounded. One day when there was peek operation at
the radio station, several very long enciphered telegrams arrived from the
Foreign Office &t Berlin. It also happened that two people at the station
were sick. The heads mede up their minds gquickly and handed Czek the two
code books by the aid of which the cryptographic system used by the Foreign
Office was deciphered, gave him the necessary instructions for using the
two codes, and Czek set to work.

The cryptographic system used by the Foreign Office in communication
with representetives abroad (including the administration of the "General-
Gouvernment Belgien") consisted of & code and an encipherment. The code,
or "Schluesselbuch" as it was called at that time, was & thick volume in
which the code elements and their meanings in plain text were entered in
elphebetic sequence. A decipherment by the aid of this key book was quite
simple; one only had to look up the code groups in their alphabetic seguence
and read off the meaning. To make the system more resistant to unauthorized
decipherment, they had provided an encipherment by the &id of whick the
secret text derived by changing the plein text into code groups wes changed
again, i.e., wes reenciphered. This encipherment book was & relatively small
volume, and when deciphering & telegram it was necessary to work with this
little book first, i.e., to find the basic key by removing the encipherment.
This procedure was relatively simple, but caelled for & certain skill, esince
radiograms sometimes arrived in garbled condition and the solution of the
groups was not always obvious. Therefore, it was necessary to master the
Morse alphebet and to know the possible errors and gerbles in order to
reach & solution of garbled messages without having to send back long
inquiries.

Czek turned out to be an extremely clever decoder, and from them on he
was used repeatedly for decoding messages erriving from Berlin. By being
introduced into the intercept service, into the entire sending and receiving
activity of the station, into the work of decoding, and into questions of
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technology, Czek had arrived at a confidential position of the first rank.
He 2illed it conscientiously, and gave no occasion for any complaints
whatsoaver.

In the summer of 1915 a captain of the English Intelligence Service --
turned up in Brussels who had learmed thet there was a man employed at the
Brussels radio station who had been residing in Brussels. EHe thought this
might be a chance to get some insight into the operation of the station,
and began to spin & web arcund Czek, so to speak. A young lady of Brussels
was selected to win Czek over toc work for the British secret service. This
was not exactly easy because Czek had endeavored thus far to be correct in
every way. Gredually the young lady brought Alexander Czek into contact
with members of the Belgian liberation movement, and after months of work
#4pally succeeded in convincing him that it was his duty to work not for
the Cermens but for the Allies. They reminded him of his mother's nation-
ality, of his new homeland, of the Germen attack on 3delgium, of the German
striving for power, of the just cause of the Allies, and brought it ebout
that Czek said he was reedy to prepare a copy of the code of the Berlin
Foreign Office for the British secret service. '

This was the goal of the entire activity of the British secret service,
as far as Czek was concerned.

This task was not exacily easy since the two code books were not in
Czek's custody but were only handed over to him from time to time when he ™
had to decode an incoming telegram. And this was by no means the rule. 5
Normally, decoding was done by the German persconel of the staticn; Czek
was only brought in to help ocut. Moreover, there was usually a gsecond
person in the room so that it did not seem feasidle to copy the book
systematically. Comsequently, Czek chose another way. When decoding in-
coming telegrams, he noted the groups occurring iz the telegram along with
their meaning on a sheet of paper, es & draft for his fair copy so to spesak,
end then copied the text neatly. The pencilled notes on the draft he did not
destroy but concealed on his person. In this way he succeeded over some
months in noting the meaning of all the code groups contained in telegrams -
received during this period. And after all, those were the syllables,
words, or parases which were most frequently used.

Czek went about his work so cleverly that never once did suspicion
fall on him. t was in a different wey that he arcused the mistrust of
the Cerman military suthorities. He had beecn seen a few times iz public
places in the company of members of the Belgian liberation movement.
People watched him and found that he went around with a young lady concerning
whom it was known that she was in contact with the British secret service.
Thereupon, Czek was dismissed from the service cf the Brussels military
command, and was ordered to remairn in Brussels and not to leave that city.

Now Czek saw danger arising for himself and for his work, and he
decided to flee. He left Brussels, taking along his sketches, and reached
the Dutch border. Along this border the Germans had stretched e great wire
barricade charged with electricity. Czek knew this. With two boards which
he wrapped with inflated bicycle tubes, he succeedad in producing two
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insulated plates Dy the aild of whick he crewled under the electric fence and
reached Dutch territory. Shortly afterwards Czek's sketches were in the
British Cipher Bureau in Londoun. From then on they were able to decipher
and read all radiograms which were exchanged between the Berlin Foreign
0ffice and the German representatives abroad. This was the case from about
the end of 1915 on.

Even though this stroke by the British Intelligence Bervice deserved
great recognition, it is simply marvelous that the English succeeded in
keeping secret throughout the entire war the fact that they kmew the crypto-
graphic system. Not the slightest shadow of suspicion was aroused by any
lack of caution. Every German telegram enciphered by this system was laid
before the British Foreign Minister personally, who made his decisions
accordingly.

What made the Alexander Czek cese & matter of the utmost importance will
now be revealed.

The Secretary of State for Foreign Affairs in Berlin et that time was - .
Zimmermann., Late in 1916 and early in 1917 the role of the United States as
purveyor of war meteriel for the Allies had assumed such importance that it
elmost equaled & state of belligerency. Again and again, voices had been
raised in the United States to the effect that the United States must enter
the war in order to shorten its duretion. On the German sgide, an intensive
counter-propaganda had been carried on, and graduaslly there had developed
& war party and a peace perty. As seen from Germeny, the possibility of
the entrance of the United States into the war loomed threateningly on the
politicel horizon. Then in the Foreign Office they decided on & politiecal
intrigue which was intended to afford & counterpoise for this danger.
Zimmermann decided to play Mexico ageinst the USA.

At that time the President of Mexico was Carranza, who had attained
the presidency by the aid of the United States but, nevertheless, had taken
& position distinctly friendly toward Germany. About the middle of 1017,
Zimmermann had recourse to the German ambassador in Mexico, von Eckhardt,
in & rether long telegram. L

This telegram was so important for Zimmermenn that he was very anxious
to have it »each the German ambassador, von Eckhardt, safely under any
circumstances. Accordingly, several routes were chosen for transmission.
The first led vie radiotelegraphy from Nauen to Seyville on Long Island for
forwarding to the German Ambassador von Eckhardt in Mexico.

The government of the USA had, to be sure, since the beginning of the
war forbidden the use of this wireless link for the transmission of messages
dealing with the war, and had kept &n eye on the radic traffic. Nevertheless,
the radiogram was sent and delivered to Count Bernstorff, the German
ambassador in Washington, who forwerded the contents to von Eckhardt.

The second route was via Sweden, by wireless from Stockholm to Buenos
Aires, from there to Washington, and from there again to Mexico.

45




The third route was not without its humorous side. It had been planned
to send the telegram in the form of a letter on the large German submarine
"Deutschland,” whose captain, K¥nig, was considered at that time one of the
best submerine commanders. The departure of the submarine, which was origin-
ally fixed for 15 Jenuary, was delayed and they withdrew the letter in order
to append its contents to & telegram wbich was being sent bty the then
Americen ambassador in Berlin to his government in Washington. How this
route came to be chosen was as follows:

The German Foreign Office applied to the ambassador of the USA in Berlin,
Gerard, with a request to transmit a telegram of the Foreign Office to
Ambassador von Bermstorff. Since it wes customery to show the text of the
telegram in plain language in such cases, the Foreign Office showed
Ambassador Gerard a telegram numbered 157 which was directed to von Bernstorf?
and which referred to the peace action of President Wilson. GCerard approved
of sending the telegram. In reality, however, the Foreign Office had
appended to the enciphered text of the telegran 157 another telegram, namely,
the one previously mentioned and intended for Ambassaedor von Eckhardt. The
grotesque feature was that Zimmermann was using the American ambassador,
Gerard, and the American Secretary of State to transmit a telegran wnose
content concernmed a hostile action against the USA.

At the Berlin Foreign Office they felt at that time that they had been
very sly, and they were proud of having so neatly "taken in" the ambassador
of the USA. But it is an old story that, precisely when ome 1s trying to be
especizlly sly, one is already about to commit samething especially stupid.
In this case the stupidity wes enormous, for it was kaown to the Forelgn
Office that this telegram had to. take the following route: Zfrom 3erlin by
~wire to Copenbagen, from there by cable to London, and from London by cable

to New York.

After the outbreak of war, England had generously declared itself
ready to forward enciphered telegrams of peutral diplomats which contained
messages of the German Government to its diplomatic representatives abroad.
It never occurred %o anyone in Berlin that this generosity was proxpted by
the ides of being able in this way to control ell German telegrams in both
directions. .

The humorous part, izn this instance, lay in a diZfferent direction. Cn

14 Jaguary the British Intercept service had intercepted the Nauen telegran
to Sayville; however, the reception was so bad that the msssage could only
be copied in badly garbled form. Whez they had deciphered the enciphered
text in London, they finally got the following:

To the Imperial German Ambessador in Weshington.

Count Bermstorff,

For the Imperial Cerman Ambassador in Mexico, von Eckhardt.

Strickly secret, iniended only for the personal information

of Your Excellency and to be forwarded to the Imperial
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Ambassador in Mexico, by meens of ... by & secure route.

We are planning to start unrestricted submarine warfare
beginning 1 February. Nevertheless, we are very aoxious to
keep the United States neutral... . If that is not successful,
we propose to Mexico an alliance on the following basis: ...
werfare....conclusion of peace. Your Excellency will, for the
time being, inform the President...war with USA...President...,
that our submerines will force England to make peace within &
few months. Confirmation requested.

Zimmermann

This dispatch showed that & diplomatic action of the first rank by
Germany was involved. The "Secret Service" was immediately told to purchase
in Mexico City from the telegraph bureau & copy of the telegrem forwarded by
von Bermstorff to von Eckhardt. However, before this heppened, the telegram
sent by Gerard to Washington errived in Room Number 40 of the British Admiral-
ty, and this supplied the British cryptenalytic service with & complete text
of thet telegram of Zimmermann to von Eckhardt.

On the evening of 23 February 1917, the ambassedor of the USA ir London,
Mr. Page, received e telephone call from the British Foreign Minister, Mr.
Balfour, who requested him to call at the Foreign Office that same day.
Page betook himself at once to Downing Street. After the gentlemen had
greeted one another, Balfour without a word handed the embassador of the UBA
& sheet of paper whose typewritten text Page read with growing interest.

In the following night the following very urgent cablegram went from
London to Washington: '

24 February 1517
To the President,
Office of the Secretary of State, Washington.
In about three hours I shall dispatch to the President
and Secretary of State & telegram of the greatest importance.
Page.

At the expiration of the announced three hours the London overseas cable
gtation received the following ciphered telegram for urgent dispatch:
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2L February 1917
To the President,
Qf#ice of the Secretary of State, Washington.
Secret. For the President and the Office of the Secretary
of Stata..

Balfour has given me the text of an enciphered telegram
#rom Zimmermann to the German ambassadcr in Mexico. A copy
can probably be secured through the telegraph office in
Washington. The first group indicates the telegram number;
the second the code which was used; the third is Zimmermann's
personal identification group. I am sending by post & copy
cf the enciphersd message and the deciphered German text.
Meenwhile the English translation follows:

™e are planning %0 open unrestricted submarine warfare
on 1 February. Nevertheless, we are endeavoring to zeep the
United States neutral. Should this not succeed, we shall
make Mexico & propositicn for an alliance on the following
basis: common conduct of the war, common comnclusion of peace,
extensive financisl aid, and an understanding on our part
that Mexico is to reconquer the lost aress of Texas, New
Mexico, and Arizona. Details are left to you. Will you
most secretly inform the President of this when the entrance
of the United States into the wer had become certain, and
suggest at the same time that he on his own initiative call
upcen Japan to join us, and that he mediate between Japan end

ourselves. At the same time, call the President's attention
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to the fact that we ere waging unrestricted submarine warfare,
and in that wey shall force England to meke peace in & few
months.

Zimmermann"

I hasten to send this message so that ell necessary meas-
ures mey be taken to guard our territory ageinst invasion.

Btrickly secret! -- At the beginning of the war the
British Goverment came into the possession of & code. It
served for decipherment of t;zc ebove telegrem. The Govern-
ment obtainsd copies of vcn Bernstorff's telegrams which went
to Mexico. They were sent to London and deciphered there.
This system has hitherto been e strictly guarded secret regard
ing which the British Government informed me only in view of
the unusual circumstances and of its friendly feelings for the
United States. The British Government requests maintenance
of strictest secrecy, but has no objection to the publication
of this Zimmermann telegram.

Copies of this and other telegrams were not secured in
Washington, but were purchased in Mexico.

I have thanked Balfour.

The Japanese have not as yet been informed, but it is
probeble that they will discuss the matter publicly when they
have knowledge of it, in order to clerify their position and
to prove their fidelity to the Allies.

Page.

The way in which the British came into possession of this message is
described in the words: “The telegram was purchased in Mexico." EHowever,
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the English secrst service actually got tbhis precious message in the follow-
ing ways:

1. by intercepting the radiogram from Nauen to Sayville;

2. by intercepting the radiogram from Stockholm to Buenos
Alires;

3. by reading the cablegram from Berlin vie Copenbagen to
London and Washington;

4., by purchasing from a Mexicen telegraph official the Morse
tape, preserved in the telegraph office in Mexico, of the
telegram from von Bermstor?f to von Eckhardt.

The purchase in Mexico did not take place, to be sure, until a know-
ledge of the content had been obtained in the first three ways mentioned; it
merely served for confirmation.

One can imagins what impression the knowledge of this dispatch made in
Washingtcn on the President and on Secretary of State Lansing. Although the
content of the Zimmermann telegram was conditional and only applied in case
the United States declared war on Cermany, nevertheless this German ste=p
aroused great indignation in Washingtom. The support - evern though condition-
al - of Mexico's claim to the three southern states which it had lost to the
United States in the war of 1846, was regardsd as an ettack on the territorial
gtatus of the United States. They overlocked the basic idea of the dispatch
which was to the effect that Germany was trylng to maintain the neutrallty
of the United States, and only regarded the contlagent conseguence which
would be relessed by America's entrance into the war.

In spite of all their indignation, psople in Washington were mistrustiul
of London. Suppose the entire Zimmermann telsgram were only & fake %o
maneuver the United States into the war? They wanted proof, and telegraphed
to the ambassador in London that he should ask the British Government to
turn over & copy of the German secret code.

The British Govermnment declined from basic comsiderations of securlly,
but declar=d that it wes ready 5o have the Zimmermann telegram d=coded once
more using the code present in London, and to have this dome in the presence
of & member of the American embassy in London. This was an easy matter,
since Mr. 3ell, the Secretary cf the American embassy and representative of
the signal service, lived quite neer the British central imtelligence office.

The enciphersd Zimmerman telegram was given €0 Bell; the British loaned

him their precious German code, and Bell was now able to perform the decoding .

within a few hours. Wilson was now in a position to determine that the
message was absolutely authentic. However, the President insisted on
receiving the German original text. In answer to this Page telegraphed:
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London 2 March 1917
To the Secretary of State in Washington
Tne first group signifies the number of the telegram 130.
The se=cond indicates the code to be used in deciphering.
From group three on, the groups read:
Auswlrtiges Amt, Januar 16.Nr.l. - Ganz geheim.
Selbst zu entziffern. - Wir beabsichtigen - ........

Meanwhile, the second Zimmermann telegrem had been deciphered in London
and Page got & copy:

To the Imperisl Germen Ambessador in Mexico, von Eckhardt
8 February 1917
Strictly secret. To be deciphered perscnally.

Under the assumption that the USA would find out nothing
about it, you are requested to present again to the President
the proposal for an alliance; Any finel decision, however,
ig dependent upon the entry of the United Stetes into the war.
The President may enter into negotiations with Jepan on his
own initistive. If the President should feer retaliation, you
ere authorized to offer him & permanent alliance after the
conclusion of peace, provided he succeeds in dérawing Japan
into the alliance.

Zimmermann
In London they declared they were ready to have decipherment of telegrams
of the German Foreign Office carried out jointly with & member of the embassy
of the USA in order to give guarantee of the genuineness of the material.
They were also ready to have messages sent to Berlin by German representatiwves
abroaed deciphered in his presence. In Washington they agreed to this.
In Berlin, meamvhile, people entertained the firm comviction that the

ciphers of other nations might be capeble of solution but not their own. And
the method of trensmitting & message of such importance through the ether did



not appear to them as a piece of folly.

Through these two telegrams of Zimmermann's Wilson's position in
regard to Cermany was now clearly determined; for those states which had
pot been able to get up any enthusiasm for the war these dispatches af-
#orded proof that an intrigue of the Berlin Foreign Office was willing
to hand over to the Msxicans great areas of the USA.

Meanwhile, in Washington they had become convinced that the first and
pecond Zimmermann telegrams were genuine. They inquired in London whether
pecple there would agree to making the content of the firss telegram known.
After some hesitation the British Covernment stated that it would agree on
condition that the true source should not be revealed but that the impres-
gion should be given that the telegram had been brought to the attention
of the United States in some manner in Mexico. Thereupon, Wilson at the
White House published the content of the dispatch on 1 March.

A storm of indignation passed through the Congress end the entire
country. The war party got an enormous 1ift.

The publicetion in Washington of the Zimmermann dispatch became kaown
at once in Berlin. There was an excited session of the Reichstag. Zimmers-
pans was forced to admit that the dispatch was genuine.

On the fallowing dey in the "Vossische Zeitung ," Georg Bermhard
e=iticized the frivolousness of the German Government, end declared: "We
cannot comprehend how a message of such importance can come to the kmow-
ledge of a foreign country. We cannot conceive that suck & message would
be given to a cowier for transmission, even though he were the best and
most reliable in the world."

Georg Bernhard was absclutely right; no courier played a Tole in this
case, and in England they sat tight.

On the very day on which Wilson was publishing the text of the Zimmer-
mann telegram in Washington, ven Bckhardt was telegraphing the results of
the negotiations. According to him, CarTanza had shown bimsels "not ade
verse to such plans"; he would "consider benevolenily ," and he had "talked
for an hour and & hal?" with the Japanese ambassadcr in Mexico.

But on the very same day von Eckhardt leerned of events in Washingten,
and on the pnext day he telegraphed:

To !:he-Se::reta.ry of State of the Foreign Office 2 March
1917, in Berlin.

The local paper "Universal," which is friendly to the
Allies, publishes today the am'repcrt that was contained in

yesterday's Washington telegram - and which apparently has
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been in the hands of President Wilson sinece the Sreaking of
relations - namely, the wordiog of cablegram A Nr. 1. DNat-
urelly, this was not revealed by me here. TIreachery or indis-
cretion must have occurred in the United States or cipher

I 3040 has been betrayed.

The wording of ceble Nr. 2, which.reached me in the other
familier feshion, has not been published as yet. .I have denied
everything here.

v. Eckhardt

In Berlin the uneasiness grows. They seek the source of the betrayal.
The following exchange of telegrams ensues:

To v. Eckhardt T Merch 1917
Please burn all compromising instructions. Have publiely
recognized the cable. PFPlease see to spreading the word that
the allianée wes only intenﬁcd in case of Amarica's entrance
into the war.
Zimmermann
To v. Eckhardt 21 March 1917
Strietly secret.
Decipher personally.
Please cable in the same code used for deciphering cables
1 &nd 2 how the originels and keys were safeguarded, and especiael-
ly whether the two cables were kept in the same place.
Stumm. - Berlin.
To v. Eckhardt
Verious thing indicate that the treachery took place in

Mexieco. The utmost caution is in order. 3Burn all compromising
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documents.
Zirmermann
To Zimmermann 27 March 1917 i
Both cables were deciphered by Megous according to my
special instructions. Both telegrams, as always where political
documents of secret character are involved, did not come to
the knowledge of embassy personnel, Telegram Nr. 1L Kbk arrived &
in the cipher system I 3040, while Kinkel (a former exployee
of the Germen embassy in Weshington), who is now emplcyed hers,
"thinks he recalls that the Washington embassy sent 1%, like
a1l other enciphersd telegrams sent here, from Cepe Cod (a
cable station). In both cases the originals were burned by
Magous and the ashes were scatter=d. 3Both cablsgrams were
_ preserved in an absclutely secure safe, which was bought solely
for this purpose and was located In Megnus' bedroom, down to
the 4ime that they were burned.
Answer to telegram Nr. 21. Instructions were carried out.
Cable pumber 18 has not arrived as y=t. -
v. Eckhardt
In a further talegram of 30 March 1917, von Eckhardt asserts "again that
any indiscretion in Mexico was not possible and recounts again all secuxrity
measures, the reading of the telegrams in a low volce et night, the secuxrify
of the safe, etc.; but at the same time he calls attention toc the less
csutiocus procedures at the German embassy in Weshington, where even secret
telegrams had been known to the entire chancellsry and where two carbons had
always been made for the registry offlce, something which was never done in
Mexdco. Finally, he insists upon & judicial investigation by Consul Grunow.
In Berlin they allowed themselves to be convinced of von Eckhardt's

innocence by this telegram, and confirmed this %o bim by radiogram of L
April 1917 in which it says: "No blame attaches %o you or Magnus.”
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Meanwhile, negotiations with Cerranze in Mexico continued because the
deliveries of ammmition stood in the forefront.

To v. Eckherdt, Mexico ‘ 17 Mareh 1017
Find out what ammnition end weapons are desired and what
Mexican harbor on the east or west coast e German ship would
enter under a foreign fleg. As far as possible, Mexico must
procure erms from Jepan and Scuth Americs. |
Zimmermann.,

The Berlir Foreign Office, however, did not build e&ll 1ts hopes on
Cerranze slone, They even went so far as to drew his political opponents
end entegonists into the cirele of intrigue. Thus, on 24 March 1917 the
Germen militery attache in Mexico radios to Berlin:

The Vies-Consul in Mazetlen reports that Ville, vho is
being supported by the Germens, is expecting three shiploads
of ammmition to be lended between Mezstlan end Manzennillo.
It is thought that Cantu is also in the allisnce. (Cantu was
& Maxican revolutionery leader whose field of activity wes
southern Californie. )

These telegrams were deciphersd in London, and the content disclosed
in & smell intimste circle. The German search for the source of the
compromise occessioned great merriment.

In this comnection, i1t must be emphasized that the British intercept
service was eble during the entire war to keep its work so secret that not
the slightest hint regerding it reached the outside. The British secret
service, to which the intercept service belonged, even went so far In
camouflaging its work that it allowed articles to appear in the British
press criticizing its own work end meking viclent attacks on it. In these
erticles, which were written by the service itself, the work of the British
pecret service was characterized as totelly antiquated, end it was asserted
that one failure followed the other. The affair of the Zimmermann dispatch
was made the occesion for speciel criticism; it was said that the Amsrican
intelligence service was much more thorough and precise and it was & shame
that the Zimmermann affair had been discovered in Weshington and not in
London. By this consteant self-ridicule they fooled the German intelligence
service end German public opinion sc thoroughly that these articles in the
English press were seized upon with great delight, were reprinted, and
provided with eppropriate commentaries.
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Far more serious, however, was the effect of the Zimmermann telegrams

in the Upited Siates. 3Detween mid-January and the end of April 1517 some
60 telegrams wers exchangsd between Zimmermenn and von Eckhardt. All came
to the knowledge of Wilson. Thelr pression of a plot between Germany and
Mexico. They tipped the scales in the foreign policy of the United States.
On 6 April 1917 the USA declared war on Germany.

Bowever, the exchange of telegrams batween Berlin and Mexico contimued:
Zimmermann, Berlin
To v. Eckhardt, Mexico 13 April 1407
Flease answer telegram number 10 stating the sums which
will be required to suppert ouwr policy. Preparations for the
shipment of considsrable amounts (ald, eventually weapons, tco)

are being made here.

v. Bckhardt, Mexico
To Zimmermann, Berlin 13 April 1017
For Nadolny and the Grand General Staff.
Mexico 12 April

Where is Lieutenant Wohst? Did he send eprroximetely
25,00 dollars to Hilken? EHe o:-: somscone else mist send b=
money for 55793 quarterly payments Zor Hermann. An explanation:
Bermann, a handscme, blonde German with an English accemt,
alaims &0 have received from the gepersl staff a year ago the
mssicn to destroy the Tampico oil field by Iire; this order
was repeated supposedly by Hilken 1x January; he now proposes
to carry it out, and asks me whether he is to do so. Would it
not be well to answer him that I am not in toueh with Berlin?
Verdy thinks that he and his companion B 51158 Gerds are
English or American sples.

Request an immediate answer.
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v. Eckhardt, Mexico
To Zipmermenn, Berlin 1k April 1917

The President declares he intends to remain pesutral under
all circumstances. If Mexico nevertheless becomes involved in
the war, we mst velt end see. In his opinion the alliance has
become & ridiculous matter due to ‘the premature publication of
the telegram but may later twm out. to be necessary. As for d
the deliveries of ammmition - 7 mm Mauser rifles - and money,
hewﬂlgiveanmswervhenhehasthepmrofdecisianinhis
own hands after getting powers plenipotentiary from the Congress.

The Congress is dominszted by the pro-German militery party.

v. Eckhardt, Mexico
To -Zimn:rma.nn-, Berlin 17 April 1917
Mexico, 16 April. |

Yesterday I attended the opening of the Congress. The
President expressed his strict neutrality. Both coming and
going I received great applause., "Long live Germany! Long
live the Kaiser!"™ On entering the hell the entire chamber
manifested its good will. The American ambessadcr wes whistled
et feebly three times.

The German public learned nothing of all these events, and in the Foreign
Office at Berlin no one had any idea that the entire telegraphic correspondence
between Berlin and the German representatives sbroad was being read in England,
insofer ms it could be picked up thers. In Berlin they strove for the utmost
secrecy, and yet, for all practicel purposss, it seemed as if the most secret
matters stood in the public press. Down to the end of the war the English
were able to follow precisely all dispositions of the Berlin Foreign Office
ani of the German Imperisl Government. The chief of the British secret
service diring the war, Admirsal Willism Regineld Hall, declared in 1820, in
& very interesting speech at Manchester, that the dscipherment of the Zimmer-
mann telegram had decided the World War in favor of the Allies. It would be
impossible to estimate highly enough the significance of this deed.
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But what became of Alexander Czek? - When World War I had come= tc an
end, his father tried to follow the trail of his scn. Ee inguired in
Eolland and after much dlfficulty discovered the last traces in Rotterdam.
From thers on nothing could be discovered. '

Sinee he knew that his scn had worked for the British secret service,
he applied to the chief of that gervice after the end of the war, and
requested news of his son's wheresbouts. ZIZe received this information:

"I have received your letter and must inform you that this is the first
time I have ever met the name Alex Czek, I am sorry to have to inform you
thet I cannot tell you anything whatsoever regexding your son ané his fate."

Alexander Czek had disappeared.

THE INTERCEPT SERVICE AT SEA

The war at ses 1914--1918 (aside from submarine warZare) &id not play
the role thet one had initially been led to expect. Germany's principal
opponent at sea was Great Sritain., On the question whether the German Tleet
should seek a decisive battle with the English Batile Fleet, the German
Izperial Government differed with the Admiralty Staff and with the Secretary
of the Imperial Nevy, Grand Adrmdral von Tirpitz. While these last Gwo wished
o commit the fleet, above all to interTupt Epglish-French commnications
acToss the chanmnel, the Imperizal Government considered it correct to guard
the fleet ageinst severe losses 50 as o bave it es an instrument of power
at the tims of the peace negotiations. ,

Within the fremework of the intercept service, however, the inter-
ception of enemy radio traffic occcupied no less a place at ses than wit
the lend forces. In fact, we may say that the battle in the ether at sea
was mich more intensive than on land. Primarily it wes England and Germany
which paid most attention to the nevel intercep:t service and repeatedly kmew
how to derive edvantage from this izvisible weapon.

The principle of disguising radioc traf2 o was hers pushed into the fore=-
ground far more than ashore. From the very beginning, the use of eryptographic
gystems was on a larger scale. Moreover, the system of so-called fake radlo
tyafPfic was very good; here a messages Irom a2 navel command staticzn to a ship
at sea was apperently dispatched by radic to scme other coastel station, while
the wership stood by for reception on the sams wave length and heard it at
the same time.

Socn after the cutbreak of the war, the German fleet suffered a mishap
which later twrned out to be very disadvantageous for the Geiman naval
forces. I the Baltic the German Fleet opened the navel war with an attack
by the small cruisers "Augsburg” and "Magdeburg” cn Libau on 2 August 191k,
A few months later the cruiser "Magdeburg" was sunk by Russlan naval forces
in the Baltic. That did not remain a secret. Eowever, 1t did remain a
secret that the Russians sent down a diver to the sunken "Magdeburg" who
brought up from the radioc booth the cods bock with its heavy lead covers.
The book vas dried carefully and twmed ocut to be utiterly undamaged.
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Monitoring of German naval traffic by the Russian navel intercept station at
Kronstadt revealed that the Germans were still werking with this secret
system. Now there began & lively deciphering activity et the Russian cipher
buresu in Petersburg which ylelded excellent information regarding all
events in the German high seas fleet. The English got 2 copy of the code,
and henceforth were likewise in & position to decipher German navel radio
treffic, -- end that for a period of years!

One of the first successes of the British fleet, which was based on
results of the intercept and deciphering service, wes the batile at the
Doggerbank on 24 January 1915. The English had been esble to follow exesectly
the approach of the German light naval forces, and they knew 21l the German
ghip units which had been committed for this action. The sinking of the
German srmored cruiser "Blficher" at that time was due to the Engligh inter-
cept service. 5

In the course of World War I, the interception of navel radio traffic
essumed ever greater proportions; the English in particular achieved very

noteworthy results, especially in monitoring the traffic of Germen sub-

merines with their bases and with other naval units on the high seas.

The London "Times" on 22 December 1927 published 2 short resume of a2
lecture delivered by Sir A. Ewing, Professcr of the Philosophical Faculty
at the University of Edinburgh. This man, an outsteanding professor, was,
during the period 1914-1918, chief of that bureau of the English Admirslty
whose task it was to decipher the intercepted radiograms of the German
Navy., This buresu thrived beyond all expectation and bad more than 50
regular decoders; on the average 2,000 intercepted msssages were handled
here daily., All movements of German warships were fellowed by the Britiszh
Admiralty, primarily by the aid of information secured in this fashion.

As Sir Ewing remarked, thanks to verious fortunate accidents, the British
information service had nearly all the German codes in its possession; the
remainder were golved by analytic methods.

The carrying out of the long renge blockade of the German FNorth Bes
coast by the British was poseible with only mesger forces, because they
were promptly informed regarding all movements cf German uzits. Moreover,
the British cipher burezu very guickly succeeded in solving the German
cipher used in the radio traffic with submarines. Thies was 2 success cof
reclly inestimable velue, since now in commection with the direction
finding service the English were in & position to follow the movements of
the German submarines precisely from dsy to day. While in Germany pecple
were anxiously endeavoring to keep everything perteaining to the use cf
submerines strictly secret, doubling and tripling their guards end escuri-
ty messures in a downright convulsive fear of English sples, the English
intelligence service had nothing to do but to follow carefully the German
pavel redio traffic. In Room Number 40 in the British Admiralty, in which
the evaluation center was located, there wae busy activity day and night.
On an epormous well chart the ascerteined positions of German unite were
entered. BEverything having to do with this was as well known here as if
deteils had been publighed in an "Extras.”
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The English were the first in World Wer I to create = technically exact
and fast working system of evaluation, a system which can be regarded as
modern even today. The "direction f£inding"” stations were connected with each
other and with the central office by teletype. Every reeding taken was
passed at once to the central office, and laid out here by the aid of silk
threads on a great orientation map which was mounted horizontally. In the
cipher bureau sat the men who day and night deciphered every incoming inter-
cepted radiogram. An encrmous card file contained all station call signs
which had hitherto appeared in the intercept service, along with all other
available data, and this made it possible to recognize currently the systems
according to which call signs were changed in German traffic, ®o reconstruct
these, and even to tell in advance what eall signs this or that German
station would have tomorrow or day after fomorrow or & week hence.

The collaboration between directlon finding, evaluation, and decipher-
ment was sensible and well-organized, as it never was in Germany either
during World War I or after the war, or even during World War II, because
here people never got away Irom petily concern with their own interest and
egotistic pride in their own unit.

What significance the English attached even at that time to the inter-
cepf service is evident from the mere fact that there was an admiral at the
hesd of the service; in Neummenster (where the centrel office of the German
paval intercept service was located) it was & naval lisutenant. In Londoen,
at the lasi, several hundred men were engaged in decipherment and eveluation;
in Neumuenster there were a few dozem. And if, in spite of that, successes
were scored by the German naval intercept service, then that was due to the
intelligence and initiastive of individual nen. The over-all organization
was inadequate. ,

The greatest success of the young German submarine weapon came 500D
after the beginning of the war in the sinking of three English armored
eruisers by "U-S" under Lieutenant Weddigen. That was before the breaking
of the German code for submaripes. Later, when in February 1915 submarine
warfare was carried on according to plan, it did not bring the expected
results, and.for the above -mentioned reascas could not possibly do so.
After the sinking of the "Lusitania" submarine warfare was also limited by
American pressure. And when it was resumed again io an intensified form
on 1 February 1917, it only served in conjunction with the Zimmerman
dispatches to bring the USA upon the scene &s an active opponent.

: The forces available at the beginning of the war for cruiser warfare
abroad consisted essentially of the East Asiatic Cruiser Squadron under
Vice Admiral Count von Spee. Since von Spee could not maintain himself
in eastern Asia against the superior forces of the Allies, he put out into
the Pacific on 13 August 191k. His squadron consisted of the armored
cruigers "Scharnhorst” and "Gneisenau," and the small cruisers "Dresden,”
"Leipzig,” and "NKirnberg."

What happened in the next weeks on the Pacific was an extremely inter-
esting battle in the ether, which was essentially scmething brand new.
While the English radioced away bravely in their search for von Spee's squad-
ron, with the result that it was always possible for von Spee to keep posted
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on the movements of the enemy, he himself was able so to mislead the enemy

by radio silence and occasionsl deceptive radio traffic by the ship's radio
of the little cruiser "Emden," which had been ordered into Australian waters,
that his appearance in Chilean waters came as & complete surprise. At
Coronel on 1 November 191% von Spee's sgquadron in complete battle order and
battle readiness met the squadron of the utterly unsuspecting Admiral Cradock,
who supposed that von Spee was far away in the direction of Austrelias. Von
Spee was able to bring his ships into such & favorable position and to strike
so unexpectedly that within & very brief time the British armored cruisers
"Good Hope" and "Mommouth" were sunk, and several other units were badly _
damaged., By this naval victory Allied shipping in adjacent areas was almost
completely paralyzed for & number of weeks. '

To be sure, the "Emden" itself fell viectim, so to speak, to radio traffic
& few dayes after the battle at Coromel. After & fairly long cereer &s a
raider in the Indian Ocean, it had eppeared off the Cocos Island to take on
water and destroy the radio station there. In so doing, the radio station
of the "Emien" engaged in traffic with the land station, which took the
"Emden" for ean Australien cruiser. During this radioc conversation the
operator of the "Emden" &id something in an unskilful way so that the land
station recognized the true character of the ship and sent out elarm messages;
the "Emden” now sent out a landing party to destroy the radio station. While
the ship was walting for the return of this unit, a superior Australian
cruiser hurried up in response to the alarm messages from the station, fired
on the "Emden" and damaged it so badly that it hed to be run on the reef by
its own crew.

Count von Spee had & similar misfortune with his squadron on 8 December
191k when, on his way around South America, he was approaching the Felkland
Islends and made contact with the radio stetion there, without noticing that
& strong British squadron was lying protected by the Islands. In this way
von Spee gave himself away prematurely, and was attacked unexpectedly without
being able to deploy his ships properly.

The greatest sea battle of World War I was the battle of the Skagerrak
on 31 May 1916. 1It, too, was influenced by the intercept service and, to
be sure, on both sides. Both the British and the Germans had followed the
course of the enemy squadrons; the only difference was that the Germans had
succeeded in veiling the course of the Germsn msin fleet so that it appeared
as & surprise for the English, and by so doing decided the course of the
battle.

In meny other undertekings at sea during World Wer I the intercept

service played & decisive role. A detalled account of all these cases will
be reserved for & later work.

THE ITALO-AUSTRIAN WAR

Down to the beginning of World War I the Austrian intercept service had
been directed against Italy. The Austrian cryptanalytic service had succeeded
even before the outbreak of the war in solving the cryptographic system used
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by the Italians in traffic between Rome and the diplomatic representatives
abroad, and it was able to read such traffic. That wes & success of the
greatest importance, since the attitude of Italy was one of the gignificant
problems occupying the Austrian diplomatic service in those decisive days
of July and August 191L4. And the question still remained open; therefors,
it vas a matter of employing all possible intelligence sources to obtain
clarity.

At the outbreak of the World War, Italy bad proclaimed its neutrallty.
In December 1914 negotiations were started between Vienna and Rome which
dragged on lazily. Beginning in Japuary 1915 the Austrian radio intercept
gervice established the fact that Italy was turning more and more %to the
Allies, and that preliminary conversations were taking place in Paris between
the Itelian ambassador and the French Minister of Foreign Affairs,
conversations which must be taken seriously. Vienna decided, therefore, on
s countermove, and on 30 March 1915 made the Italian Government & proposal
to relinguish the purely Italian portion of the southern Tyrol iz return
for the assurance of benevolent neutrality on the part of Italy until the
end of the war, and of complete freedom of action for Austria in the Balkans.

The Italian Foreign Minister, Somnino, then held several conversations
with the French and English ambassadors, the results of which were again
revealed in radio traffic picked up and dsciphered by the Austrians. It
could be clearly recognized that a much greater Austrian concession ~--
especially with regard to Trieste, Istria, and the Balkans -- would be
necessary in order to influence the attitude of Italy decisively in favor
of Austria. The greatest haste was also demanded in ordsr to meet success-
fully the efforts of France and England. In Vienna, however, they stuck
obstinately by & peculiar misinterpretation of strength ratios, and
decided to wailt.

The Italisn Foreign Minister then officially turned down the Austrian
offer as inadequate, and Italy decided to make its entry into the war on
the gide of the Allies. Early in April 1915 this intention of Isaly could
be recoguized beyond doubt from several radiograms exchanged between Rome
and London.

On 26 April France, England, and Russia concluded in London & secret
treaty with Italy which obligated Italy to declare war ob Austria within
one month. In return, Italy was asswe=d of the fulfiliment of all its
territorial claims and sspirationms in EBurcpe, and alsc ¢of an equal share
in the division of Turkey. The content of the London secret treaty was
Xnown in its essential points in Viemna on 30 April.

On b4 May Italy denounced the Three Power Pact; on 23 May it declared
war on Austria-Bungary.

Apart from the previously mentioned information received by radio,
which -- from a militery point of vi -- must exclude anmy factor of
surprise from the start, the Austrian intercept service succeeded during
April and May 1915 in following the Ttalian assembly, especially behind
the Isonzo. But instead of taking the clearly rscognizable situation into
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account in any adequate fashion and massing strong forces in the southern
Tyrol to create the base for a rapid thrust in the direction of Venice, in
order thus to teke the entire Italian sssembly in the flank, the Austrian
command had its principal forces drawn up on the Isonzo front to await here
the enemy's attack. The consequence was that series of fruitless battles
ou the Isonzo which characterized the entire Itelo-Austrian War.

The entire conduct of the Austrien command is 211 the more incompre -
hensible, since the Austrian espionage service had succeeded during the
summer of 1914 in securing the most important Itelian code, namely that ,
for communications -of the higher staffs, which actually came into use short-
ly after the outbreak of the war and which gave the Austriens sn abundsnce
of excellent information.*

The Italien "Field Keys" had been sclved by the Austrians back in June
1915. To be sure, they were changed cn 10 July but the Austrien cipher
section socn found the sclution of the new ciphers. Subsequently, the _
Italiens changed their cryptographic systems very frequently, but this did
not help them much. XEarly in October 1915 they put the "Cifrario Tascebile”
into use, which the Austrians had bought long before the wer. It had proved
& profitable desal. :

For the rest, the “Cifrario Rosso" remsined in force for elmost & year.
Not until 30 March 1916 did the Itelien High Command forbid in e radiogram
further use of this system in radio traffic, "since the suspicion thet it
was partlally known by the enemy has been confirmed". In reality, it was
entirely known to the Austrians. On 1 April the new system went into effect.
Twenty-four hours later it had been solved by the Austrian eryptanalyst.

Probably rarely has & seguence of very important intelligence results
been used to so slight a degree as in the first phese of the Itelo-Austrian
War. And therewith the course of the entire campalgn was decided.

Not until the spring of 1916 did they try the obvious plan of a flank
attack. With several German divisions, which had been reguested and promised
&s reenforcements, they wanted to do what & year before would have been
correct and might have been crowned by success, but what now could no
longer be accomplished since the Itelians had meanwhile materielly strength-
ensd the Tyrclese front. There was the added faect that the requested German
divisions could not be spared, because the bleeding of the German army
before Verdun had exceeded all expectations. The Austriar command then
decided on an attack with its own (inadequate) means. As might be expected,
after initial successes at Asiago and Arsiero, the attack bogged down and
had to be broken off, because the Brusilov offensive had started which
brought the entire Austrian eastern front into retreat.

¥ Tis was the so-called "Cifrario Rosso" which was uded for traffic
between the general staff and the army command. .
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In connection with this Austrian atiack, thers was 2 piece of deception
which we shall not allow to pass without mention. In order to mislead the
Italians and to force Cadorna to hold his operztional reserves in reediness
behind an entirely different sector, the decision was reached at an Inter-
view between General Ronge, Chief of +the Austrian Evidenzbuero, and
representatives of the German Geperal Staff to carry out a deceptive action
on a large scale based on experiences of the intercept service. The Itallans
were to be fooled into believing that & German army was being brought up.

The only chance of success was by using the radic. The entire action had
" to be prepared very conscientiously and carefully, and cerried out with the
game care, 1f it were to succeed. For the execution of this action, & staf?’
was formed, at the bead of which stood the German von Bonin, at that time
Major in the General Staff. BHe vas charged with the tactical management of
the deceptive measures. For the technical exscuticn, & German radio company
was employed which was under the command of the then Captain Meydam. Further-
more, & battalion of mountain light infentry was detailed for the purpcse.

The plan was to lead the Itellans %o believe, over the space of several
weeks, that a German army, the headgquerters of which had hitherto been in
East Prussia (as far as I recall it was the Tenth Army) was moving up into

the Kdrnten area.

Mesawhile, it had become known to the Austrians that the Italians were
preparing for a new attack on the Isonzo.

The radio company detailed for this deception had four heavy and four
medium mobile radio stations. They began by beving two of the heavy stations
and a company of mountain infantry change trains as conspicucusly as possible
in Munich. The leader of the transport had his men drswn up before the train,
gave them a series of general instructions, end then enjoined upon them the
utmost secrecy. 'No cne needs to know thet we belong to & German army going
to the Ttalian theater,” he declared at the end. The grins of several by-
gtanders showed thet the first seed had fallen on fruitful scil; the innate
need of the German to tell scmething would take care that within 24 hours
hal® of Munich would know all about the sending of & German army to the
south.

During the transport, these people had @O show themselves diligently,
and to drop mysterious hints. At the location selectad for army headguarters,
they set up the first of the heavy stations. The transmitier was: tuned up,
and then commnication was begun with two Austrian ermy redio stations. Om
the following day, the second heavy radic station was set up at a distance
of scme 15 kilometers. Both stations irmediately entered into regular traf-
#4c with one another. For their radio traffic they used & cipher which had
been produced especially for this purpose by the Austrian cipher expert
Captain Figl; it was so constructed that the Ttalians could not fail to
solve it, but the intention to mislead mist not be evident in any event.

For the rest, the manner of bandling traffic at the German stations differ-
ed markedly from that of the Austrian stations so that both stations could
not fail to be recognized at once as Germans.

A radiogram of this "army station” wes transmitted to the garrison
radioc station at Munich with the request that mail arTiving there for the
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staff of the Tenth Army be sent to ... in the Tyrol. ther messages went
vie Munich to K8nigsberg and had reference to the handling of supply,
preparation of quarters for the troops, forwarding of mail, and the arrival
of single formations belonging to the Tenth Army.

A few days later the two remeining heavy radio stations arrived in the
area picked for the fake assembly, and entered into commmication with the
"ermy radio stetion" and with each other. They were supposed to represent
corps stations. A second and & third company of mountain troops also
errived; they too had to show themselves as much ag possible in the
"apsembly ares”; they were quartered now in this and now in thet place,
end special billeting officers went through the entire region and labeled
buildings and barns with the numbers of formations belonging to the Tenth

Army.

; At intervels of two days, the nine medium stations errived and enter-
ed into traffic in the manner prescribed for them. They were supposed to
pess for divisional stations.

. The treffic grew more and more animated. The content of the messages
novw referred to the esrrival of individual units, and had to ke composed
very cerefully in order to make the fake transport movements agree with
the capacity of the Austrian railways.

In order to help the Itelians in their task of decipherment, various
intentionsl errors end breaches of radio discipline were made; z few mes-
sages were sent in plain text. The handling-of the entire traffic was
mensged 80 that the new radioc net could not help but stand out clearly
from the Austrian plcture. It was intended to reveal to the Italians
the entire "assembly area" of the German Tenth Army.

Now it was most important to escertain how the Italian intercept
service wes reacting to this little game. A few deys efter the first
stations had sterted operations, an Itelian instruction to their owm
radio stations was intercepted and deciphered. It called for & limitation
of their own operation so &s not to "disturdb interception of the German

- gtations which had just eppeared.” A day leter came the instruction "to

follow most cerefully all traffic at the Germen stations, since this wes
most important.” A few deys later several telephone conversations of the
Iteliens were intercepted from which it could be recognized that the op-
posing Italian forces had been ordered to wateh for any relief in the
enemy lines and to ascertaln when the first German troops showsd them-
pelves et the front. A couple of Austrian horse-irawn batteries, to which
& number of German mountain troops had been asasigpned, had to drive around
behind the front, go into position, fire a few shots to get the range,

and thus little by little indicate the arrivel of the German artillery.

Soon it could be noted from intercepted Itelian radio traffic that
the Itelians were beginning to strengthen the opposing front and to set
up operational reserve units behind it. The ruse had succeeded.

On 13 March 1916 Cardons began his fifth battle of the Isonzo. It
brought him no more success than the four preceding; incidentally, be was
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holding a considerable portion of his troops behind the Kérnten froat in
expectatiocn of the "German attack.”

But the Austrian offensive on the Tyrclese front suffered a greet
delay through enormous snowfalls which made the entire district impassable.
Instead of beginning in mid-March, it did not get going until &wo full
months later.

A few days before the Austrian attack in the Tyrol, the deceptive sta-
tion set up as "army radio station" began sending time signels for setiing
satches. This had always been a signal for an impending large scale attack.
German mountain troops appeared at various points on the front, and had to
carry on telephone conversations which they were sure would be heerd by the
Italian intercept stations. Twenty-four hows before the attack, all
Austrian artillery assigned for the deceptive game began drumfire oo the
Italiar positions, while already, on the day before, the redio stations had
sent ocut orders for a change of poeition and then ceesed sending; only the
main radic station sent out mysterious X-signals.

Then the Austrian attack on the Tyrol broke loose. After initial sue-
cesses it bogged down and ended indecisively. It had been prepared and
carried cut with totally inadequate mesns.

Socn the Austrisn intercept service was able to recognize the bringing
up of Italian reenforcements. In the night Zfrom 19 to 20 May, an Italian
rediogram was deciphered from which dispositicns for a great Italian counter-
attack wers learnmed. At 3 o'clock in the morning the decipherment was
completed; an hour later the orders for countermeasiures to break up the
attack were already going out. On 1 June the Austrian intercept service
recognized the appearance cof 2 new Italian redioc stetion in the region north
of Padua. Here the Italians were preparing strong forces for & greaet
countercffensive.

Meanwhile, in the east the Brusilov offensive had started. Reenforce-
ments had to be sent hastily at the very moment when the superiority cf the
Italians on the Tyrolese front wes increasing greatly. Part of the Serritory
gained had to be sacrificed. The entire operation fizzled out without last-
ipg resulta.

General Hoffmann later called the First World Wer the "War of missed
opportunities,” i.e., of opportunities missed Dy Germany to .end the war .
decently. I should prefer to call this war a “rar of halfwey measures," or
the "war of inadequacies.” From beginning to end these appearsd on all
sides, but they were especially bad in the Italian campaign.

The whole sction should have been based on & really big and decisive
operation. A deceptive maneuver of the kind described above can be effect-
ive only once; it is bardly possible to repeat it with any prospect of
success. Therefore, one should have saved these deceptlve measures for a
cmge where their exacution must be really profitable. Instead, they made
use of it where its effectiveness was allowed to peter out. The Austrian
attack was made with too feeble forces. When it was done, history recorded
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another battle, but the Austriens had to write off what was in and of itself
an excellent ruse which they had wasted uselessly.

Since the war between Itely and Austrias developed chiefly as a war of
position, the "Penkelas" achieved speciel importance here. One of the princi-
pel reasons why all Italian attecks, particularly on the Isonzo, failed, lay
in the fact that ell preparations of the Italians were recognized by the
Austriens in good time by listening to their telephone conversations, so that
the necessary defense measures could be taken, Of course, the Italians like-
wise eavesdropped successfully on the Austrians, so that in this field things
were equalized in the long run.

The Austrian intercept service in this theater attained its greatest
importance in connection with the German-Austrien offensive in October and
November 1917. Down to the autumn of 1917 the Austrians, thanks to thelr
intercept service, had been able to frustrate all Italian attempts &t an
offensive and to maintein their front. Nevertheless, in September 1917 the
situation was 50 tense that the Centrel Powers decided on & large scale
attack. Nothing less could give the Austrians & breather.

The Austrien intercept service had learned meanwhile that the sector
Flitsch-Tolmein seemed best suited for such an attacdk, in view of the grouping
of the Italian forces. It was decided, therefore, to choose this sector.

The German Fourteenth Army was directed into this area and was to foree a
break-through.

From 24 to 27 October followed the mttack and break-through under the
commend of Genersl Otto von Bulow. On the 28th Udine was occupied. Advanc-
ing elong with the adjoining Austrian armies, the Tagliamento was crossed
early in October. The Itelien radio serviece had been thoroughly disorgen-
ized by the German attack. All movements of the Italians, all plans, and
the entire constitution of their front could be recognized clearly. Scarce-
ly hed one of the Italian radio stetions taken up & new position when it
ennounced in plain text "I am packing up," and then announced its new loca-
tion. That showed that the retreai was continuing.

The entire offensive becems & triumph of the Austrian intercept service.
Soon, however, two .things became evident from the intercepted redio traffic:
first, that the Western Allies were bringing up strong forces o support the
Italiens; and secondly, that & strong new defensive front was being formed
on the Plave.

On the Austrian side they were uncertein respecting the strength and
orgenization of the new front. Then a long message from the chief of the
Italian redio service gave absoclute clarity. In its address this message
listed all the higher units with the locations of their staff radio stations.
This betrayed the entire organization of the new battle alignment, but showed
that the ermy group opposing the Austrian and German troops was far too
strong for the latter to think of overrunning the new front. Therefore, the
decision was made to break off the offensive. Henceforth, the Piave remain-
ed the new front line. )
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In suming up, we must say that the regults of the Austrian intercept
service during the entire Italisn campaign were SO abundant and good that
at times they far exceeded the results of the intercept service on the
Russian front. Strangely enough, full advantage of this was never taken,
except in connection with the 1agt described attack in the fall of 1517.
But at that time the proper moment had already been missed, dus to general
political and military developments.

The struggle was to {lare up oncs more ol the Anstro-Italian front in
the summer of 1918. Early in March the Austrian intercept service noticed
that the English and French had begun €o withdraw their troops from Italy.
By mid-March i¢ could be clearly seen that only the French XIT and the
English XIV Corps were laft.

The Austrisn atiack was planned for mid-June. The intercept serviece
began in the spring to strengthen i1+s work because the listening stations
which had become “ree in the east could be profitably used here. 3By the
begirning of June more than 80 "Sankalas" hed been installed on the Austrian
southwest front.

The Austrian radio intercept stations also found & Sruitful field of
activity. There was, to be sure, oD the Italian side a2 gensral order to
use radio only in urgent cases, but the chief of the Isalisn army radio
service required daily reports Irom all nis stations, so that the Austrian
intercept service was very well supplied with meterial day by day. The
gituation remind=d one of the fairest days of the war in the east. All
the prerequisites for the success of the Austrian attack weres at hand.

But in this case the equalization of strength in the intercept field,
which I have mentioned several times, showed up in en especially striking
fashion. Not only had the Austrians beex listening pk triocusly, but so
had the Italians. Iz spite of all orders to the contrary, to= Austrians
hed used the telephones inceutiously. The preparations for the attack,
and even the precise howr of attack, had become known %o the Italians.
They abandoned their front lines and deluged the sdvancing Austrians with
a hail of shells from batteries which had likewlise shifted their positi
in time. The Austrian artillery preparations had been wasted on an empty
area; the second Italian defense line was well equipped. The Austrian
attack failed and the losses were heavy. ‘

A SECOND "ZIMMERMANN"

The description of the affair with the Zirmermann telegrsms above has
shown that the Allies during almost three years of World War I were in a
position to decipher the diplomatic traffic of the Berlin Foreign 0ffice
and to derive a great deal of profit therefram. In regard to Austria,
something similar occuwrred in the course of the war, although in quite
different form, end, indeed, in the following way:

Since 1913 Count Czermin had been in Bucharest as the Austrian
ambassador. He was & diplomat of the old school, and likewise a polished
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society mar and cavalier who not only knew his job but also knew how to take
life in an agreeable fashion. Just when the event we are about to describe
took place I cen no longer recall exasctly, but I believe it was before the
outbreak of World War I. Count Czeranin had taken & little ride in & cab and
then gone into a cafe to spend & brief hour. While he was talking with a
lady of his escquaintance at one of the tables, it suddenly occurred to him
that he had left his brief case in the cab. He excused himself, hastened to
the cab, which was waiting for him, ounly to discover that the brief case had
vanished. The cab driver could give no explanation; he had left his carriage
for & little while and claimed that he had not noticed a brief case in it.
In this brief case there were & number of extremely important documents,
including the cipher used by the Austrian embessy in Bucharest for communi-
cation with Vienna.

Count Czernin immedistely reported the matter to the Bucharest police
who willingly promised their aid, and immediately began investigations
concerning the whereabouts of the brief case. Three deys later Count Czernin
got back his brief case undamaged and with all the contents.

Conscientiously Count Czernin had informed Vienna of the occurrence, and
offered his resignation. Emperor Franz Joseph in his courteous fashion de-
_elined to accept the resignation, called the matter a regrettable oversight,

and reguested Count Czernin to continue in office. With that the whole
effair was settled, and in the Foreign Office in Vienns it pnever occuwrred to
anyone to change the cryptographic system, although its continued use
contravened all principles of security; for any document which has been in
strange hands for even & few hours without control must be regarded as
compromised.

The first phase of World War I ran its well-known course. The attitude
of Romenie toward Austrie became cooler and cooler; relations grev more and
more tense; and finally, at the insistence of Russia and the Westera Allies,
Romanis declared war on Austria in August 1916.

The course of the campaign was not what had been generally expected,
end after & few months the Romanian army was crushed and Romania was conguers=-
ed. Russia had not been able to give adequate assistance because, from a
militery point of view, Russia itself had already been forced to the
dafensive.

When the Austrian troops had occupied Bucharest, the dwellings of mem-
bers of the former Romanian Government and other persons of high station -
were searched. There in the ettic of the villa of the former Romanian
Prime Minister Bratianu was found & box of photographic negatives. When
they were studied more closely and the individual plates checked, some
turned out to be photographic copies of all the documents which had been
in the brief case of the Austrian ambassador, Count Czernin, at the time
of its loss, among them the secret cods. The Romanians had, therefore,
been in a position to follow the entire telegraphic correspondence of the
Viennese Foreign Office with the Austrian embassy in .Bucharest, and also
to decipher all messages enciphered in the same system and radioed to
other Austrian embassies.
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Meamrhile;, Count Czermin had become Austria's Minister of Forsign Aff=frs.
Not until now was the cryptographic system of the Foreign Office changed. EHow-
ever, the damage could not be repaired, for in 1917 the war bad been virtually
decided. ' :

On the one hand Zirmermenn, on the other Czernin! The Allied secret
service could be quite satisfied with the Centrel Powers, since copies of the
Austrian diplomatic secret cods had been supplied to France end England by
the Romanians.

It seems almost incredible that the two powars which had develop=d the
intercept service to a high degree of perfection during World War I and whose
military operations were pased to & very great extent on its results, which
therefore knew very well how exposed the communications of a country or of an-
army are to the esttack of an enemy, should have displeyed at times suck utter
unconcern in respect to their own commnications, &n unconcern which could
bardly be exceeded.

TEE "JUDGMENT OF GOD" AND ITS EXFLANATION

During World Wer I ¢here wes & German scldier song which contaiped, among
others, the following couplet:

...For this campaign
Is no fest train... o«

Although in general there is little logic and sense %o soldiers' songs,
the accuracy of this verse could mot be disputed. From a campaign al express
speed, such &s had been expected iz August 191k, there developed one which &t
best had the spesd cf & slow freight, and this was trus on all fromts. There
was only ope exception, and that was the campaign 1916-17 against Romania.

In four months this action was carried out from the beginning to & completely
suceessful conclusion, and the enemy Was utterly beaten. In those days in
Austris and Germany they spoke of the Judgment of God which had fallen on
this country. But they were careful never even to hint at what had really
brought on this "Judgment of God."

In 1513 Romanis had renswed its tresty of alliance with the Ceatrzal
Powers. The condition fer=any active participatlon in the war by Romanila
on the sides of the Central Powers was that the ettack must not be mede by
the Central Powers, and that Italy should immediately enter on the sid=s of
Austria and Germany. BHowever, since Austria hed let loose the war by its
attack on Serbia, and sincs Italy took & walting attituds, Romania tro-
clzimed its peutrality om 3 August 191L. After the daath of King Charles on
10 October 151k, it became more and more evident from month o month that
Romanis was twning more and more to the Allies. At the time of my sojourn
in Romania in the spring of 1515, I could feel plainly that sympathy for the
Central Powers had receded greatly, and that the question of entering the
war on the gide of the Allies had become merely ons of tim= and of & favor-
able opportunity. '




Strengely enough, people in Austrian and Germen officiel circles simply
would not believe this change. The Austrlan smbassador, Count Czernin, sent
to Vienns one report after the other in which he emphasized Romania's love
of peace and stressed the fact that he, as representative of Austrie, was
being treated by &ll organs of the Romanien Government in the most respectful
end cooperative fashion and that he wes constently being essured that
Romania's entry into the war against Austris was a2 thing which could not even
be discussed. The German ambassador took & similar position in his reports.
On the other hand, the Austrian military attache had his eyss wider open.
From the spring of 1916 on, he reported earnest militery preparations on the
part of Romanie which by their very nature could only be directed egainst
. Austria. The difference of opinion between the Austrian ambassador and the
military ettache went so far that an open conflict broke out between them.

T+ must be admitted thet the ‘Romaniens were able to decelve the diplo=-
metic representatives of the Centrel Fowers in masterful fashion regarding
the true ettitude of the government. The two ambassadors were invited
on every occasion, the "traditional friendship” with Austria and Germany
was diligently stressed, end the existence of any tension or of causes for
conflict was positively denied.

Since the Romenien Government was in possession of the Austrian code,
it could follow precisely the effect of its deceptive measures by reading the
telegrams sent by Count Czernin to Vienna. For the Romanians it was an
extremsly interesting plaey which was golng on here behind the scenes.

Now while the officiel diplomatic representatives of the Central Powers
continued their reports from the point of view that the Romanian Government
intended to meintein ebsclute neutrality, the reports of the Austrian military
atteche took on more and more & tone of waerning, especially after the begin-
ning of the Brusilov offensive. These warnings finally led to & common
consultetion of the chiefs of steff of Austrie and Germany during which it
wes decided to set up &n increased security force along the Transylvanian
border. A new Austrien First Army wes formed, with 2 new German Ninth Army
at its right; but both consisted sclely of worn-out formations which had
been withdrawn from the Russian front for rest and to be brought up to
strength. Many of them consisted of very scant remmants without eny fighting
strength and needed to be built up almost entirely from new personnel. This
was done without eny haste because nobody believed there was any serious
threat to the Austrian border in the southeast.

Msanwhile in Romanis they were prepering for the attack; above all,
the Russisns urged Romanie's entry into the war. On 27 August 1 L6, on &
quiet Sundey afternoon, the Romanian ambassador in Vienna delivered & long-
winded declaretion of war, while in the same hour the Romanian troops began
their advance. .

The moment of Romanie's entry into the war could not have been better
chosen, for the Austrian offensive in Italy had bogged down and the Austrian
troops there were engeged in severe defensive fighting. The Brusilov
offensive was progressing beautifully, and a thrust by the Romanians could
tie in with the advance of the Russians. Germany and Austria had their
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hands full trying to stop this Fussian advance. Furthermore, Germany was
badly tied up in the west bafore Verdun. Morecver, possession of the Austrian
diplomatic code gave the Romanisns extensive informaticn and a feeling of
great security. They were convinced that the collapse of Austria was impend-
ing, and that for the Romenian army it would merely involve more or less of

a picnic. They had to bwrry in order not to arrive too late for the division
of the spoils.

Tha Romanian declaration of war was directed only against Austria-
Hungary, but pnecessarily and automatically it involved Germany too. Thes fimt
result of this declaration of war was the resignation in Germany of General
Falkephayn as Chisf of the Geperal Stafl; the failures at Verdun and the
eriges on the Somme had helped dring this about. Hindepburg, with Ludendor??
as FTirst Quartermester General, replaced Falkenhayn, while the latter assumed
command of the German Ninth Army against Rom=nia. General Arz von Straussesn-
berg commanded the Austrian Pirst Army. On Bulgerian scil along the southern
#vontier of Romenia stood the Danube Army under Generzl Kosch and the
Bulgarian Third Army, the latter facing the Dobrudja.

The Romanians had marshaled their main forces on the Transylvanian border.
Irmediately after the declaration of war, they started an attack on Transylvania
#rom the east and the south, using an encireling operation with greatly
superior forces against the German Ninth Army. Fighting a delaying action;
the German uniss withdrew while the Romanians pressed forward over the easterm
apd southern Carpathisns and turned in the direction of Klausenburg.

The Austrian and German intercspt service had donme no work ageinst
Romania until shortly before the outbreak of the war; in fact neither Romanian
diplomatic nor ermy radic trafflc bhad been monitored. Now and then they had
listened tc Romanian stations, but that was rather due fo accident. Con-
saquently, the Central Powers had no special experience with the handling
of Romanian radio traffic before the end of July 1616. Not until early
August were several receiving stations comnitted by the Germans and Austrians
to begin a systematic momitoring. However, during their assembly the Romanians
had been so cautious in their use of radio telegraphy that very little infor-
metion could be gleaned. When war broke out on 27 August, the German and
Austrian intercept service faced and utterly new problem. ‘

The picture chenged, however, within a few days. Scarcely had the
Romanian advance gotten under way, and scarcely bad the first engagement
resulted, when the Romanians began to use the radio to thair hearts' content
and, to be surs, in a way that would have made the ineautious Russians of
3.91{& turn pale with eovy. They radioed with fixed call signs in plain text;
gave the names, numbers, and designations of troop units and formations; sent
back all rsconnaissance reports in plain language; and recsived their instructs-
ions and commands in clear. Of course, they used cipher for a large part of
their radiograms, but this was done with so little skill, and the oumber of
plain-text messages gave the Austrian cryptanalysts so many clues, that ths
eryptographic system was solved in a very sbhort time.

And now on the part of the German and Austrian intercept service began
s activity vhich was and remained unique during the entire war. The number
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of translators was hardly sufficient to translate all the intercepted mse-
sages. The evaluators were busy dey and night turning the results into
gitustion reports. In a short time they had & clear picture of the organ-
ization, strength, and intentions of the enemy, and of all of the diffi-
culties which the enemy was experiencing in respect to supply and communi-
cations. Through their own radio traffic the Romanians gave awey their
operational and tactical gitustion so completely that even the handling of
radio traffic by the Russians before end during the battle of Tannenberg
seems simply superb in comparison with what went on here. For Tannenberg
was something thet happens only once, and one had to excuse the Russians
becsuse of the novelty in the use of this modern means of communication.
Meanwhile , however, there had been two years and the Romanians of all
people should have drawn & lesson for their own army from their practice
in intercepting Austrian radio traffic. But now they acted as if they had
never encountered the idea of an intercept service.

Gepersl Falkenhayn seized the opportunity which was thus offered him.
Every three hours the radio evaluation center of his operational section
had to supply 2 situation report on the enemy. For four weeks he withdrew
into the interior of the country, deceiving the enemy. Then the situation
was such as he reguired for his blow. From 26 to 29 September he crushed
the Romenisn left flank near Hermannstadt: in the following weeks he broke
through the center of the Romanian line of battle near Fogaras, and immediate-
ly afterward in the battle before the Geisterweld drove the enemy back on
Kronstadt. On 8 October Kronstedt was taken; on the 10th the passes of
Tirgburg and Predeal were occupied. At the same time, on the left of the
German Ninth Army the Austrian First Army attacked the Romanian right wing
and threw it back. Transylvanlas was reconquered within two weeks.

In the meantime, the Bulgarien Third Army had begun its attack from
the south against the Dobrudje. Collaborating with the Bulgarians, the
Austrien intercept service had set up & central office in Sofia, and from
here was sble to give the Bulgarian army valusble suggestions. Om 6
September the bridgehead Tutrakan was taken; on 9 September Silistrie
was occupied. After the loss of Konstanze the Romanians withdrew from
the Dobrudje late in October, and left the protection of the mouth of the
Danube to the Russians. ;

The first phase of the campaign had broken over the Romanian army
l1ike 2 thunderstorm. It could happen as it did only because the Romanian
radio service supplied the enemy with all the details required by its
intelligence service. It was a play with a grotesque charm which one was
watching here; if anyone were to describe the details of the operations
carried out on the basis of intercept results, it would give a story
comparable with the most thrilling detective story.

The Romenisns were deeply impressed by the precision with which the
enemy was acting and, like the Russians in their day, were convinced that
treachery was involved. They looked for traitors, replaced men in various
positions, court-martialled a number of high officers, but in the main
allowed their radio to operate in the same old way. They merely changed
some cryptogrephic systems and did so with the cooperation of the French
military mission which had meanwhile arrived.
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But it happened that in the deciphering office of the Ninth Army there were
two deciphsrers whe had worked for some time solving Freanch cryptographic
systems. They were acguainted with a definite French tendency to be system-
atic. With the accumulated traffic, amounting to some &0 messages, they
attacked the new system, acd within six days achieved complete succ=ss.

All told, the German and Austrian intercept service received and processed
during the first two months of the war no less than 6,240 Romanian

radiograms!

Meanwhile , the Romanians had once again pulled themselves togsther for
determinesd resistance, and opposed all available troops to any further
advance of the German Ninth Army over the THrzburg and Predsel Pass toward
Bucharest. They were conovinced that the German attack would come here, and
omitted strengthening their left wing. This circumstance could be recognized
in all detalls from intercepted traffic. Falkenhayn therefore decided on a
mighty surprise attack against the Romanian left wing. In mid-November at
the Vulecan and Surduc Fasses tbhe right wing of the Army broke through the
Romanian position, overran the mein Romanian ferece on 17 November near Targu-
Jiu, and on 21 November took Craiova. The ocut-flanked Romznians then had to
abandon their resistance at the Roten-Turm Pass. On 23 November the Danube
Army, which had learned from intercepted Romanian traffic of the withdrawal
of scme units, forced a crossing of the Danube near Swischtow by & surprise
attack. The battle on the Argesul (1 - 5 December) ended with the defeat
of the demoralized Romenian troops and with the evacuation of Bucharest.
Covered by rear guard actions the Romanians retired behind the Sereth. The
Romanian campaign was then concluded and settled into a war of position.

The Russians, for whom Romania's entry into the war was supposed fo bring
relief, had been forced during the last phase of the struggle to send troops
of their own to aid the Romanians.

At the conclusion of the Romanian campeign, three-fourths of the Homanian
army had been annihilated and, save for & meager remmant, bhad ceased to
exist.

Later on, the lightning campaign against Romania was ascribed to the
outstanding strategy of General Field Marshall von Mackensen whose troops
occupied Bucharest., Actually, von Mackensen was nominal commander-in-chief
of the troops operating against Romania but only the "Army Group Mackensen”,
which was composed of the Danube Army and the Bulgarian Third Army, was
directly under his command. This southern group was assigned only a
secondary role during the entire campaign. The decisive operations took
place on the northern front, and the focal point here lay with the Ninth
Army. This army, however, would never have been able tc deliver such
decisive blows against the Romanians in Transylvania, and later on against
their left wing in the north, if Romanian radio traffic had been handled
according to modern principles of concealment. The only credit due
Mackensen came from the crossing of the Danube near Swischtow, the battle
of the Argesul, and the occcupation of undefended Bucharest. All this was
possible only thanks to Falkenhayn's operations - and thanks to Rom=nian
radio traffic.
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THE INTERCEPT SERVICE IN THE BALKANS

The various campaigns and operations in the Balkans during the course of
World War I were very largely influenced by the Austrian intercept service.
In & number of individusl actions the Austrians and Germans were successiul
solely because of the results of the interception of the technicel means of
communications employed by the enemy. To report on this in detail would far
exceed the limits of this work. However, we must not fail to mention that,
efter their landing at Salonika, the Allies on their part devoted very great
sttention to the intercept service and were especially concerned with pre-
venting intelligence material from reaching the enemy through their radio
traffic. The greatest triumph in securing one's own radio traffic against
enemy interception came for the Allies in September 1918. At that time,
the French 122nd Division and the 17tk Colonial Division succeeded in
maintaining absolute radio silence up to the moment of their commitment at
the fromt, sc that neither their disembarkation nor their transport to the
front was recognized by the enemy. According to an admission of the
Bulgarians, the element of surprise, which was thus gained, was the reason
for the defeat of the Central Powers in the Balkans.

BREST-LITOVSK

One of the main goels of the Bolshevik Government immediately after it
seized power was to bring the war to an end. Not merely the war between
Russia and the Centrsl Powers, but the World War as a whole and on all
fronts. This was the burden of the appeals which went out by radlo from .
Petersburg and Moscow. They were directed to the working population of the
Western Powers, and to their organizations and representatives.

But it soon appeared that the political power of these organs was far
too small to have any decisive influence on the attitude of the governments
of these countries. On the basis of this discovery, the Soviet Government
decided on seperate negotiations with the Central Powers to bring about &
separate peace. On 22 December at Brest-Litovsk conversations began between
the Russian delegetion headed by Joffe and the representatives of the
Central Powers whose spokesman was, in the main, Genersl Hoffmann. The
course of the negotiations is in general well-known; what is not known, how-
ever, are certain circumstances which will be mentioned here for the first
time.

The speciel character of these peace negotiations lay in the fact that
here there sat at the conference table to end war not merely representatives
of the two countries or groups of countries which were in a state of war,
but that here two philosophies stood opposed to one another, between which -
from the point of view of ideologies - there was no bridge; on the one side
were the representetives of militarism, imperialism, and capitalism; on the
other the representatives of radical socialism, of anti-militarism, and of
the internmational collaboration of the proletariat. From the beginning
this created & hostile atmosphere. There was the added fect that the
Bolshevik Government had only been in power a few weeks, and this in the
greatest continental country on earth. On the side of the Central Powers
there was, therefore, a very great interest in gaining insight into the
actual situation in the newly created Soviet Union as well as into the
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thoughts of its delegation. Accordingly, in all haste & large radic inter-

cept center was set up in Brest-Litovsk, whose task it was to intercept all

Russian internal radio traffic and to exploit it for the information of the

German snd Austrian delegations. A great stafl of evaluators and analysts
th linguistic ability was at work day and night.

A teletype line for direct exchange of telegrams with the Soviet
Government haed been placed at the dispcsal of the Russian delegaticn. The
Russians even had permission to use cipher. The Hughes teleprinter at
Brest-Litcvsk was operated by Russian personnel.

Without the Russian telegraphers' knowing anything about it, other
teleprinters had been wired in parallel with the Hughes teleprinters used
to transmit telegrams. The tapes produced heres went at once &C the crypt-
analytic bureau set up especially for the purpose, where 15 cryptanalysts
were sitting ready to begin work at once. Cn the third day of the proceed-
ings the Germen cryptanalytic service succesedsd in solving the cryptograpailc
gystem used by the Russians. From then on, all incoming and outgolng tele -
grams could be deciphered, and General Hoffmann received their content
currently; sometimes the descipbersd messages were laid before him during
the conversations.

Aside from these two intercept devices, there was 2 third listening
device installed in Brest-Litovsk. In the confersnce rcom of the Russian
delegation the Germans had installed in the chandelier several microphones
from which well-disguised leads ran %o & listening room. Eere sat several
interpreters vho toock down in shorthand the conversations cf the Russians.
Mcreover, behind the wallpaper in the living rooms of all members of the
Russian delegation there had been conceeled & series ¢f microphones from
which there were leads to the above-menticned listening room. Thus, every
conversation of the Russians could be heard.

The pe=t result of these three listening devices was that the chief
pegotiator of the delegation of the Central Powers was not only very well-
{nformed at all times regarding the sometimes very unclear situaticn with-
in the Soviet Udion and regarding the actual power ¢f the new govermment,
but was also informed regarding all instructions which the Ruszian dele-
gation received, all reports which 1% sant to Moscow, and all ideas discuss-
ed within the delegation. They knew precisely how far they. could go, how
#ar the Russians weres ready to go, and what they could answer to the threats
of Joffe and later of Trotzky. The Russian delegation could bring up any-
thing it wished, but this d4d not make the slightest impression on General
Hoffmann, since he often knew the enemy's situation better than the Russians
themgelves.

Tyice it happened that Genaral Foffmann said too much in the heat of
dsbate so that the Russians noticed that their correspondence with Moscow
was being read by the Germans. Thereupon, they changed their cryptographic
system but this too was broken in barely a week, and the total picture was
now the same as befor=. The Russians, from a technical standpoint, found
themselves in a hopeless defensive position and could not go a single step
forward. Then on 10 February 1918 Trotzky declared that Russia regarded
the war as ended and would dispense with a formal treaty of peace. EHa then
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broke off the negotiations.

On the German side this step by the Russians was used as & pretext for
doing away with the armistice; beginning 18 February 1918 German troops
occupied Livonia and Esthonia as far as Narva and thus threatened Petersburg.
The Soviet Government found itself foreced to give in, and on 3 March the
treaty was signed at Brest-Litovsk.

Meanwhile, a government had been formed in the Ukraine which was guite
independent of the Bolshevik Government; it had come intoc being with German
support; on 9 February it concluded = separate peace with Germany and Austria-
Hungary which provided for the entry of Germen and Austrian troops into the
territory of the Ukraine. Beginning 18 February the troops of the Central
Powers merched into the Ukraine, occupied Kiev, Odessa, and Kharkov, and
eerly in May mdvanced to the Don. In the south the Crimes was occupied.

In spite of the conclusion of peace the situation in the east remained
very strained, indeed - from a military point of view - it became still less
favorable than it had been up to February 1918, since in the enormous expanse
of the western and eastern Ukraine there was stationed only a relatively
thinly distributed force of the Centrsl Powers. The Soviet Government on its
part now set about orgenizing with great zeal a new "Red Army,"” and let it
be recognized that it had no thought of tolerating permanently the situation
in the Ukraine.

It was now necessary for the Central Powers to keep an exceptionally
watchful eye on the development of the situation in the Soviet Union, in
order to be protected from surprises. A wheole net of radio intercept
stations was set up by German and Austrian troops in the Ukraine and in
the occupied northern territories, in order to monitor the entire radio
traffic within Russia. The results were so good that actually 2 completely
clear picture could be secured currently.

Along with their entire governmentel apparatus, the Russian also had
to reorgenize their entire radio service, and in the early months they made
the same mistekes a2s once before by sending out their measures and arrange-
ments all too frankly into space. But they soon made up for this error in
enother wey. They began to send over their high-power transmitters & propa-
genda cempaign in the German language which was directed %o the German and
Austrian soldiers. These transmissions were intercepted by all German
receiving stations, and despite all security measures were soon trickling
through everywhere. The Germen and the Austrian soldiers, weary of war,
filled with the guestions of a new social order, were eager to hear and to
ebsorb what was coming out of this land of consistent socizlism. The
reports of the Russien transmitters, however, were calculated to undermine
confidence in the leading class of one's own country. The system of radio
propaganda, used here for the first time in history, began to bear very
serious fruit in the summer of 1918. The war in the east was ended, to be
sure, but - and this signified far more - the troops which had been left
there began to drop out of the picture as a dependable military force for
the Central Powers. At that time Russie was the first country to recognize
and meke use of the value and power of modern radio propagands.




COMPIEGNE

The First World War showed during its course a pumber of parallel ineci-
dants in the intercept service, som= of which strike one as remarkable, some
as downright comical. The first of these parallels is between the battle of
Tannenberg in the east, and the Battle of the Marme in the west; the last is
between Brest-Litovsk in the east and Compiegne in the west.

In the negotiations at Brest-Litovsk +the Germans listened to all
communications from and to the Russian delegation, and deciphered them in-
sofar as was necessary. 1o the forest of Compiegne the same thing occurred,
slthough in an abbreviated and simplified form.

On 8 November 1918 the German armistice delegation headsd by Erzberger
arrived st Allied Headquarters in the Forest of Compiegne. It remained
there until 11 November. During this time all telegraphic traffic of the
delegation was deciphered by pembers of the Deuxiems Buresu of the French
General Staff, Even the famous dispatch to Erzberger: "Try for milder
terms; if not obtainable, sign paverthaless." was deciphered by the French.
To & certain extent, this decided the fate of the defested partner in the
negotiations. The intercspilon ané decipherment of the German telegrans
to and from Compiegne were the last act of the intercept service duri
World War I.
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THE GERMAN INTERCEPT SERVICE

AFTER THE END OF WORLD WAR I

The collapse in the west and the armistice in the Forest of Compiegne
anded the First World War. At least in the west. In the east the struggle
went on in & new form; in the Uxraine, in the Baltic provinces, and along
the Polish frontier, since the Poles had announced extensive claims and had
set up & new army, and since there wvas fighting in the border regions. Om
the German side, volunteer corps were formed. In Berlin the National
Ministry of Defense was created; & smell remminder of the general staff
took up its work anew.

The German intercept service likewise began immedimstely, under the
changed conditions, a task adapted to the new gituation. All garrison radio
gtetions were reoriented for intercept service, which they had to carry on
along with their own traffic. It was & question of following developments
in the Soviet Union where civil war had flared up. Moreover, the situation
in Hungary regquired the closest attention. In Berlin, in Friedrichstrasse,
g new central office was set up for the intercept service and the crypt-
analytic section. The then Lieutenant Colonel Buschenhagen took charge.

He had been concerned with the German radio deception in Italy and had sub-
sequently worked in the intercept service at Grand Headquarters.

This newly crested office bore the designetion "Volunteer Evaluation

f£fice of the OHL" and consisted at first of a small group, which was still
more reduced in & short time when various participants found more promising
jobs in private lndustry. Buschenhagen now endsavored to create & new group
which would form the basis for the subseguent development of this branch of
the service. At the same time & Captain Selchow, who had likewise been
ective in the intercept service during the war end had for & time headed the
eryptanalytic group of the OHL, set up 2 bureau in the Foreign Office which
wae occupied with the development of cryptographic systems and their employ-
ment in diplomatic correspondence and also - and this was the novelty =- with
the decipherment of foreign systems. The assignment covered foreigm diplo-
metic radio traffic.

Thus after the end of the war there ensued the typical German phenome-
non, that instead of combining all energies to attein the greatest possible
useful results, there began 2 splitting up, & struggle between rivals. To
the outside world the creation of the two bureaus was justified by saying
that the "Buresu Buschenhegen" was to occupy itself with eryptanelysis end
evaluation of foreign military radio traffic, while "Bureau C of the Foreign
Office" was to carry out cryptanalysis of foreign diplomatic cryptographic
systems. In practice, however, it was by no means easy to draw the line
between them since the redio traffic of & militery attache, for example, can
fell both into the military and into the diplomatic circle of interest.
Furthermore , in solving a cryptographic system it is an open question where
the content of the messages to be deciphered will lie. Furthermore, =
cryptographic system - no matter where it is used - is simply 2 crypto-
grephic system, which has to be solved by the same methods without regard
for the use to which it may be put.
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The methods of cryptanalysis had to be the same, naturally, in both
bureaus, and the experience and practical application wers the same. Any
knowledge gathered in one of the two bureaus must also be of value to the
work of the other.

With rational collaboration between the two offices, it would have been
possible in the long run to avoid duplication and one could have employed
the scanty perscnnel available in a restional manner. However, anyone who
knows German conditions will not be astonished if I tell him that, as soon
as the two offices had been set up, there sprang up a mutual jealousy, an
effort on the part of each to cut-strip the other, to find out .as much as
poseible from the other without giving anything in retwrn, and to hold
itself apart as ®ar as possible. There wvas an attempt, to be sure, to keep
up appearances and to arrange a sort of exchange of ideas, but from the
beginning these attempts were not based on any honest intention, so that
no really sensible collaboration came about, either during the period of
organization of the two buresus or later. Of cowrse, with the small number
of really high-grade cryptanelysts available, this meant a very impractical
use of talent and many years passed before the two offices had developed an
adequate number of good cryptanalysts.

While with Bureau C of the Foreign Qffice the main emphasis was on
eryptanalysis, in the control office of the intercept service of the
Naetional Ministry of Defense, the mein emphasis soon turmed to the field
of so-called evaluation, i.e., to the systematic piecing together of
pumerous single phenomena in foreign radio traffic for the purpose of get-
ting an over-all picture of the situation in the area to be observed.
That was to the point, and corresponded to the duties of an intercept
control station attached to the highest command of the armed forces of a
country. The-result, however, was that soon there broke out an eovious
competition between the sections "Cryptanalysis” and "Eveluation”, re-
gerding which more will be said lzter.

i As already mentioned, immediately after the end of the Great War,
fighting had broken out between the Poles and Germans along the newly
established boundary in the east. On the German side so-called Border
Guard Armies were set up; one Border Guard Army Scuth with its chief
command in Breslau, and a second Border Guard Army North with its chie?
comnand in the vicinity of Hammerstein. These consisted in the main of
volunteer formations; the command, however, already belonged to the cadre
of the newly created Reichswehr. Iz both Border Guard Armies evaluation
offices were set up for the intercept service, and the attempt was made to
interceapt Polish traffic both by radic and by wire. Since the Poles had
no experience in this field, they used their technical measns of communica-
tion in a very carefree fashion, and thus gave the German intercept serv-
ice a vast amount of good information. All preparations and plans of the
Poles, all proposed undertakings, and all details regarding difficulties
encountered in them were revealed to the German intercept service, so that
it wvas almost always possible to start countermeasures in time.

Here in the east there was a repetition of the situation which had
existed on the Russizn front during World War I. With the intermal
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gitustion of those days in Germeny, with the greet variety of political
currents, with the constantly recurring, severe internal tensions, with the
militia-like character of the relstively feeble border guard formations, it
would hardly have been possible to safeguard the German frontier in the
east to the extent it was, had not constant knowledge of events among the
Poles put the German command in a position to intervene at the danger points
in such effective fashion that the enemy was always forced to take the
defensive. Here the Poles had to pay the same tuition fees that the
Russians bad had to pay at the beginning of World War I. Of course, they
learped their lesson more quickly than the Russians and governed themselves
accordingly. We shall have something to sey on this polnt later.

TEE WINIKER CASE

Older readers mey perhaps recall az episode which occwrred in 1906 in
the vicinity of Berlin and which, under the title "The Captain of Koepenick,"”
formed & favorite subject of conversation for many years end, in & sense,
even became & part of German history. For those to whom this theme is new
we will report the occurrence briefly.

On & beautiful summer Sunday morning & small detachment of German
goldiers under the cherge of & non-commissioned officer was marching through
the little o0ld city of Koepenick, southeast of Berlin. In the vicinity of
the city hall, & man in captein‘s uniform met them, to whom the non-
commissioned officer reported his detail in accordance with regulations.
Thereupon he was ordered by the captein to march with him to “the Koepenick
city hall, since he (the captain) had the mission of arresting the mayor
because of serious malfeasance in office.

The non-commissioned officer saluted snappily, had his formation about-
face, and marched his little force under the command of the captain to the
city hall. The entrances were occupied, and the captain, along with the
non-commissioned officer and two men, betook himself to the office of the
meyor where the latter was tcld that he was under arrest because of serious
irregularities, and was tc turn over the keys, in particular that of the
city strong box, to the captain at once. This was done, whereupon the
mayor was led away, the detachment of troops departed; the captain remeined
in the buillding. On the following day it twrned out that the whole affair
was & bluff; the supposed captain had been a shoemaker, Wilhelm Voigt, who
had slready been convicted repeatedly. He had procured & captain's uniform
end relying, correctly enough, on the absolute obedience in the German army
to the insignia of & higher rank, had used this occasion to appropriate
with the aid of this small detachment, &ll the money he could lay hands on
in the town hall, and then had vanished with it.

There was & great deal of laughter about the affair later on, and it
was called "typically Prussien,” although people were inclined to admit
that it probably could happen but once. It probably was typically Prussian,
but it can be said thet it would only heppen once as far as the external
eircumstances were concerned; Koepenick pranks of like type have often
occurred in Germany especielly in Prussie; only they were less talked about.
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The event described above has been menticned here, because an event
which toock place in the summer of 1919 in the Border Guard Commend South in
Breslau reminds one vividly of the Captain of Koepenick, save that in
Breslau matters were far more serious.

One forenoon in March 1919 there appeared in "St. Petersburg Court” in
the Teichstrasse in Breslau, where the Army High Command (South) was
stationed, a gentleman in army uniform, having the insignis of a technical
officer with the rank of major, to see the head of the intercept service.
He introduced himself as Dr. Winiker, private scholsar and teacher at the
Institute of Technoclogy in Berlin, and declared thet he, along with all
students of this institution, hed placed himsel? at the disposal of the
Border Defense against Poland. He himsel? had been cordered to the Army
High Command (South) in Breslau by the head of the communication system in
the new Defense Ministry because of bis linguistic ability, and was now
placing himsel?f at its disposal.

Winiker gave the impression of & man well versed in the ways of the
world and possessing good manners; he was very sociable and in & short
time was known all over the place. Ee wes not & friend of much work, in
contrast to this, however, a friend of long drawn-out conversations and
gossip. OSince he possessed a complete commend of the Polish languege, he
was employed in the translation of Polish documents. He televhoned to
Berlin almost daily, especially to numbers in the Defense Ministry, and
made a great showing of his far-reachirng connections. Since his family -
ags be declared - was living in Berlin, he sometimes traveled from Breslau
to Berlin over the weekend, and as & rule, did not return until scme time
the following Monday. These trips alweys furnished him with more material
for chats in his circle of comrades in Breslau. It was rsther remarkable
that on his journeys between Berlin and Breslsu he nearly slweys met some-
one whe was very well informed on the situation in Poland. At that time
no one in Breslau attached any significance %o this circumstance, but on
the contrery, they were only interested in the stories told by Winiker.

A few weeks after Winiker's arrival, various secret peapers began %o
diseppear from the main office of the intercept service, as well as from
the office of the head of the communications system, to which the intercept
service was subordinate; these, however, generslly reappeared elsewhere.

As a rule, it so happened that they disappeared toward the weekend, and
reappeared on one of the first days of the following week.

It took a very long time before one began to pey attention toc the
legality of these happenings. After some time it was established that
the Poles at different times had information at their disposal which they
could have acquired only through treachery. In the meantime, Winiker
lived iz Breslau in a good hotel, boasted about his excellent connections
in Berlin and his private wealth, and, wherever possible, incurred debts.

The months passed until the beginning of August 1919. Then oz a
Saturdsy forenoon, there disappeared from the private office of the head
of the commnications system a strictly secret map, on which were minutely
drawn the complete wire connections of the Southern Army. This disappeer-
ance was. immediately discovered and created great excitement. Not until
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Monday, when Dr. Winiker failed to report for duty, did they become suspicious
and make inguiries at his hotel, only to discover that Dr. Winiker had
vanished leaving behind him nothing but a large unpaid hotel bill.

Now an investigation was begun which showed thet Winiker was neither &
doctor nor & professor &t the Institute of Technology in Berlin, but an
ordinery spy who had brazened his wey into the Defense Ministry in Berlin
through his personelity and references to his outside connections in the
same way that he had deceived the men in Breslsu. They now found out that
Winiker hed underteken, while in Breslau, to obtain for himself knowledge of .
the most secret matters, which he then delivered on his journeys between
Breslau and Berlin to lisison men of the Polish secret service. .

The incident was hushed up as much as possible in the office of the Army
High Commend (South) because the affair vas too shameful. ALl inguiries &s
to whet hed become of the capeble co-worker yielded no results. The episode
hes been related here because, for one thing, it is symtomatic of German
conditions, but aleo because the effects of this incident were very far-
reaching. Winiker had communicated to the Poles all results of the German
intercept service, and had given them velusble pointers on what not to 4o
in radio traffic. Thie geve the Poles their first lesson in regard to
camouflage and one must admit that they learned to follow these instructions
in & comparatively short time.

THE WORK OF THE GERMAN INTERCEPT SERVICE

In Feburery 1920 the "Volunteer Evaluation Offlce of the Army High
Commend" moved from Friederichstrasse to the Defense Ministry Building in
Bendlerstrasse. The office now received the designation "Cipher Bureau of
the Army High Command,” and belcaged to the "Abwehr"# Section as Group II.
Tnis merging with the "Abwehr" Sectiou lasted only & few years. Since the
intercept service bal to work with persornel and eguipment of the communica=-
tion troops, there neturelly focllowed & clese connection. with the Inspection
of Communications Troope. In time this led to friction between the Abwehr
Section and the Inspection ¢f Communications Troops, SO that eventuslly the
intercept service was wholly subor~dinsted to tne Inspection of Communications
Troops. Of course, to a ceriain exvent cooperetion with the Abwehr Section
was still maintained; this was, however, more of an informational character.

In the years 1920-1925 the task of the German Intercept Service cousist-
ed in watshing the entire international press rzdioc service. The intercepts
were vritten up iz brief reviews, snd geve the government valuable insight
and information of a pclitizal and eccnomic charecter. In addition, they
turped more and more to the expenaion of the cryptanalytic group and the
interception ¢f international diplomatic redio traffic. This work proceeded
rather slowly, but was carried on very gystematically end in time showed
gradually increasing resuits. At that time they were especially succeasful
in desiphering Italian diplomatic treffic, sand in this wey derived from the
reports of the Italien ambaz:zadors and legates in London, Paris, Moscow,

* : i
Abwehr = counterintelligence
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and other places, & good insight into the governmental proceedings of these
nations.

Viewed as a whole, the focal point of the work of the German intercept
service lay in the field of politics. With regard to military matters the
work was limited to the cbservation of events in the Russian Civil Wer and
the course of the Greco-Turkish War. Especially in regerd to occurrences in
the Soviet Union it wes possible for the German intercept service to pursue
events in almost uninterrupted sequence. It was especially interesting, how-
ever, to follow the radio traffic on both sides, and in particular on the
Russian side during the Russo-Polish War in 1520.

The course of this campaign was one of the first noteworthy things in
the period following 1918. At that time Russia found itself in a state of
eivil war which raged everywhere. The armies of Kolchak, Denikin, Wrangel,
Petljure, Judenich, Miller, and various other White Russian leaders were
seriously threatening from all sides the structure of the newly arisen
Soviet Union. Resurrected Poland took advantage of this condition %o
declare war oo the Soviet Union, and to annex large areas. At that ¢ime
the Poles succeeded in pushing forward and reaching the Dnieper, in cross=-
ing it at some points, and in edvancing beyond Volhynia toward the south.

A very critical situaticn resulted for the Soviet Union, but this soon
led to an astounding reaction; the result was thet within the territories
dominated by the Soviet government all political dissension ceased at once
aMtMmammauﬂﬂdMﬁmﬂeﬁmtqﬂmt%hm.Ennﬁ@oﬁmﬂs
of the former Czarist army placed themselves at the disposal of the Soviet
government, and the "Third War for the Fatherland" began.

The onrush of the Polish troops was brought to & halt, and in bold
advances, ts of the Red Army succeeded in throwing the Polish forces
back a long way. L1t was particularly the cavalry army of Budjennyj which
was able to achieve surprising results in the beginning, until there came
that famous "Miracle at the Vistula," which was no miracle at all but the
result of very matter-of-fact causes. These were as follows:

During World War I the Russians had had to pay dearly for thelr lessons
in the proper use of radio in the face of the Germar intercept service.
Nevertheless, they had begun to learn and in the course of ‘three years of
the war had in scme cases made very good progress. The collapse of the
Czarist army resulted in scattering all previous experience and knowledgze
to the wind like chaf?, and the newly arisen Red Army virtually had to
begin again from the beginning. That meant that in respect to the security
of their own radioc traffic they were precisely where the Czarist army had
been in 191k4.

The command of the Red Army attached great importance to the use of
wireless telegraphy in general and especially in the army. When the new
defense armies were set up against the Polish invader, they were eguipped
abudantly with radioc apparatus from the remaining stocks of the old Czarist
army. This equipment was - relatively - far more extensive than any one of
the Czarist armies had ever had during the World War.
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The shock of the Russian forces, which had passed to the attack, threw
back the Polish front and pressed it nearer and nearer to the Vistule. It
looked as though there would be & vast battle of annihilation in the great
bend of the Vistula, but the Russian successes suddenly began to diminish
until finelly there came the well-known, decisive turning point. This came
about in the following way.

In the first phase of the Russian attack, the Polish command had
virtuelly no information regerding the organization, strength, offensive
power, and intended direction of attack of the Russien armies. Thus the
Russians were sble to take advantage of the element of surprise to a full
extent. However, scarcely had the Polish front begun to move backward when
the Russians began to use radio on & large scele. This was particularly
the case with the cavelry army of BudjennyJ.

Some eight'years efter this campaign, the Polish Cclonel Szieszynski
revesled the secrets of those days in & brief memoir,* and cited & number of
interesting radiograms which were sent by the Russians during those weeks,
pertly in cleer, pertly in e very primitive eryptogrephic system, and which
were intercepted and deciphered by the Polish intercept service. The Polish
intercept service had been built up from former Austrien-Polish and German-
Polish officers as soon a& the Polish ermy was created. From the events
mentioned in the Winiker case, they had had & good opportunity to gather
experience end to train themselves.

When the Polish-Russian War broke out, there was & small but neverthe-
less very useful Polish listening organization. It was immedistely committed
for the monitoring of Russian military traffic, and after the beginning of
the Russian offensive afforded such an azbudance of fine and superfine intel-
ligence regerding the enemy that we can only compere with these events those
associated with the cavalry corps of von der Marwitz in 1914, but with the
difference that the individusl messages of the Russians were much more
comprehensive and informative than those sent in its day by the cavelry cormps
on von der Marwitz. In content the Russian telegrams closely approached
those from the days of the battle of Tannenberg. In particular, it was the
cavalry army of Budjenny] which soon distinguished itself in this directiom.
Such conduct must naturally leed to & sericus reverse sconer or later,
especially since the Poles for their part made no use of radic due to lack
of epparatus, end hence were not supplying the Russian intercept service,
which did not exist to any eppreciable extent, with information of like
value. The Russians revealed their measures and intentions to such &
degree that the Polish general staff, in collaboration with the French
military mission, could proceed successfully with the preparation and
execution of e counterblow. This was the famous "Miracle of the Vistuls,"
that astoundingly striking parallel to the bdbattle of the Marnme, which gave
& decisive turn to the entire campaign and put the Poles in & position to
secure & drawing of the boundary virtuelly as it remained until the autumm
of 1939.

¥ For the Polish Signal Corps.
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From the gigantic mass of radic messages intercepted by the Poles we
reproduce & few below.

From a telegranm intercepted 2 July 1920 from the chief of the radio
gervice of the Bolshevik Fourth Army, Nr. 517/op. taj., it could be learned
that the radio station of the 4B8th Infantry Division was to be moved to
Dzispa to serve the staff of the Fourth Army. In this way the Polish intel-
ligence service received definite confirmation of earlier reports of the
formation of a Fourth Army. At the same time, the location of the army staf?l
was disclosed.

On 2k July the chief of the signel service of the 16th Army revealed in
a service message through the signal officer of the 10th Infantry Division
the location of the army staff in Baranovichi.

On 26 July the chief of the radic station of the Fourth Infantry Divisim
informed the chief of the radio station of the shth Infantry Division of his
location in the village of Clszana.

On 30 July the heads of the radio station of the 10th and 53rd Infantry
Divigions did the same thing. This was repeated during the entire war, soO
that the Poles knew the precise location of all higher Russian steffs, and
hence the grouping of the enemy.

On 10 August & service telegram of the War Comzissar of the Fourth Army
was intercepted which was deciphered on 12 August; 1its wording was as follows:
"My the War Commissars of the 10th, 12th, 15tk, 533rd, shth, and 48th Divisions,
to the Third Cavalry Corps, to the 16Lth Brigade, and to the Quartermaster
Section of the Fourth Army: from the moment of the arrival of this present
message the use of cipher 'Natisk' is Zorbidden; in its place the key
'Revolucije' will be used for communication of division stafls with army
staf®s. The key 'Natisk' may be used up €0 receipt of the key'Revolucija’,
which has been dispatched by courier. Then 1t is to be retired from use,
and sent %o the field staff of the army. Report on receipt-of the key and
on measures undertaken.”

In July 1920 the Poles learnmed from most important operational telegrams
of the commander of the cavalry &rmy, General Budjennyj, which were dated
Korzec, b July at 2030 hours, precise details of his intended advance and the
military composition of the ammy, which was given in the open address of the
telegram: "To the commander of the 4th, 6th, 1lth, and lhth Cavelry Divisions
and to the Commander of the 45th Infantry Division.”

On 5 July the first operational order of the Commander of the Fourth
Army, Gemeral Tschuvaev (7], was heard, which was addressed %o the commanders
of the 12th, 53rd, and 18th Infantry Divisions, the Commander of the 1lhk3rd,
Brigade, and the Commander of the III Cavelry Corpse.

On 6 July & similar order from the commander of 12th Army was inter=-
cepted.

These three, almost simultaneous orders were the pasic orders of the
three Russian army commanders for the beginning of a pew stage of the Russian
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offensive.

Such orders in enormous number were intercepted and deciphered during
the month of July. These intercepted telegrams were usually deciphered on
the same dzy, or on the following day at the latest, and were brought to
the immediete notice of the II Section of the General Staff as well as to
that of the Operations Section. The Russien III Cavalry Corps distinguished
itself particularly in this respect; it supplied the Polish intercept
pervice with at least one very informative rediogram daily.

The events during the Polish-Russian War were also observed and eval-
uated by the German intercept service so that day by dey the troop organiza-
tion of both sides and the course of events could be followed by use of larg
meps. This was the first training which the reconstituted intercept service
received and its first opportunity for practice.

At the beginning of 1920 the total strength of the central office of

- the German intercept service in Bendlerstrasse consisted of some 12 persons.
Then they began to expand both the cryptanalytic and the evaluetion groups.
This program, however, was not easy torcarry out, since the orgens of the
Inter-Allied Military Control Commission were endeavoring to follow closely
2ll happenings in the National Ministry of Defense. The Germans tried with
all means in their power to deceive these control officers. The cryptanalytlc
group was transferred in part to Grunewzald. To the outside world the evalua-
tion group became & newspaper translation office, and in this way it was
possible again and agein to escape the threatened dissolution of the intercept
center. For the intercept service had been strictly forbidden to the Germen
Reichswehr by the Inter-Allied Military Contrcl Commission. The cipher bureau
was only esuthorized to develop, reproduce, and distribute cryptographic
systems for German use. Any unsuthorized decipherment of foreign cryptographic
systems was forbidden by the Inter-allied Militery Control Commission. A few
times the Inter-Allied surveillance organs had gotten on the trace of the
activity of the German intercept service, and there was a reguler fox-hunt.
But in each case the metter turned out favorably for the German intercept
center.

While the German intercept service had thus far limited itself to inter-
ception of foreign radio traffic, in 1925 at the intercept center in Bendler-
strasse an cffice was set up which was concerned with listening to telephone
conversetions. In the mein it was & question of listening to conversations
of the Russian embassy and the Russian military attache. In & special room
e series of switchboards was installed, and every time & telephone at the
Russian embassy on Unter den Linden became active, a flap fell down, and
the interpreter on duty would listen to the conversation, and if necessary
could even record it with & magnetophone. Later the Germans &lso began
observing the British and French embassies, and the results of this
activity not only proved of great interest because of the direct information,
but also indirectly, since they gave such good insight into what was going
on at these embassies thaet the cryptanzlysis of enciphered messages emanating
from them was in many cases greatly facilitated.

In spite of all budgetery difficulties and in spite of the surveillance
of the Inter-Allied Military Tontrol Commission, the expansion of the

89




cryptanalytic group and the evaluation group of the cipher bureau made good
progress, whereby the main emphasis rested more on cryptanalysis than on
evaluation. This situation did not change when, beginning in 1923, an in-
creased monitoring of the radio traffic of foreign armies began. In particu-
lar, the observation of the radio service of the Polish airforce, and the
results achieved thereby, lent charm and stimulus for e further extension of
the intercept and evaluation service in the purely military field. A sound
balancing of the interests of the &two branches cf work would have been the
only correct solution, since, in the Iframework of the army, the focal point
o® the work must necesserily lie in a purely military field.

Surprisingly, however, at that time another development gained the upper
hand, namely, the defense Ministry meddled in purely peliticael affairs and
especially foreign political affairs. A deciphered diplomatic radiogran
offersd far more meterial for lectures, conversations, and interesting dis-
cussions then did the determinstion of military details about the armed
forces of foreign countries.

Neturally, the Foreign Office did not like this dsvelopment at all, and
thare was constant tension and friction between "Buresu C" and the "Cipher
Bu—esu.” Another result was that an increasingly sharp contest arose between
the evalustion group and the cryptanalytic group, since the tter always
wanted the best personnel for itself. In most cases the cryptanalytic group
wes successful since the Defense Ministry, as menticned above, was far more
intersgted in political proceedings than in military establishments, in
addition, strangely enough, the idea prevalled that a higher dsgree of in~-
telligence was regquired for cryptanalysis than for the. scientific work of
evaluation.

Such ean installation, which might have been justiZied in 1514 or 1915
but which now ignored the facts completely, later proved to have ominously
detrimental results for the CGerman intercept service, especially during
World War II. The present-day pursuit of evaluation in the intercept field
requires such a wealth of knowledge of the organization, tactics, structure,
and equipment of forelgn armies, and above all, such a far-reaching kmow-
ledge -of the structure and employment of féreign communications troops, such
an intense mentel projection into the course of operations, that only & high
degree of intelligence coupled with intensive trzining extendinz over &
period of years is able o produce personnel who are highly qualified for
this work.

In contrast to this, the focal point in cryptanalysis lies in the field
of statistiecs, which can be much more rapidly mestered. It is, however,
charactaristic of cryptanalysis that it is surrounded by an air of mystery,
and - supported by this nimbus - is able to arouse more interest.

Now, while the cryptanalytic group was expanding more and more, the
evaluation group remained restricted essentially to e very small group of
persons. This picture became still more marked in the sutumn o? 1528 when
M jor Kesselring (who later became Genersl Field Marshal), as delegate for
the personnel retrenchment program, ordared & further reduction in perscnnel
in the military evaluatiocn group.




As mentioned above, the results of observing the radioc traffic of the
Polish air force spurred the Germans<on ‘to an lntense vigilance regarding the
radio systems of the armed forces of the countries bordering on Germany. At
that time the Polish air force was being built up end delivered an extra=-
ordinarily large volume of radio traffic, vhich was sent pertly in plain text
end partly in secret text. The German eryptanalysts were successful in
breaking the system used by the Polish air force, and thus were able to read
all its enciphered radio traffic.

The results were 50 voluminous that the German evaluation serviee, inso-
fer ee collective proceedings and detalls of the Polish eir force were con-
cerned - no metter in what-field - was able to obtein the very best kind of
information. After a few months they kpew every airplane with its number and
engine number, every pilot, every officer, all details of egquipment, organ-
izetion, structure, tactical views, preperedness for commitment, ete., 80
completely es hes perhaps never before or since been the case in the Germen
intercept service., One dey, however, this fine sowrce of informatlion was
stopped by the following event: :

The Polish espionage service had been successful in obtelning the services
of & Germsn reilwey postel clerk working between Breslau and Berlin. This
clerk, whose duty it was to sort the mail eddressed to Berlin which came into
Eresleu end Frankfort on the Oder, had received imstructions from the Polish
secret service to hold back pieces of mail bearing certaln eddresses, and on
greivel in Berlin to hand them over to & confidentiel egent who carefully
opened the envelopes, locked over the contents, photostated them, careflly
resesled the envelopes, end on the same day returned them to the clerk for
forwarding.

This work proceeded very smoothly for several months until & chence
discovery revealed the activity of the railwey postel clerk. He was followed,
but plunged into the Landwehr Canal end drovned. His body was recovered the
next day immedistely in front of the Defense Ministry Building.

The Polish intelligence service had obtained from this postal clerk
informetion that the German intercept stations in Breslau and Frankfort on
the Oder were engaged in wetching the Polish air force traffic, and were able
to ascertain from the intercepted mail just how far the Polish enciphered
telegrams were being deciphered by the Germans, since the deciphering of
these telegrams was not done in Berlin but in the individuel intercept sta-
tions. The Poles therefore changed their system and substituted for it one
thet was extraordinarily complicated and could not be broken by the Germans
for several years. In addition, they restricted their redio traffic so
greatly, both as to volume and content, that there was no comparison at &all
between the present results and those formerly achieved.

TEE OBSERVATION OF MANEUVERS

The year 1928 signified & turning point for the German intercert service
inasmuch &s fron this year on the actual duties of a military intercept serv-
ice began to be cultivated more than hitherto. In part this was & matural
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development, because in most of the states of Europe down to 1528 there bad
been no meneuvers on a large scale. The possibility of training the inter-
cept service in the observation of the course of military operations was there-
fore present only to & very limited dagre=s. Now.a maneuver is a military
action which in its essencs closely approaches & state of war. The intercept
gervice of the armed forces of & country has the task of trainipng itself for
the observation of the radio tpa?fic of a potential oppoment in time of war.
I¢ the German intercept service had transferred its primary interest to the
observation of political events, +hat would have been en unnatural pheno=-
menon. Cf cowrse, this continued to be the case, but, nevertheless, on the
ipitiative of a few men, the proper +ask of the Germarn military intercept
service, namely, the observetion of foreign armies, began to gain in impor-
tance. :

The #irst opportunity for carrying on an observaticn of regular ma-
neuvers was afforded by the Rhineland maneuvers in 1628. These began with
e crossing of the Mosel near Trier by the British troops, and continued
during the course of & week into the vicinity of Euskirchen. At thet time
the German intercept service succseded for the first time in following very
exactly the entire course of the maneuvers and in reconstructing the progress
of operaticns in all details.

Te next opportunity wWas efforded in 1929 by the maneuvers it Czecho=-
slovakia and Poland. The Czech maneuvers at that time took place scmewhere
in the neigbborhood of Olmuetz, and one of the German cryptanalysts succeedad
in solving within six hours the cryptographlc systel employed. Thet permit-
«ad such exitensive insight izto the course of the maneuvers that these could
be reconstructed in the same way &s the Rhipeland maneuvers. -as German
intercept service was not quite so successful that yeer iz observing the
Pclish meneuvers iz the vicinity of Lida:. To be sure, here too they suc-
ceeded in recognizing in general the entire course and the crganization cf
the trocps; however, the way the Poles used redio and the cryptographic
system which they employed caused such difficulty that only after a consider-
able time was it possible to gain insight into the details.

The cbservation of these three maneuvers revesled that the three countries
in question differed greatly in their use of radiotelegrephy. Consequently,
i+ was nece=ssary S0 adapt the cormitment of intercept units, direction finding
units, evaluation and eryptanalytic sections %0 the ccodisions of each indiv-
i1dual case, Nevertheless, one could say even now that when following foreign
maneuvers results could be achieved in every cese, il the tactics employed
in commitment were sensible, and if the units could feel their way into the
radio situation of the couniry to be observed. The extent of this success
might very according to circumstances, but in all cases good information was
4o be expected. :

That meant that the intercept service, if employed rroperly, must
necessarily gain great significance ip a coming war., If I say "if employed
properly,” then I mean that the commitment of cze's own mopitoring orgaus
mist be carried cut very carefully and must be adapted to the situation then
existing; but I also mean thet for this type of evaluation of the results of
the observetions, it is of the greatest importance to have a large number of
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reslly first-class men who must be =ppropriately treined and constantly given
additional treining. No improvisation is possible in this field. If one
does improvise, one is exposing himself to the danger that not only will the
velue of the intercept service be diminished by falsely drawn conclusions,
but that this service in the hands of inexperienced people can become & great
danger for one's own command.

From 1930 on there began a long series of French maneuvers and large-
geale exercises. They occurred chiefly in the northeastern part of France,
specifically in the French defense distriets VI, VII, and XX. Almost all
were observed by the German intercept service and in almost all cases it was
possible to gain extremely far-reaching insight not only into the course of
the maneuvers but 2lso with respect to troop organmization, tactics employed,
weepons committed, merch performence, employment of the air foree, etec.
Frence turned out to be the country whose maneuvers could be observed in an
especially favorable fashion. We shall speak later of the reasons for this.

It was interesting not only to follow the land meneuvers but &also to
observe drills end maneuvers of the French air force. Thus the German inter-
cept service succeeded, while observing an air exercise in the viecinity of
Nancy, in calculating precisely how the French warning service was related
to the speed of the attacking enemy. It was possible to set up comparative
time-tables which showed on & time basis the movement of the incoming units
end showed similteneously the manner in which the werning service reacted.

I+ turned out thet in all cases the warning service went into operation
promptly &t the starting point, but alerted the objects to be warned much
too late, and this based on the relatively low flying-speed of those deys!

In observing French air meneuvers in the area of Grenoble, the German
intercept service had succeeded in reconstructing the air warning system,
the reporting system, and the compass pcints used by the spotting system,
aell by means of short radio reports.

The German intercept service succeeded in following some French
maneuvers, €.g., oo the Aisne in 1932 and on the Marme, to such an extent
that the results were considerably more comprehensive than the reports of
&ll the military attaches and agents employed.

The copiousness of the results of monitoring French maneuvers was
exceeded only by the results which could be obtained agesinst the Itelieans.
The Italians used radiotelegraphy at all meneuvers and exercises as if
they had never heard of radio camouflage, radio deception, or of an inter-
cept service. Most of the radiograms were composed in plain language.
Their content wes so informative 25 to remind onme of the best periods of
the World Wer; indeed, they sometimes surpassed these. The observation'’
of Itelizn maneuvers or exercises did offer one difficulty, inasmuch as -
the distance, the intervening messif of the Alps, and the sharp angles
resulting from & short direction finding base resulted in many disadvan=-
tages; however, these were compensated for completely by the rich and
instructive coutent of the radiograms which were transmitted with high
power. It would be hard to conceive of a more satisfactory opponent for
cne's own intercept service than the Italian radio service.
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mhe observation of Austrian, Dutch, and Belglen m=neuvers was also
crowned as a rule with very good success. The problem children of the
German intercept service were and continued to be the Poles and the Russians.
In the case of the Poles it was possible to achieve certain successes by
employing & very large number of direction finding stations to recognize
the movemsnt and the location of the individual r=dio stations. That in
tself was a gresat deal! For the rest, the Polish air force saw to it by
its use of radiotelegraphy that much was revealed regarding the ground
forces. In general, however, Polish radio traflic was handled so cleverly
that it was only with the greatest @ifeiculty that relations could be recog-
nized.

With respect to the Russians the situation was still less favorable.
Digtance alone offered insuper=ble &ifficulties. Any m=ss employment of
direction finding station was possible only from Eagt Prussia, and conse-
quently g=ve such sharp angles that any certain location of the stations
was ir most cases impossible. The radio procedure used by the Russians was
the best in all Europe as far as the camouflage factor was concarned. Their
cryptographic systems also proved in most cases incapable of sclution. OF
course, covering Russian mapeuvers alweys gave & certain amount of infor-
maticn, but this was so slight that 1t scarcely repaid the time and effort
expended.

Aside from the observation of foreign maneuvers there was one other
oppertunity to get training on a war basis.

In general, people are accustomed to regard the period of time be-
tween the FMrst and Second World Wars as a period of peace. In reality
during this entire time there was ao uninterrupted chain of revoclts, revo-
lutiocns, uprisings, and military actions, with one following on the heels
of the other or scmetimes running parallel. In the years 1926 to 1932,
for instance, the Italians waged a series of six campaigns in Tripolitania
and Cyrenaica, of which one read little in the European papers, to be sure,
but which a®forded an extremely welcome target for the training of & war-
time intercept service.

T gix libyan campaigns were led chiefly by Genmeral Graziani, started
ipitially from Tripoli, subdued all Tripolitania down to Gat, and eanded
later in Cyrenaica with the conquest of the Kufre oasis. For this, fast
mobile colimms were engaged which made very extemsive use of radiotele-
graphy. The entire traffic of all units engaged in these operations both
in commmications with one another and with their bases, in commumnication
between Tripcli and Benghmsi and between these places and Rome, all
imstructions emanating from Rome, and almost all crders and reports were
bhandled by radio. That gave a watchful intercept service the chance 0
#ollow the course of operations and to recognize on the basis of numerous
reports and orders the preparations for further operaticns lcng before
they began.

T™e results of monitoring the Italian Libyan campaigns, together

with the results of following Italien meneuvers af home, gave reason to
assume that in any coming war the monitoring of Italian radio traffic by
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a foreign intercept service would not fail to give the best poseible results.

Things were similar in Spanish Morocco during the revolt of the Riffs
under the leadership of Abd el Krim. The Spanish expeditionary troops main-
tained a very active radio traffic, both among themselves and also with the
garrison stations Ceuta, Tetuan, and Melilla. These last three stations
slso communicated constantly with Barcelona and Madrid. Almost all the
traffic was sent in plain text. Insofar as ciphers were employed, they were
extremely primitive and capable of quick sclution. Conseguently, it was
easy in those dsys for the French, as well as for the Italisns and Germans,
to get detailed insight into events in Spanish Morocco.

But even the French were not acting very differently in those days. In
comnection with the uprising in Spanish Morocco, there were other serious
netive uprisings in French Morocco, in particuler ino the ares of the middle
end high Atles range. On the one hand, the focal points were in the ares
Ouezzen - Tamze - Oudjds, and on the other hend in the ares Tafilelt - Ksar es
Bouk - Ain Sefra. The radio traffic of the larger garrison stations gave B0
meny insights into the course of the entire operation that one could follow
events very perfectly from Europe. As in the case of the Italians and the
Spanish, the entire handling of military traffic was guided solely by the
idea of trensmitting the information to the addressee quickly. The factor
of disguise retreated entirely into the background. From a tactical point
of view this wes an error in any case, since even though it might be assumed
thet the natives in Libys and Morocco had no radio intercept service, and
comsequently could drew no advantage from ememy traffic (which is by no means
proven), nevertheless, this represented a danger in respect to the training
of the signel troops, & danger which was not %o pe underestimated. The same
signel units, which were developing thelr radio traffic in this manner here,
might be engaged at zny moment in an entirely different theater of war.

There was greet danger that they would then opersate in the same manper they
did here.

THE INTERCEPT SERVICE OF OTHER EUROPEAN COUNTRIES

Not only bad Germany placed great emphasis on its intercept service
after World Wer I and built up & good organization accordingly, other
Europesn countries were elso busily working in the same direction. However,
the methods adopted were vastly different.

On the besis of its previous experience, France had built up & very
gopod orgeanization, the main part of which was merged with the Deuxieme
‘Bureau of the General Steff. This handed out the various work assignments,
znd here also were to be found the cryptanalytic group and the evaluation
center. The technical accomplishment of intercept work was in the hands
of communication troops. The organization for intercept service in France
differed from that in Germany in that the intercept stations installed in
Germeny from 1925 on formed themselves into special organizations and were
never used for domestic radio traffic, while the French meny times en-
trusted their domestic military radio stations with intercept duties as well.
This was & great mistake, for it happened again and again that the radio
traffic of these stations showed that they were also engaged in intercept
work. For example, they would request certain forms which were only used
in intercept service, or they gave information on equipment which also was
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used onty in intercept service, and SO0 om. The knowledge obtained from
observing these Freaoch radio stzticns was so far-reaching that in 1931 the
German imtercept service was very well informed oun the French intercept

' pervice, its crganization and practical accomplishments. The orgaaization
of these intercept stations w=e very clearly recognized.

Wrile in the French imtercept service the focal point was directed
toward the observation of radio traffic of forelgn =rmies, the English
worked in two different directions, mmmely, iz cbeservation of all radio
traffic of all nations in the world, and in complete coverage of the inter-
national political (diplommtic) radiv traffic. The last-pamed field was,
of course, also cultivated by other countries, but in no country ia such
a comprehensive and strictly centralized m=nner as in BEngland. Accordingly,
their results in this field were undoubtedly the best iz Europe, since the
English placed great emphasis on the selection and training of personnel.

Te Itslian intercept service presented a pictwe of rather extreme
laxity. The Italians had erected 2 legicn of relatively small intercept
stations along the French and Austrian borders, and in addition were
operating several such stations in southern Italy. The control station
with its auxiliary organizations was located In Rome. From & technical
gtandpoint, the Italian intercept stations were well equipped; but their
organization and the processing of material was deficient. Also, their
cryptanalysis was in quality far behind that of the English, Germans, and
French. ;

In the four military distrists of Czechoslovakia, all the larger
garrison radio statione were integrated for intercept service. The Czech
intercept service operated not at all badly, but it made the same mistake
as did the French, by compromising itself through the radio traffic of
its own internept stations. The Czech intercepti service was connected
with many of the traditions and experiences of the Danube Monarchy, and
meintained excellent cooperation,with the French intercept service.

Btr=nge to say, the new govermment of Poland had one of the best
crganizations. Indeed, I would like to s&y that this crganization was
really better than that of the French. Here thers was a clear separation’
between radio service and the inter eption of foreign radio traffic, so
that no compromises could take place by radio transmission. Occasicnally
officers of the Polish commmicsation service were ordered to France where
they participated in intercept training courses. Since France had gathered
abundant experience in World War I, this trainipnz was extremely advan-
tageous. On the other hand, the Poles themselves had already had
opportunity to gather practical experience which was now turmed to good
account. Poland maintained a still more intensive cooperation with the
French intercept service then did Czechoslovakia.

The Russian intercept service had the most obscure organization.
Th=t they attached great importance to it, however, was shown by the fact
thmt in all commmication formations they had large contingents for
purely military intercept service. How the watching of foreign diplomatic
and military radio traffic was carried cut as a peace measure is shown
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only indirectly by the fact that they m=de use in their own radio traffic

of all experience gained from the mistakes mede by all other countries. For
the rest, it sppears that the organization was very simple but for that very
reason was more rapid and exact in operation.

The Austrisns and Hungerians had also established & very usable inter-
cept organization in their countries. The Hungarians as well as the Germans
1eid stress on the political side, while the Austrians looked beyond this
and directed more sttention to the military side of the intercept service.
In cryptenslysis the Hungerisns were far ahead of the Austriens.

The cooperation of the intercept services of the different European
countries presented a fascinating picture. The German intercept service
had since 1926 cooperated closely with the Hungarian service - particularly
in regard to diplomstic decipherment. The cooperation of the cipher bureau
of the Defense Ministry with the cryptanalytic bureau of the Hungarien
Honved Ministry was closer and more intensive than that with the Foreign
Ministry io Wilbelmstrasse.

Late in 1929 cooperation started haltingly between the Germans and the
Austrisn intercept service, which was beamed especially toward Italy and
Czechoslovakie. About the same time cooperation began between the German
and Finnish intercept services, maintaining a united front against Russia.
Since the Finnish intercept service on ite part also cooperated with the
Polish service, very ticklish situstions sometimes arose. The German inter=-
cept service also maintained after 1930 & certain amount of cooperztion
with Lithusnia. This was directed against Russia as well a5 egainst Poland,
but was accompanied by & great desal cf mutual suspicion.

Only occasionel cooperation existed between the German and Spanish
intercept services. It was directed against France and England and was
chiefly sponsored by the German naval intercept service. After 1933
colleboration was &lso brought sbout between the Italian and the German
services, especially in the field of cryptanmalysis. Tnere has probably
seldom been a cooperation which from its very beginning was marked by such
strong mutual suspicion as this. Directions were always gliven on both
sides to exhaust &1l intercept possibilities of one's partner, but to re-
veal nothing yourself.

The French meintained good cooperation in intercept work with Poland,
Czechoslovekia, Romanie, and Yugoslavie and occasionally also with
Switzerland.

The English cooperated with the Norwegian and Danish intercept services,
and also in part with Portugal. Essentially they worked only for themselves,
which waes easy for them since they were in & position to establish intercept
stations throughout the world in their own possessions.

Between Poland and Czechoslovakis as well as between Poland and Romania
there also existed & cooperation which sometimes became quite far-reaching.
But in 211 the above-mentioned cases, this never kept the contracting partmers
of the moment from actively monitoring each others traffic. One of the




closest forms of cooperaticn probably existed laster during World War II
between Germany and Eungzry and between Cerm=ny and Italy. And yet these
three countries watched each other so closely that a large part of each
monitoring organization was burdened with this woerk.

SOME REMARKS ON THE TECENIQUE QF THE INTERCEPT SERVICE

I# in what follows scmething is sald regarding the technique of the
imtarcept service, then this does not mean the techmical apparatus by the
aid of which the stations to be ocbserved are monitored, but rather the
technigue of practical commitment for the monitoring of foreign radio sta-
+icns and the processing of the material intercepted.

For the observation of fixed radio stations abroad there were in Ger-
many in 1526 six so-called "Fixed Intercept Stations"; one each in

K8nigsberg in Bast Prussia,
Frankfurt on the Oder,
Breslau,

Munich,

Btuttgart,

Mfinster in Westphalia.

The monitoring of foreigzn stations was generzlly divided up by countries,
tims Stuttgart monitored France, Spain, and North Africa; Munich monitored
Itely, Switzerland, Austria, and a part of the Balk=ns, stc. Along with this,
however, fcr technical reasons those stations which were difficult to hear
were assigmed to the intercept stations where they could be heard best.

Not quite sc easy to solve was the question of momitoriag the radio traf-
#4s when mmneuvers were held abroad. For this purpose, detachments had to be
set up which were pushed forward to the frontier. In this comnectica, the
areas of commitment depended primarily on the area in which the maneuvers to
be observed were taking place. Besides this, the following factors had to
be considered: reception conditions in the places where the stations were
set up; Wire connections available for transmissicn of the observed results;
and above all, electrcmagnetic conditions for empioyment of directicn f{inders.
T™e loecations for the directicn finders had to be selected very carefully if
the readings were to prove relisble. Furthermore, it was very important,
when employing direction finders, to know irwhich d&irection the maneuver
parties would move. If the maneuver raa off in such fashion that the two
parties moved parallel to the direction finding base, then it was relatively
simple to keep the radio statiomns apart and to determine their locations.
On the other hand, if the parties to the mameuver moved on & line vertical
to the direction finding base, then the resulting angle was generally 80
acuts that an error of 1° in a reading was often emough to cause wrong con-
clusions. Therefore, it was not at all simple to &ifferentixzte the two
parties %o the maneuver by direction finding. And within the ome party
matters often lay so that small errors in the reading were enough to glve
false conceptions regarding the grouping of this party. In such cases,
1t was necessary to choose a relatively troad direction finding base.
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However, this was limited by the sudibility of the radio stations. The best
possibilities resulted when & maneuver occurred in an area which could be
surrounded, s0 to speak, by direction finders. This was usually the case,
for example, when observing Polish maneuvers, since here the opponent could
be taken in the flank from East Prussis.

Until 1936 & great obstacle to the observation of French maneuvers was
the so-called demilitarized zone, in woich no orgaas of the German armed
forees were to be employed. From 1926 on, there were camouflaged operations
here each year, whereby the units committed were represented as technical
surveying detachments of the German Brosdcasting Company, of the German
postel districts, or of the Germen Centrel Post Office. Persons participating
wore civilian clothes. So far as I know, complete disguise of the commitment
was mchieved in all cases; at least, the French never raised any objections
through diplomatic channels.

0f the utmost importance was the mammer of carrying out evaluation of
the intercept results, since the work was so planned as to keep step at all
" times with the development of the operations so that, for example, the frults
of the day's sctivities should be available late that evening at the central
evaluation office. This called for precise work on the part of the
communicetions service, and for intelligent cooperation by the various
branches of the evaluatiom service. The reports of direction findings were
passed every hour by telephone to the evalustion center and were processed
there. On e large map the locations and movements of the radio stations
which could be heard were marked by colored pims. Traffic evalustion endeav-
ored to recognize from the relations of the radio stations to one another
the framework of the command net of the parties. The eryptanalytic section
meanwhile worked feverishly to solve the cryptographic systems employed, and
to decipher the radiograms sent. The countent eveluation section tried to
deduce tacticsl conclusions from the content of the imtercepted dispatches,
while the final evaluaetion section combined the results of all the above-
mentioned branches, and endeavored to gain a clear picture of the course of
the movements. .

We must say that the monitoring of foreign maneuvers by the German
intercept service during the period from 1928 to 1939 was attended by great
success. The most favorable period lsy between 1931 and 1937. Of the 52
meneuvers and lerge scale exercises covered in this period, the German
intercept service achieved a complete reconstruction in 35 cases, & good
partial reconstruction in 12 cases, while the results in the remaining cases
were still good enmough to yleld useful information.

TEE CHANCES FOR THE INTERCEPT SERVICE

The monitoring of the radio traffic of foreign armies and air forces
afforded an excellent opportunity for & comparative estimate of the radio
procedures employed in the various countries. Spontaneocusly the question
arose, to what extent the radio traffic of an army would be vulnerable, 80
to speak, to the enemy intercept service, i.e., to what extent it was likely
to afford the enemy information. Around 1936 all the European countries
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could be divided into three groups, and it is very tempting to compare these
groups with one another.

To the first group belonged those coumtries whose radio traffic gave
the most information and which consequently in case of & future war would be
likely to offer welcome targets for & hostile intercept service. To this
#irst group belonged Italy, France, Austria, Belgium, and Holland.

To the second group must be assigned those countries Where the armed
forces worked according to radic procedures which were likewise calculated
to offer good information to a watchful intercept service . but by no means
to the same degree as the countries in the first category. Here belonged
primarily England, Czechoslovakia, and Yugoslavia.

To the third group belonged those countries where speclal attention was
given to the camouflaging and disguising of radio tr=ffic, and where these
peasures were so far developed that information of a tactical and cperaticnal
character could be obtained to only a slight extent. In this category one

mist assign primarily Russia and Poland.

Before defining more precisely our positiocn in respect to the several
groups of countries, some remarks may be in order regarding radioc procedures
in general. The oldest and simplest procedure, which was used especially in
World Wer I and had been retained by the countries mentioned in the first
group above, is the so-called circular trafiic (Kreisverkenr). GEHere a
certain number of stations communicate with one another on & common wave
length, using fixed call signs. The call signs may be changed daily, but
are fixed for any one radio station insofar as its call signs rem=in the
same in commmnication with any other station. This system is very conven-
ient for practical radic communication, and affords a large degree of
security for the transmission of the message. However, it has the un-
mistakable disadvantage that the enemy intercept service very soon Iecog-
pizes the connections between the radic staticns and can easily draw from
them deductions as to tactical relations. ) :

Another system is the so-called star traffic (Sternverkenr), where a
dmfinite mmber of stations communicate with a control statiom. In this
system various call signs and wave lengths can occur.

A third method is termed pet traffic (Netzverkehr); it is similar
to star traffic in its use of wave lengths and call signs, bul dtffers in
that the radio stations commnicate not only with a comtrol staticn but
also among themselves. The two last mentioned systems make the work of
the enemy intercept service much more difficulf because the relations with-
ip the commani net are not immediately obvious, since in every traffic
direction a different call sign and a different wave length will be used;
a considerable amount of observed traffic is necessary to be able %o
reconstruct & tactical or operational command net on the basis of the
traffic handled and the direction findings obtained.

Tt is still more difficult when so-called line traffic (1Linienverkehr)
is introduced in an army; here only the radio traffic of o stations with
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one another is recognizable, since for each so-called radio link a particu-
ler instrument is employed with its own wave length aznd its own call sign.
If in this case, as happened in Poland and Russia, several call signs are
used optionally by one and the same radio link, and if traffic in the two
directions is worked on different wave lengths, with daily change of wave
length and call sign, then recognition of ‘the relations is possible only if
an extraordinsrily large number of very dependable direction finding reading
is available, or if the type of traffic sent permits some deductions. If
neither of these conditions is satisfied or is satisfied only to an lnade-
guate degree, then we no longer get on the evaluation map of the enemy 's
intercept service a2 picture of a coherent commzand net, but simply a large
pumber of individual links totally without connections, and with these
nothing can be done.

While it is possible to reconstruct the tactical and operational com-
mand net from the traffic of an army working with eirculer treffic, even
when it is not possible to get & single plain text message or to solve
gquickly the eryptogrephic system used, it is generally impossible to work
out the command net without a knowledge of the content of the messages
when line traffic is used.

0f very great importance in disguising radio traffic is the manmer of
using call signs and wave lengths, or of the system according to which
tables of call signs and wave lengths are constructed.

I just used the word "system", and precisely in this there is a trap.
If a table of call signs and wave assignments is constructed according to a
system (i.e., with 2 periodic recurrence of the same call signs or wave
lengths in & definite rhythm), then the enemy is in a position to recognize
this system after 2 time, to reconstruct the table, and the disguise that
was 2imed 2t becomes unavailing. The temptation to work according to e
system is very strong, however, since the use of such 2 table is extremely
practicel for the operator and for handling a2 change of call signs and wave
lengths. It is possible to change such tables relatively often and without
great difficulty. Furthermore, the preparation of such & call sign table is
easy. If it is lost in any manner, it can be recomstructed quickly. When
using call sign tables which are without system the difficulty lies in the
fact that 2 single table must be prepared for the entire army in order to
avoid repetitions of the same call sign. In spite of its relative simplici-
ty, the production of such & table, is very time consuming and must be carried
out most conscientiously, if subsequent errors are to be ruled out. If such
tables are lost, then the damage cannot be calculated, since the production
of new tables always calls for & great deal of work and their introduction
entails a whole avalanche of changes in the sarmy. Nor can one keep such
tebles in stock in any desired quantity. ,

These technical guestions have only been indicated here in & rough way
in order to show the significance which the use of & specific radio procedure
may have on the disguising of traffic. However, there are still other fac-
tors affecting to & large degree the camouflaging of traffic. One of the
chief of these is the organization of the communications troops of an army.
In this respect Lhe various countriee of Europe differed very greatly from
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one another, and the organization ranged from one that was greatly central-
ized %o one which was entirely dacentralized.

France had the centralized type of organization with all commmications
trocpe combined into three regiments from which detachments were sent, ac-
cording to need, to the individual divisions, corps, and armies. On the
other hand, there was great decentralization in the Soviet Union where every
division, every corps, and every army had its own signal unit. From the
standpoint of disguising radio traffic, the decentralized crganization is
unguestionably better since it is better suited to take into account the
practical needs of radic operation, €.g., 0O previous "tuming up period" is
required. In France, for instance, when large scale maneuvers were held,
commmnications companies were assigned to the divisions committed and these
companies had to set up thelr tref®ic for these divisions, starting from
seratch. Consequently, it was often possible to recognize the radio net in
the maneuver ares before the mansuvers actually began. In Russia such &
thing was impossible. But this phenomenon was not limited to the initial
stage of the commitment but {n many respects continued on. With centralized
organization the signal unit slways remained a foreign body within the frame-
work of the unit, while with the decentralized form it was organically fused
with the unit. -

T™e above-mentioned criterie and a number of other factors were de-
cisive for the guestiocn of the extent to which it would be possible for an
intercept service to get insight into the radioc traffic of one of the Zurope=-
an armies or air forces in case of war. They could not f£ail to have a decl-
give influence in any Ifuture war. .

Within Group I the Italian armed forces andoubtedly took the lead, and
there was not the slightest doubt that in any future war the radio trafllic
of the Italian army and of the Italian air Zorce would give the enemy most
wvaluable information. Not quite so bad, but still very informative, was
the situation in France, Austria, Belgium, and Holland. The circular traf-
£ic employed here, the frequent transmission of plain text, the use in
France of no less than 78 different types of radic apparatus, the use of
signal tables - which were very easy to solve - for brief tactical reports,
the tendency to be systematic in the construction of tables cf call sigms
and wave lengths, and many other things, made it certain that in a war
between Germany and the countries just mentioned the intercept service would
have the best of success iz gathering intelligence. -

. With regard to the countries of Group II the prospects for a foreign
intercept service were distinctly less favorable. In England, moreover,
the use of shert and ultra short waves had been grestly developed, so that
1+ was rather diffdcult to fix the location of the trans tting staticns.
Furthermore, England, Czechoslovakia, and Yugoslavia strove tc make as

ittle use as possible of radio tralflc. I+ is true that Yugoslavia worked
basically according to French methods, but there was a certain timidity
about employing radic telegraphy, and this timidity was based on unhappy
experiences which Serbia had nad in World War I when the Austriens zonitor-
ed all Serbian traffic and derived the best possible informetion therefrom.
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Russie and Poland were the countries where the disguise of radio traffic
bad been developed to the greatest possible perfection, at least in the army.
From traffic of the airforce of each of these countries it was still possible
to get good informetion; on the other hand, through intensive training and a
model organization of pre-military operator training, & point had been reached
where radio traffic took into account the needs of its own commznd for the
transmission of messages .and also achieved very good disguise. Long before
World War II it could be recognized that these two countries had learned a
great desal from their experiences during World War I and the post-war period;
it was certain that in 2 war with these two countries the intercept service
could only count on very modest results.

The preceding remsrks force us to recognize not only that the central
organization of & well-functioning interecept service cannot merely limit
itself to studying and evaluating the radio traffic of a foreign country,
but thet & very extensive training of the personnel employed in the evalua-
tion staff is necessary. Even in peacetime one must have an absolutely
clear picture of the organization, tactics, equipment, and training of
foreign communications troops; must know the systems according to which
they work; must get practice in reconstructing their tables of call signs
and frequencies; and must maintain constant touch with the cryptographic
systems put into use. For intercepting and evalusting the radio traffic of
e foreign armed force, & large number of aids must be prepared which, in
the event of war, will allow the personnel employed to secure the necessary
ingight within & short time.

In this last-mentioned direction, it happens that in Germany some very
good preliminary work had been done by 1936. However, in the train of the
rapid rearmement, it was so badly battered by 2 personnel policy, which in
some cases was handled in e downright senseless fashion, that at the out-
breek of World War II the German intercept service took the field with the
game meterisls that had been produced between 1930 eand 1936. In most cases
these could only be regerded as antiguated.

THE "FORSCHUNGSAMT"

It was in the first weeks after the assumptioﬁ of power by National
Socialism thsat Harmann Goering in Berlin set about resalizing & plan which
was calculated to give the governmeant and the dominant party such far-

‘reaching insight into the thoughts, feelings, and aspirations of the entire

German people 25 had never been known in all history. Compared with this
plan, the informer methods of Metternich and the French Minister of Police;
Fouche, had been amsteurish experiments.

It was Goering's intention to create an organizztion which would cover
all channels by which an exchange of information or ideas took place within
Germany. Furthermore, by intercepting all means of communication of foreign
countries which were open to tapping, an opportunity was to be provided for
securing extensive information regerding the situation abroad.

This last-mentioned idea had already been realized in two forms, since

the interception of the radio traffic of foreign countries and the exploit-
ation of the material thus obtained was being carried on both in the Foreign
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Qffice and in the Ministry of Defense in Berlin. These two Ministries were
Cabinet Ministries, however, and it wvas Goaring's intention to build up an
organization which would service and be bound to the Party on the one hand,
and to his own person on the other. There was therefores no hundred percent
confidence in what was being done in the Defemse Ministry and in the Foreign
Office, and instead of unifying and combining the double organizaticn cf

the iptercept service and thus creating a competent one, Goering decided to
1et these two offices of the intercept service continue to exist, and to set
up a third one alongside them which should be at his personal dispositiocn. .

In order to realize this idea, it was necsssary to find trained techni-
cal persomnel; without long deliberation recourse was had to the Cipher
Bureau of the Mimistry of Defense. Esre there was 2 naval lieutenant, by
the name of Seidmpf, who had been serving for some y=ars 28 liaison officer
between the naval intercept service and -that of the army, and wno was a
personal friemd of Goering and a convinced Party member.

Schimpf had for some years played the role of & silent observer at the
Cipher Bureau, and had organized withio it a National Socialist Party cell
without any word of this having leaked out %o the ocutside world. He had
made a f=w trips abroad, had arranged for collaboration between the German
intercept service and that of the Itallan arm=d foress, and had also set up
a small illicit Germarn intercept station oo a private estate near Barcslona
in Spain., This intercept staticn was working primarily for the navy and bad
the mission of watching skhipping in the Maditerranean. 1t was also supposed
to listen to French radio staticms in North Africa and in the southwestern
part of France.

In connsction with these trips, Schimpf had established contact wita
Party organizations in Italy and Spain, =nd had made a great many connections
with lesding personalities. It was Schimp? who was entrusted by Goerizg
with the formeticn of the projected surveillance organizatica. From the
of# cers and civilians in- the Cipher Bureau, he-irmedistely selected & group
of eight persons, all reliable Party memders, who were to be the key men in
the new office.

Tis new office differed, as indicated above, Irom the corTesponding
orgenizations of the Foreign @ffice and the Minmistry of Defsnse through
the fact that the two last-named limited themselves ©o the interception of
foreizn radio trmffic, and thus were organizations stuch ag wers customary
in all countries, while the office planved by Goering twrmed its attention
to the imterior, sud was intended to penetrate all me=ns of commmications
existing within Germany or leading from here .to foreign countries. This
meant, therefore, the monitoring of every type of radio ccmnection, of all
mesns of wire communication within the cowmtry, and of all wires leading
over the #rontier; it also meant watching the press, magazines, and all
other printed material, the surveillance of lstters, and the interception
of conversations carried on without the use of wire connections, this latter
by installing microphones iz particular rooms.

Schimpf and his collaborators went to work abcut tae middle of March
1633. In Berlin, in Behrendstrasse, a building was requisitioned and the
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central office of the new service was set up here. It received the cover
name "Research Bureau of the German Air Ministry" ("Forschungsamt des
Reichsluftfahrtministeriums"), although it had absolutely nothing to do
functionally with the Air Ministry, but was directly subordinate to Goering.
In between stood the then State Secretary Koerner.

For listening to all foreign radio traffic (except military) and to
illicit transmitters within the country, 2 system of intercept stations
patterned after those of the army was distributed over all Germany. At
the headquaerters of all postel districts and at all cable junctions so-
called postal surveillance posts were. established where it was possible
either to listen in or to copy. In this way all wires leading out of the
country were covered as a matter of principle by switching in, in parallel,
2 recording device. No telegram of any foreign diplomatic representative in
Germany could now get out of the country without a copy going to the
Forschungsamt in Berlin. That applied to all enciphered telegrams, as well
as to all messages in plein text sent to a foreign address by anyone whom-
soever in Germany.

Special value was attached to the interception of the telephone conver-
setions of government officials 2nd of those holding high - offices in the
state and in the Party service. For this purpose a number of listening
posts were created, some large, soms small. Gradually a&an enormous, invisible
Bpy net was spun over all Germany. No officer, no official, no government
employee, no Party functionary, and no person of any importance could tele-
phone from now on with any assurance that his conversation was not listened
to. :

Of course, the German public had no suspicion of all this. Even high
and very high offices in the state knew nothing about the Forschungsamt, or
had only very nebulous conceptions of this agency. Furthermore, the cover
name "Research Office of the Air Ministry" had been so well chosen that
anyone would have been led to believe it to be a purely technical agency.

The Forschungsamt paid special attention to the Ministry of Defense
and to the commands of the military districts. Here-most of the telephone
copversations carried on by higher officers were listened to; moreover,
there was established a system of "confidential agente" whose duty it was
to gather information and pass it to the Forschumgs=mt.

The surveillance of general delivery letters formed & large part of
the work of the Forschungsamt.

The house in Behrendstrasse was only intended as 2 provisional and
temporary sclution of the housing problem. While they began organizing
the new task in this location, & former hotel, "am Knie", in Charlottenburg
was remodeled for the purposes of this agency. .The technical organization
of the "Haus am Knie" was carried out according to the most modern principles.
Postal pneumatic tubes, teletype installations, soundproof rooms, listening
centers, switching devices, etc., came into being here which were installed
on the basis of all previous experience in the field of interception. Toward
the end of 1933 the agency moved into this house.
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In the meantime, the personnel and materiel of the cryptanalytic secticn
and the svaluation center had been increased and their work had been begun
late in the summer of 1933.

At the outset, the Forschungsamt tried to work in conjunction with the
Cipher Bureau of the Ministry of Defense and with Bureau C of the Foreign
Office, but soon met with a cold shoulder since the Forschungsamt intended
as & matter of principle always to be the recipient and never the giver. It
was only a short time before there was an open break, and the cocperation
continued only in a purely formal way, with each party endsavoring not to
let the other zain any insight into its own work.

In the first phase of the work of the Forschungsamt, a number of special
ocbjectives arcse on which work began. One of the most essential was the
surveillance of the Qfficer Corps of the Ministry of Defense and of the armed
forces in generazl. The second target comprised the high leaders of the NSDAP
and their fcrmations, since it was believed that one could not absclutely rely
on the loyalty of these men. The third target was the Catholic Church with

11 its institutions and the surveillance of the communications of the Vatiean
with Catholic organizations or personalities within Germany. In this activity
they found at that time traces of various money transactions of Cathelic
monasteries, and the flood of so-called foreign exchange suits and other
mesgures directed against the Catholic monasteries had its origin in the
activity of the Forschungsamt. The fourth target was the German People in
general, and particularly all persons who had formerly been active in
political life, in trade union movements, in labor organizations, and the
like, There wvas close ccllaboration with the Gestapo.

In creating the Forschungsamt, Goering had iotended to use this instru-
ment exslusively for his own purpose. However, the nature of the work soon
brought it about that Himmler attempted on his own initiative toc gain an
influence over the Forachungsamt and its activity. This soon led to =2
rivalry between the two men which at times took cn 2 serious character. Ia
time Himmler succeeded, however, in getting 2 stronger and stronger influ-
ence, s0 that gradually power in respect to the Ferschungsamt passed Irom
Goering to Himmler.

The first great "justification" of its work was achieved by the
Forschungsamt in connection with the Roehm affair. Roehm and his adherents,
as well as the group in the Ministry of Defense which was opposed to
National Socialism, had been watched constantly since the end of 1933.
Every telephone conversatiocn of these people, every lettier writtien by them,
and every other utterance was recorded; in time, & veritable mountain of
material could be gather=d in this way in the evaluation center of the
Forschungsamt. In the case of many of these men, there had been installed
4in their private rooms microphones which were concealed in regular tele-
phones, table lamps, chandeliers, electric clocks, etc. It was at that
time ‘that the first seriocus contact with Himmler resulted; he used the
work of the Forschungsamt, in conjunction with Goering, to elininate
troublescme opponents. The evaluated material was cleverly pisced together
and laid before Hitler, who then instituted that celebrated blocd purge
of 30 June. In the train of this action fell General vor Schleicher,
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General von Bredow (former Chief of the Defense Section), and other officers.
Schimpf, who had meanwhile bscome & councilor of ministerisl rank (Minister-
islrst), secure for himself by this. action a position of great power but also
2 pumber of enemies who had to be taken seriously.

To that period belongs also the attempt on the life of the student,
Bell, in Kufstein, which was organized on the basis of informstion from the
Forschungsamt; the action against Professor Lessing in Karlsbad and the kid-
naping of Jekob Salomon were also due to the activity of the Forschungsamt.

In mid-April 1935 the following occurred: Ministerial Councilor Schimpf,
who until then could almost always be reached by telephone, had suddenly
"gone away for an indefinite period,” and the information one could get was
- put so strangely that it was impossible to keep from feeling that something
or other was wrong at the Forschungsamt. Soon rumors began to circulate,
and one. dsy it came out: Schimpf was dead. -

The first version was &n auto accident; the strange thing about that was
that the stetements regarding the place where the accident was supposed to
h=ve occurred differed widely. FPirst it happened in Silesia, then in Berlin,
then in Klnigsberg. Soon afterweard it was learned that Schimpf had committed
guicide. However, the case was the same as with the auto accident. At least
e dozen hotels in Breslau, Kiinigsberg, and Berlin and environs were named,
in which the tragedy was supposed toc have occurred. One story was that he
shot himself; the second story was thet he killed himself along with a lady
friend, but even here there were so many variants thet it was immediately
obvious that the spreading of these rumors was only intended to veil the
truth.

In its propagandes activity Netional Socialism always made the mistake
of working too clumsily. It did not satisfy these people to work out =2
version of & story and then spread it consistently, instead they always
tried to spread a hzze, and to cause confusion by & whole collection of
different stories. Thus it was with the burning of the Reichstag; thus
it was on countless other occasions; thus it was later on in the Hess case;
and 80 it was in the case of Schimpf. But the very clumsiness which under-
lay ‘this propageande generally resulted in letting people get on the right
tract feirly soon. It was not long before the following facte were known:
for his eavesdropping on the Ministry of Defense Schimpf had smuggled 2
pumber of condidentiesl agents into the burezus of this ministry or had
recruited persons there for his work. In March 1935 one of these agents
had extracted an exceedingly important document from a safe in order to
turn it over to the Forschungsamt for a short time for inspection. As
chance would have it, this document, along with several others, was needed
& Pew days before Easter; they looked for it znd could not find it. An
- 4nvestigation, which was started immedietely, cleared up the affair,”
and it was reported to the then Minister of Defense, von Blomberg.
Blomberg, who was already in opposition to Goering and Schimpf, was extreme-
1y perturbed and used the occasion to make before Hitler e violent attack
on the Forschungsamt. The matter ended with Hitler's dropping and dise-
vowing Bchimpf. _ ‘
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On the day after Goering's departure ca his wedding journey, Schimpf
vas found in Gruenswald not far from Potsdam with a bullet hole iz bis
head. -

There can be no doubt that Schimpf did not commit sulcide but was put
out of the way by the Gestapo as one who kmew oo maly secrets. Schimpf
was & happy fellow who was extremely fomd of life, and who would never have
taken s moral reprimand as an occasion for leaving this world. 3ut Schimpf
had become not only unbearable but downright dangerous to Goering and
Eimmler, and he had to disappear.

Goering prepared for him a grest cremation ceremony at the crematory
in Wilmersdor?, and sent a gigautic wreath of laurel with ribbons bearing
the inseription: "To My Felthful Ccllaborator Hans Schimpf in Gratitude
Hermann Goering." .State Secretary Milch delivered an address. Then
followed a salute of honor.. The "Voelkische Becbachter" carried an arti-
cle glorifying the "untiring cld fighter of the National Socialist Move-
ment and faithful collaboratcr in the building of the Third Reich."

The Ministry of Defense sent no representative to the cremation cere-
mony; Schimpf's former comrades wWere forbidden to participate.

The work of the Forschungsamt found its second justification in con-
nection with the Tukhachevski case, conceruning which we shall speak at a
later opportunity. In this action the leading role was in the hands of
the Forschungsamt, where, as successor o Schimpf, Prince Christoph of
Hesse had been appointed chief.

The Forschungsamt had & third opportunity to prove the "worth" of its
work in a big way when late in 1938 %he great housecleaning was undertaken
in the then Mipistry of War. Von Elcaberg, Baron von Fritsch, and a
sumber of other officers of high and very high rank had to quit the fileld.
This was Goering's revenge, and the revenge of the Forschungsemt for the
Schimpf case. :

After what has been said, no one will be surprised to hear that this
agency was also eavesdroppirg on Ribrentrop's Foreign 02fice in Berlin by
the use of microphomes it aad installed. EHardly agyome will be astonished
to hear that the installetion of these microphones was tndertaken over a
period of weeks in the calmest fashion by men commissioned by the
Forschungsamt, without & single official in the Ministry having noticed
anything.

The work of the Forschungsamt played & very importazt Tole in pene-
trating the emtire immer structure of the government in Austria before
the German occupaticn. For this task a special subsection was formed, and
frcm here the penetraticn of the entire commmications system of Austria
was accomplished by the Forschungsamt. They had an easy time since &
large part of Austrian officialdom proved quite ready to aid in this
respect. For instance, all telephone conversations- carried on within the
ministries, the content of all telegrams sent o representatives abroad,
and the content of meny impcrtant documents were channeled %o the
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Forschungsamt. They even went so far as to betray to the egents of the
Forschungsamt practically all the cryptographic systems used by the Forelgn
Office in Vienna, by the Austrian armed forces, a&nd by the Austrian police.
The Austrian telephone and telegraph cables leading through the Berchtesgs-
den aree were tapped by representatives of the Forschungsamt.

During the wer there were countless opportunities for significant
work on the part of this agency. To detall all these here would lead us
too fer afield. We shall only mention that the frustration of the action
of 20 July 194k and the .disclosure of those participating in the conspiracy
was due in large part to the surveillance activity of the Forschungsamt.

At that time Himmler had already fought his way through to & victory over
Goering, and the work of the Forschungsamt was directed according to his
wishes; it was by no means an accident that Himmler wes not present at the
two conferences in the "Fushrerhauptquertier” during which the attempt on
Hitler's life was to be and was carried out.. After 20 July 1944 Himmler
was the undisputed master, even in respect to the work of the Forschungsamt.

TEE FORMIS CASE

The SA-Man, Formis, had faithfully and studiously done his duty in his
netive Wirttemberg during the so-called "period of struggle." He had
marched, had sung, and had diligently drunk beer on Party evenings. IYou
could tell that by looking at him for his girth had increased so that when
he took & bath he only had to £il11 the tub one-eighth full of water; if he
then laid himself down in it, it was sure to 'b!.*:l falls

Along with his liking for BA evenings, he had from youth up had an-
other love, which was tinkering with the radio. And this he &id with
devotion and skill, Therefore his comrades and superiors in the SA con-
sidered him & radio expert. That led to his getting a job with the Stutt-
gart broadcasting station after the "assumption of power," and, to be sure,
as ennouncer. And this office he likewise administrated henceforth with
the requisite diligence.

Up to that point his career revealed nothing extrzordinary and it might
heve remained so for the rest of his life, if serious injustice had not besn
done him by the Party and the SA in the year 193k. It does not matter to
us what this injustice was; nor does it signify who was responsible for this
injustice; it is certain in any event that Formis had been calumiated in
base fashion and felt deeply aggrieved -~despite his usual cheerfulness and
optimism. The spectacles of optimism and faith through-which he had hither-
to regerded everything that went on within the RSDAP and its formations has
been shattered, and he now began to regard very critically what had hitherto
been considered by him as an untouchable sanctusry. It was not long befor
Formis had & nose full - as the saying goes, so full that he thought he
.could no longer stand the stench cf—the new ere in Germany, and betook hime
self to Czechoslovakis where he attached himself to the oppositional Stras-
ser group or the "Strasser Movement."

Here in Czechoslovekis & so-called "Black Front" had been formed which
was waging a bitter but hopeless siruggle against the Hitler regime in
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Germeny. Formis with his knowledge and ideas came very opportunely for
these people. With his aid they thought of setting up & propaganda broad-
casting station in order to carry their own ideas and their agitation
against Hitler and his system across the border to Germany.

3o Formis went to work and within a short time constructed a shortwave
transmitter for telephony, wiich was so small 1t could have been carried in
a small handbag. EHe rented a room in a tavern in the vicinity of Prague
and installed his radio station very skillfully in the upholstery of a big
armchair, so that outwardly nothing could be seen of the entire apparatus.

After these techmical preparations had been completed Formls was
supplied twice a day by the information section of the "Black Front" with
peve which seemed suitable for propaganda work in Germany. Formis himself
saw to the transmission, and served as announcer.

The transmitter was very soon heard in Germany and it was astonishing
to see how many listeners this first anti-Hitler German broadcaster found
within a very short time. People were whispering to one another: "Have
you heard? Wave 31 m ! Evenings at six and mornings at ten! Very
interesting! But psst! Don't betray anything!"

And so they listenmed with pleasure to the new transmitter of the
™lack Front." They really enjoyed hearing e voice at last which ventured
to speak against this new regime of force which suppressed all criticism.

Compared with present day standards, the transmissions of Formis were
not brilliant performences. At that time no one had any experience in this
#4eld., But at that time, in 1935, they were a semsation and & dangerous
one.

The intercept stations of the army and of the pollice, iz conjunction
th the organs of the Forschungsamt, monitored the new sender for the

purpose of ascertaining its location and of pilcking it up if possible.
But this was more easily said then done. Getting bearizngs on shortwave
transmitters was still in its infancy in those days. They got the most
veried directions and for & time were of the opinion that the transmitier
was located in Hamburg. ther readings pointed to England or southern
Germeny. A good many of the reedings d&id point to Czechoslovakia, and to
be sure, to the general area of Prague.

In his broadcasts Formis tried to give the impression that he was in
German territory. "We are standing here at the microphone,” he sald once,
"and beside us are 600 pounds of dymamite. If those black dogs come (he
meant the SS), they will be blown up aleng Wwith us." Another time he
said: "™e here in Germany... ." or: "When we look out of the window and
see those brown rascals passing by... .

A few times he did make a slip and used expressicns which gave the
impression that he was outside the boundaries of the country. Only cne
pever knew whether this was done intentionally to mislead.



The newscests of Formis testified to the fact that there must be &
smoothly functioning, fairly sizeable informetion orgenization behind
him. He was always very well informed on &ll heppenings within the Party
end the goverment and its organs. The general tendency was toward an
overthrow of the Party govermment end the abolition of the entire system.
"Brown is the..., and Hitler is leading us to... M

After some monthe of observetion the Forschungsamt had ascertained by
direction finding the approximate location of the transmitter. The exact
location could not be determined, however. An accident helped them get on
its trail.

Hitherto, no one had any idea who the snnouncer might be. However,
Formis hed & characteristic manner of speeking, and in the Forschungsamt,
whose intercept stetions were monitoring this transmitter, there was an
officiel who hed formerly been well scqueinted with Formis. BEe listened
to the transmitter seversl times end came to the conclusion that the
speaker could be none other than Formis. Now & Gestapo man wes sent out
into the region where the transmitter must be located. After a few days be
had gotten on the trail of Formis.

Now the Gestapo was determined to pick up the stetion. But that was
not so easy, because it was located in Czechoslovakia, that is to say, in
an independent country where the Gestapo had no possibility of making &
reid. It was impossible to count on any cooperation by the Czech police.

Since there was no way of teking action in "Megal" fashion, they
resolved on an illegal act of viclence. = They inguired carefully about
Formis habits. An officiel of the Gestapo took & room in the same tavern
and watched the man. After they had gotten gufficient clarity, an auto
with two other specieliy selected Gestapo agenis was sent out to the place
where the transmitter was located. The action was cerefully prepared in
every detail. Formis was to be over-powered and brought to German terri-

tory.

At the eppointed hour, at six o'clock in the evening, i.e., at trans-
mission time, the euto arrived in front of the inn.' All three Gestapo
egents rushed into the house and into the room. Formis ettempted to defend
himself end then tried to escepe through & window but was shot during the
melee. The Gestapo men now climbed into their car egein and sped away to
the frontier. ' _

The occurrence became kmown instantly and all Czech border stations
were instructed by telephone to stop the car with the perpetrators. This
wes done. The Germen Government, however, immediately intervened with
all possible pressure and the Czech Government, which did not desire any
serious incident, gave instructions to let the three men go.

Tnis encroachment by the Gestapo caused greet agitation in Czechos-
lovekia. In Germany there were many people who.  continued for a long time
e fruitless search on their radio dial for the transmitter of the "Black
Fromt" until they finally became convinced that all their efforts were in
vain. ,




TEE THILO CASE

It i3 certainly not an every&ay cecurrence that = man has the given
name Thilo. But in the present case not only should the name of the man
be classed as a rarity but the whole affair can lay claim to being rether
unique.

Cne day in the spring of 1526 & man was eng=ged at the Cipher Sureau
of the Ministery of Defense who had the given name Thilo, and who was the
trother of a major in the Geperal Staf? who was then fumctioning in the
Ministry of Defense. Later on this Msjor occupied e very high position of
command in the armed forces and for thet reason the name will not be men-
tioned in this connection. It is enough if we speak henceforth of the
"Thilc case."

Th<lo was then, as already mentioned, employed iz the Cipher Bureau
and, tc be exact, in that section in which eryptographic systems intended
for use within the armed forces were compiled, reproduced, and distributed.
TEilo had been & £irst lieutenant in World Wer I, had then merried, and had
had a scap factory and bone yard in the viecinity of Berlin. EHis business
had gotter into difficuliies during the economic crisis; Thilo had been
compelled to close the doors of his factory, and had sougnt the help of
his brother in getting a positlon.

As it soon turmed out, Thilo was not one of those people whoe are in
the habit of working over hard. 3IZven inis externsl appearance suggested
+hat he was one who could take things easy, but in Iis work fthis was even
more so. At least, that was the impression he .made. In the morning he
wes the last to report for work, at noon the first to disappear for his
mesl; and approximately every second or third aftermocn he had "something
to do outside." In this manner he contizued to work within the Cipher
Buresn, without doing much, without making himself a burden to his
colleagues, or displaying any ambitious tendencies. Very often he travel-
ed as courier to the sommands of the military districts, in crder to bring
the new ciphers to the appropriate parties when systems were changed. He
supervised the printing of new keys and the recall and destructica of
systems retired from use.

Ha did this sort of work until 1934%. During that time certaiz mis-
haps occwxred, due to Tailo's-carelessness and as a comsequence of his
pronounced laziness; it was therefore decided <o transfer Thilo to an=-
other section of the Cipher Bureau. The cryptanalytic secticn declined
to recsive him intc its ranks; finally he landed in "eveluation” and,
since he had some knowledge of the BEnglish language, was set up.as &
specialist in the English subsection.

 Since Thilo had stood on an excellent footing with all his previous
colleagues, he continued to maintain contact with the section for German
cryptographic systems and still journeyed now and then to the commands
of the military districts as courier. Ee also endeavored %o continue his
old style of work in the new section.
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0f course that could not well go on in the long run, since the assign-
ment was constently growing and, in order to master the material, it was
necessary to femiliarize oneselfl with many guestions concerning the British
armed forces. However, neither kindly persuasion nor serious admonitions
could move Thilo to familiarize himself more intensively with his field,
and the end of the matter was that in 1936 he was dismissed from the service
of the Cipher Bureau. It was &ll the easier to clear up the situation,
since Thilo had expressed the intention of quitting the service anyway end
of reopening his factory, since he had succeeded in getting together a
considerable amount of money which would enable him, in the new economic
situation, to get his enterprise going with some prospect of success.

So Thilo left the Cipher Bureau end began grinding bones and making
soap. But the business did not last long, and one day Thilo faced the
problem of having to look around for a new job. At the Ministry of
Defense the doors were closed to him; accordingly he applied to the
Forschungsami, especially since he could prove that he was & good old
member of the Party. In the fall of 1937 Thilo was engaged at the Forschung-
samt and took up his work. :

Two yeers later the Second World War broke out. ZPoland was subdued.
In the summer of 1940 France was conquered and occupied, and at one of the
railway stations in Paris the German troops captured a freight train filled
with documents from the French Ministry of War and the Foreign Office which
was supposed to have left for the south of France. The documents were
taken to Germany where they began to sift and arrange them. Naturally this
was done with characteristic Germen thoroughness, i.e., slowly. First of
&1l lists and tables of contents were prepared and so & consldersble time
went by, before anyone found out in detail what had been acquired.

By the end of 1941 they had progressed so far as to ascertain thet
they had captured here & large number of documents from the French secret
service. Now they set about 2 systematic evaluation of these documents
end early in 1942 amid the mountains of papers they found & neatly arranged
1ist -- provided with a1l details and giving the appearance of an almosti
Prussien thoroughness -- of those confidentiel agents who had been working
for French intelligence in Germeny. And lo, among other well-known names
they found that of Mr. Thilo. But whereas in the cese of the other
confidentiel agents it was generally & matter of so-called small ITy,
since they had been paild off with relatively smell amounts, there were
very different sums entered in Thilo's account, which led one to infer
that he had reslly been providing something. The last emount which had
been paid out to him was the cool round sum of 100,000 German merks.

Now it is an open secret that the espionage service does not usually
act very handsomely irn peying agents. When sums of this megnitude were
peid, only information could be involved which wes of especially great
velue to & foreign power.

Now they b;gan to follow up the affeir end learned that owr friend

Thilo during the entire period of his activity in the Ministry of Defense
hed currently betrayed to the French liaison man in Berlin all the
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cyptographic systems then used in the German army. Moreover, crypto-
graphic systems, tables of call signs, details regarding the Germaz cipher
machines - all of which were intended for use in case of war - had trev-
eled the same route. In the field of evaluation he had become more adept
than anyone had suspected, since 1t was with the real understanding of an
expert that he had brought to the knowledge of the French secret service
all details respecting the organization of the German intercept service,
regarding the systems of evaluation and their applicability, regarding the
methods of German commitment for the observation of foreign maneuvers by
the inter-ept service. Both the betrayal of the cryptographic systems

and tbat of the call sign tables could not have failed to put the enemy
intercept service into a position where it would be able to read all
German radic traffic without difficulty. This was of inestimeble value
for the French; the betrayal of the assignment of the German Intercept
service likewise revesled to them the weaknesses of their own radlo organ-
izetion and showed them to what extent it was poseible to penetrate into
the secrets of their means of communication.

Thilo had, moreover, supplied the French with lists of those persons
who might be considered as really competent and capable evaluators on the
Cerman side; from this it was possible to see that their number was
exceedingly small.

Aside from the things already mentioned, Thilo had supplied the French
with many other bits of informaticn, which he had been able to secure
easily since he was & familiar figure in the Ministry of Defense and the
pame of his brother opened doors for him anyway. During the period of his
activity in the Forschungsamt, he had brought to the knowledge of the
French the entire crganization of that agency and a good meny details
regarding its work.

In view of the cooperation between the French and Znglish intelli-
gence service, 1t was self-evident that the English were also informed
of at least a part of these deliveries of Thilo.

Tilo was arrested and his hearing revealed so many things that the
{nterrogators never ceased to shake their heads. Before the case reached
the courts, Thilo committed suicide in his cell.

Whether Thilc was working onmly for the French secret service or
whether ne had other connectiocns will probably never come U0 light. The
French at all events were not able 'to profit much from his work since
the war sped across the country too swiftly. It 1s to be assumed, how-
ever, that the English were able to meke use of much that Thilo had
supplied to France.

I+ is interesting to note in this conmnection that the "Thilo Case"
had & "side line" which was not without its humorous aspect. The counter-
intelligence section of the Ministry for Defense had gotten on the traill
of the work of a French agent in Berlin in 1930. They decided to play
fake msterial into the hands of this man. For this purpose a sergeant F.
was selected to act as middleman. F, was employed in the Ministry of
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Defense as clerk and draftsman in the Cipher Bureau. He was now put in
touch with the French agent, had to meet him now and then, and bhad to turn
over documents or photographic copies thereof, which had been falsified or
faked in the counterintelligence section. That went along for a while
gulte according to plan. But Thilo was very well acquainted with this
sergeant F. ; they even worked for & time in the same subsection. In &
clever manner, Thilo succeeded in transforming F. from a "fake" supplier
into & "genuine" purveyor. Fron now on he betrayed to the French agent
whet was falsified, so that the French secret service was informed regard-
ing the deception. The game continued for years. From the papers captured
ip Parie in the ebove mentioned train the double role of Sergeant F. was.
likewise revealed.

Thilo's treason gave the French intercept service an unheard of oppor-
tunity, for it made it poasidle to resd all German military radio traffic
over & long period. It geve the Fremch at the outbreak of the war possi-
bilities of & reconnsissance service in the ether which could not fail to
have great consequences. Strangely enough, the French did not make full
use of this chance. We get the impression that, relying on the memory of
the decisive role of the French intercept service in 191k and in the re-
assuring knowledge that they were in possession of the German ciphers and
call sign tables, they neglected to 4o many things which they necessarily
should have done, in view of the German superiority in personnel and
materiel. ;

TEE DEVELOPMENT OF THE GERMAN INTERCEPT SERVICE AND OF
TT6 CONTROL STATION AFTER JANUARY 1933

At the end of 1932 the control station of the Germen intercept serv-
ice had reached & state in its orgaenizetion and personnel which enabled it
to direct the peacetime work of the intercept service rather well and to
process the results. Immediately after the "gssumption of power" by
Netional Socialism in Germanmy, & development set in at the Cipher Bureau
which gives the impressiorn of being an advance, but in reality signified e
retrogression. .

Tnie development moved in two directions; on the one hand, in regard
to the personnel situation; on the other, in regard to the general organ-
jzation. In the trein of the rearmament which now began, people were
constently brought in whc had not the slightest qualification for the
intercept service. Their only merit was that they had been officers in
World Wer I and wished now to reenter the German armed forces, which were
being expanded. They were all officers who hed served during the Weorld
Wer in the Signal Corps, but whose outlock was never broader than that of
& compeny commander.

First they were brought in as civilians; then they got the designation
"L.Qfficers"; and finslly they became the so-called "E-Officers". They
usually got credit for.a good meny years of service, and in consequence
in many cases obtained & rank higher than that of the experts who had been
in the service up to that time. This immediately brought & fector of
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sriction into the whole situation, and since the newcomers were often
installed as section heads, after a short period during which they were TO
familisrize themselves with the work, while the previous section heads
were subordinated to them, the joy of the old personnel in the work
declined rapidly, especially as the new maszters generslly acted Iin a very
presumptuous fashion.

In many cases gentlemen were engaged Who turmed out later to be very
gquestionable characters. Thus, for example, in 1934 the Organization and
Assignment Section of the Cipher Bureau was turned over to a pew man who,
up to then, had beer selling typewriters, who had not the slightest ide=s
of the technigue end tactics of fthe intercept service, end who finally had
to be condemmed on account of varicus shady dealings. On the basis of
documents captured in Warsew after the occupation of Poland in 1939 anocther
cf theme new gentlemen turned out to have been & former agent of the Poclish
secret service. In the meantime he had risen ©o the rank of major in the
German armed Zorces! -

Naturally, not all the newly assigned gentlemen were in this category;
however, they ware in most instances - looked at objectively - wholly un-
suited and only bad & desire to advance a2 quickly as possible and meke &
good career fcr themselves. Any feeling for careful scientific work was
completely lacking on thelr part.

Any permeation of such sensitive organization as the evaluaticn and
the cryptspalytic groups by elements of this sort paturally could not fail
to ecause sericus harm. This was manifested in the case of the evaluation
group, for instance, in +he fact that henceforth there were Iore IEDSuvers
covared end more official journeys made, while the resulis were far in-
farior to those of the earlier years. =

In respect to the organization of the intercept service, the measures
which were now put through were 1ikewise such &s %tc cause seripus ccncern.
The ec=eaticn of the Forschungsamt, concerning which we heve repcrted, witb-
drew “rom the consrcl station of the German intercept service a considersble
pumber of good men without any corresponding reduction iz the aasignment.
For, although it had been stated originally that the monitoring of all
diplomatic radio trafilic wow.d now be taken away from the Cipher Bureau
of the Miristry of Defense, there was actually no change- in the picture.

A little later some members of the Cipher Bureau wandered off to the
Ministry of Propaganda. Morecver, the newly created Air Ministry now set
up- an intercept service of its ovm, and &gain drew away & certain percent-
age of the cld, traiped personnel cf the Cipher Bureau. In this case, too,
there was no change in the assignment of the Cipher Bureau, since it had
to momtinue to monitor the radio traffic of foreign air forces just as
before, because there was 1o possibility, either in intercept techmigue or
in methods of evaluation, of separating the monitoring of traffic of
foreign armies from that of foreign air forces.

A little while before the outbreak of World War II, the control sta-
tion of the German intercept service was again split up; this tize by
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essigning one half to the High Command of the Army while the other half
wes left with the High Command of the Armed Forces. Instead of creating
one great, competent, central intercept organization, one was thus bresk-
ing up the little old organization more and more from yeer to year, and
was filling out the gaps by engaging unsuitable personnel. At the outbresk
of World War II there were intercept organizations in Germeny with the Hig
Commend of the Armed Forces, with the High Commend of the Army, with the
High Command of the Air Force, with the EHigh Commend of the Navy, with

the Forschungsemt, with the Security Service, with the Ministry of the
Interior, with the Police, with the Ministry for Propagands., with the
Foreign Office, end with & whole string of other agencles and offices.
Only in very rare instances could one speak of any sensible cooperation
among them, In general, they worked at best side by side with an enormous
amount of superfluous and avolidable duplication.

The seme dissipation of energy wes also found within the Cipher
Bureau, which was supposed to be the control point for the entire inter-
cept service of the armed forces, but which ip reelity had not the
slightest suthority to impose its wishes on the intercept services of
the three branches of the armed services. The old orgenization, which
had been tested and proved adeguate, was loosened more and more, and new
subsections were constantly being created to set apart an appropriate
independent sphere of activity for gentlement who were newly hired. All
those areas, which had hitherto been intermeshed, were now separated from
one another and each went its own way.

In tﬁe middie of 1939 the persomnel strength in ell branches of the
German intercept service was 18 times the number employed in 1932, but
there was not even a remotely corresponding increase in tangible, useful
results.

THE "INTERCEPT COMPANIES"

The six fixed intercept stations which existed in Germany in 1932 for
monitoring foreign radio communications were even then scercely sufficient
for carrying out the most necessary tasks. It was inconceivable thet they
would be in & position to cope with the enormously expanding reguirements
in the case of war. Even in peacetime the observation of maneuvers couwld
only be carried out if the fixed intercept stations detached troops and
sent them forward to the border. However, this elways entailed & temporary
neglect of other assignments. A new way had to be found of creating mobile
formetions which could be employed in case of need (primerily in war) where-
wver thie might prove necessery. They had to exist in time of peace and
become thoroughly femilier with the prospective opponent.

For these reasons it was decided to set up an intercept company. to
which & second was soon added. In and of itself the idea was doubilessly
good, since a motorized unit which was kept constantly in practice and was
trained to monitor the army redio traffic of & specific opponent, could
achieve good results at once, if things became serlous.
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The practical carrying out of the training of these intercept companies,
however, went against all reason. Instead of occupying these formations
constantly with the monitoring of foreign radio traffic, they were only
rarely employ=d in monitoring focreign exercises to give them "oractice"; in
the main they were used to intercept aand follow the radio traffic of Germsm
units carrying out exercises. Now the way the German army radio trafflic
was handled was not comparable with the method of any of the other armies
of Burope. The "practical work" of the assignment and of its evaluaticn
resulted, thersfore, in a distorted picture and was utterly senseless. Of
course, undsr these cirsumstances it was possible to get practice in fixing
a radio =tation and determining its geographical position; but ons could not
learn the characteristics and peculiarities of the traffic which would hawe
to be monitored in case of war. The intercept companies, on the other hanmi,
were more interested in listening to their own traffic than to foreign traf-
2ic because the characteristics of their own traffic were known to each of
the men in all details, so that the work was easy. DMoreover, the perscnal
contacts often made it possible to find out a great deal about "the other
sida" over & glass of beer; this was of valus for the intercept company
involved. ‘

So it was no wonder that these companies, which were later increased
to six, fell down in the monitoring of foreign meneuvers. This forced
people to recognize that these companies would not, in case of war, be ina
position to supply useful intelligence, until they had had & month of
training under war conditions, assuming, of course, thet they were assigned
well qualified eveluators to work over the results of their monitoring.
Precisely in this regard, however, very little was done.

If we consider this development from the standpoint of a factual
testing of its value, we are forced to the conclusion that the intercept
companies under these circumstances would cazuse more harm than good in the
event of war, since the intercept service is & two-edged sword. If it
works precisely and with scientific accuracy, then it can be of great use
to its own command. If it does not do this, and if the work in such a
complicated field is carried on by inadequately trained people, then the
results may cause the command to make fateful errors in judgment.

THE LITERATURE ON TEE INTERCEPT SERVICE

The interception of technical means of communication had its begin-
ning in World War I and was developed into a significant military Iinstru-
ment. The number of batile actions, operations, plans, and diplomstic
measures which were based on the results of actual intercepts became very

great.

That one was silsnt about this during World War I sesems self-evident.
By way of limitation, I must remark that even then some things trickled
through to the general public, but wers not given much attentica. For
instance, a few weeks after the battle of Tannanberg a Berlin paper carried
an article in which attention was called to the fact that Russian radio
traffic made it posasible for the German command to carTy through the
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operations in the way it did. Two years leter a Frankfurt paper carried a
gimilar article which had reference to the results of the intercept
service in the west. The article in the Berlin sheet gave the Russiens a
warning and resulted in their paying more attentien in the future to the
security of their radio messages. The article in the Frankfurt paper also
turned out to be very incautious and unfortunate.

When World War I came to &an end, literature on this war began to appear
glowly in public.- The various generesls expressed their opinions regarding
the operations they had conducted or regarding the war in general, and here
and thers™offersd very interesting deteils on the practicel applicetion of
the intercept service. )

This question was treated in & far more detalled :?a.uhion by General
Max Ronge, in his book "Military and Industrial Espiomage,” in which he
geve & large number of examples from the actual work of the Austrian inter-
cept service. BSo far as I know, this book remains the only one which
occupied itself with this theme to any great extent. The other things
which appeared on the subject were either relatively short treatises on
single topics or official memoirs, sometimes there were ra.ther brief
articles in newspzpers and magazines.

Among the treatises on individusl topics was & brochure by the well-
known Austrian cryptanslyst, Figl, under the title "Systems of Decipher-
ment.” The French colnnel, Givierge, expressed himself on the same theme.
The then Americen ambassador in London (Page) expressed himself on the
subject of the Zimmerman telegrams in his book of war memoirs. Regardlug
the battle of Tannenberg, an article appeared first in Sweden. To sum it
all up, during the entire period between the First and Second World Wars
only three men - so far as I know - expressed themselves in brief form on
this theme. These were Colonel Celvel in France, Colonel Szieszynski :Ln
Poland, and Mejor Vasiliu in Romania. ‘

Calvel's memnir was intended as & textbook for the French communica-
tion service. It did contain & number of very ilnteresting examples from
the period of World War I, but the chief stress was on technical questions,
on wha.t had been learned by experience, and on directives for the security
of one's own commnications against hostile interception.

The Pole, Colonel Szieszynski, was & pupil of Celvel and on his retum
from Versailles composed & memoir which included all the examples which had
becoms known to him in France, as well as additional noteworthy examples
from the period of the Polish-Russian wer. BSzleszynski's memoir, which
appeared under the title "Interception and D:Lrection Finding Berrice as &
Bource of Intelligence Regarding the Enemy," contained meny exciting
examples from the past. This little volume - like Calvel's brochure =
wes not published but was intended only for instruction within the Polish
commnications service.

The Romanian, Major Vasiliu, had attended the courses in France along

with Bzieszynski, and had likewise brought home & number of things which
he had heerd and seen there. In the same way as Szieszynski, he composed
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a memoir in which he stressed primarily events in the Balkans and gave at
great length dirsctives for carrying on a methodical intercept service.

In Germany they tried to permit as little as possible to appear in
public on this theme. After 1933 there was even & decree forbldding anmy-
one to touch on such matters in the press.

THE ARMAMENT QOF EURQOFE AFTER 1
AS REVEALED BY THE INTERCERT SERVICE

It would be & great mistake to assume that the rearm=ment of Germany
éid not begin until the autumm of 1933 after Germany left the League of
Nations. It would be also wrong to believe that in the preceding two yeas
there had mersly been a certain amount of preparaticn for resrmament. With
respect to the preparation for the production of weapons and of technical
equipment, the beginnings of rearmament in Germany reached back lnto the
first years after the end of the First World War. Eowever, people abroad
noticed virtually nothing of this. Even within the country nothing was
known about it outside a small informed circle.

The early stages of this effort became visible early in 1529. At
this time a remarkable development began both among the various sta.frl and
also in the Ministry of Defense. Everywher= so-called "employees"
"eivilian em_:loyeea" appeared, who were employed at first in s:Lm:ple tuu,
but thern in more and more important ones. These were all former officers.
They were engagec a2s "spectators” or "assistants” at drills and maneuvers,
-and attached great importance to being addressed by their former title.

A series of new subsections was set up in the Ministry of Defense and in
the seven military districts.

If one engaged one of these men in intimate conversation, one socn
got some insight into their trend of thought. At first they expressed
their satisfaction at having escaped from the inferior status of an agent
or traveling salesman and once more at finding employment suitable to their
station. Soon they would admit that things were moving toward rearmament
. and that their present occupation as employ=es was merely an intermsdiate

stage.

If one cbserved the entire radic traffic of other European countries,
it could be recognized that in all countries, without exceptiocn, military
armament had reached a certain standstill. To be swe, organizational
changes were made here and there, or antiquated weapons wers replaced by
new ones; even the training regxﬂ.a.tion.s were revised now and thez. But
there was virtually no real .change in effective strength and in respect
to the training and preparation of resems, cr with respect to the
quantity of arms availlable.

In 1932, and indeed early in this year, German propaganda for the
creatior of & 300,000 man army took shape openly. In reaiity the er-
factive strength of the German armed forces had already expanded far
beyond the 100,000 man limit set. If one counted in the numercus




"employees" and assumed that they were to serve as & skeleton for & new
officer corps, one reached the conclusion that all that was necessary was
the induction of a corresponding number of recruits, whereupon the entire
300,000 man army would be complete. The arms, tools, and squipment had
long since been at hand. , :

The monitoring of military, diplomatic, and intermal radio traffic of
211 the European countries, which in general gave very good and sometimes
very extensive information, did not afford the slightest proof that at
that time there was any building up of armaments abroad, not even in the
spring of 1932 when & flood of placard and postcards poured out all over
Germany showing in graphic form how defenseless and unprotected Germany
was egainst any hostile attack and what the military strength ratio of
2ll adjacent countries to Germany was. These postcards, which were pro-
duced in many variations, were sent out through Germany by the millions.
Corresponding lerge placards could be seen in every government offive, in
every station, and irn the corridors of all public bulldings. There was
not the slightest doubt that this wave of propaganda emanated from the
- Ministry of Dafense.

Immediately after the assumption of power by National Socialism, a
greatly increesed activity began in the German armed forces, especially
in the then Ministry of Defense. There seemed to be no fipancial or
budgetary difficulties connected with the employment of civilian employees.
In all parts of the building on Tirpitzufer they shot up like mushrooms
after & rain. Numerous new organizetions were set up, and new sub-sections
were created; there was an anxious shutting of oneself off against other
sections; the requisgitioning of men from the army by the Ministry of
Defense and vice verse assumed ever greater proportions. The numerical
strength of the military district commands doubled within a very short time.
The creation of the Air Ministry was for anyone at all acquainted with the
gituation an open indication that thisz-was the first step toward the
creation of & larger .Germen air force. .

In the summer of 1933 in the diplomatic radioc traffic of various
countries could be noted the first indications that people abroad were
beginning to pay some attention to this development. Thie occurred
primarily in Greet Britain and in Czechoslovakia, then to & certain
axtent in France and Poland. With respect to the Boviet Union nothing
could be ascerteained directly, since the entire diplomatic traffic of this
country remsined undecipherable; conclusions could only be drawn indirectly
from the radio traffic of other countries. From this it appeared that
Russie was the first and et that time the only coumtry in Burope to
recognize quite clearly the development which was beginning in Germany and
to take counter-steps of a militery character. With regard to the other
countries of Europe, nothing of this sort could be noted, not even when
Germany quit the League of Nations on 14 October 1933. There was, to be
sure, & great deal of talk in diplomatic circles to the effect that
Germany was beginning to arm on a large scale. Moreover, colums in the
newspapers sbroad began to be filled with articles dealing with this topic.
In the parliaments guestions were introduced and debates were conducted.
But from a practical point of view nothing was done in the armies of Europe



which could be desigmated in any way as an increase in armament, let alone
an incresse in military strepgth, which would threaten Germany. OQnly in
the Soviet Union wvas the military budget increased.

During the course of 1934 German rearmament took forms which could mo
longer be overlooked by the public. The mers building of barracks wvas
calculated to -give information. However, only one who had some insight
into the doings of the Ministry of Defense could get an approximate ides
of what was really being prepared. Hers events and plans began falling
all over one another. '

Immediately after the assumption of power, Hitler had issued the
directive to make all preparations for setiing up a 300,000 man =rmy.
Thege plans were easy to carry out, since they coincided with the previous
trend of thought and with the preliminary measures already taken. Shortly
thereafter instructions came from the Chancellory to make plans for 2
500,000 man army. A guarter of a year later Hitler issued a directive to
work on the basis of & 700,000 man standing army. After a while this
number was increased to $00,000 and later to 1,200,000.

Later on, after 20 July 1544, after he had had him strangled, Hitler
spoke ©of former Colonel General 3eck as a miserable weakling who got &
pervous breakdown and cried like & fellow with & hangover everytime he had
scmething extra to do. Beck, during that critical period of German
armament, was the Chief of Gensral Staff and was regarded in widae circles
as & second Moltke., Beck's military ability - at least in the matter of
organization - is beyond all gusstion. EHowever, Beck was a very cons-
cientious man who was accustcmed to give all his plans the stamp of
precision. Th= constant changes in directives, the increases of numbers
&t short intervals, the new instructions constantly issued by Hitler,
these always upset Beck's previous plans. It is probably true that many
times Beck sat at his desk not knowing what to do and wes more inclined
to wa=sp than to laugh. The reason, however, was not =2 wretchad weakness
of this man, but was the impulsive action and crders of Hitler which
excluded any conscientious planning. EHitler's trends of thought doubt-
less made possible the quick setting up of a great numerical strength
but not the sclid foundation which is needed for a large moderm army.

No one knew this betiter than Beck, and in this fact is found the expla-
nation of his occasional want of composure when he found himself facing
the ruin of bis previous plans and arrangements.

The first indications that people abroad were beginning to take into
military account the situation resulting through German rearmament were :
found in the summer of 1936, i.e., after German troops occupied the
western demilitarized zone. But even now such measures in the Eurcpeazn
armies wers limited to & very me=ger, not to say pitiful extent. Only
the Soviet Union began going ahead in two dirsctions: in the direction
of building up a strong armament industry, and in the direction of
training a strong military reserve. Otherwise, ‘the situation in almost
all the countries of Burope remesined practically the same as it had been
in 1629. This was particularly true with respect to France.



When in the early deys of February 1938 Eitler carried out his sweeping
change in the Ministry of Defense and made himself Supreme Commander of tie
German Armed Forces, and when he dismissed Colonel General Baron von Fritsch,
who had been opposed to any aggresive war, there was no doubt left in the
minde of the initiated whither this development was going. This developmm ¢
was also recognized in political circles in most of the non-German countries
of Europe. This was most clearly the case in England. Here they began
increasing their armaments in the air and to some extent on the water.
Czechoslovakia increesed the number of its divisions and their effective
strength. In Poland the air force was likewise strengthened and a partial
rearming of the field army was carried out. Otherwise, practically nothing
changed.

Hitler asscrted later that increased armament everywhere abroad had
forced him to increase armaments and finally to strike. That is totally
untrue since the intercept service, which really sized up the situation in
foreign armies and air forces down to small details, did not give the
slightest support to the claim that increased armamesntes abroad were
forcing Eitler into an armeaments race.

EITLER AND CZECHOSLOVAKIA

There were two countries against which Adolph Hitler made thorough
preperations for war from the very first days of his activity as leader of
German policy: Poland and Czechoslovakia. Hardly ever in all history has
& country been 80 systematically and deeply undermined and prepared for
externel attack by the employment of spies,-agents, and confidence men
(so called V-men), ms was here the case. The starting point for this work
was afforded by the German speaking element in these countries. By using
their attachment to all that was German, in all circles of the German
speaking populetion so-called confidence men were recruited as purveyors
of information, partly directly, pertly through the VDA (Volksbund fuer
des Deutschtum im Ausland or People's League for German Culture Abroad).
There was & preference for persons in official positions or in the Czech
armed forces but business men, travelers, and the like were also gathered
in. It was most valuable when they succeeded in winning an officer of the
Czech armed forces as a confidence man, and this happened repeatedly.

Already by the end of 1934 the situation was such that elmost nothing
that occurred in the Czech armed forces, administration, or industry re-
meined conceeled from the German esplonage service. The number of indivi-
duel reports on Czechoslovakie reaching the counterintelligence unit in
Berlin averaged from five to ten daily. Often there were microfilms of
original documents including information on the most secret matters.

Esvesdropping on telephone conversations played & particular part
in this spying on the Czechoslovak state. For this &an entire system of
listening stations had been set up. The results were sent to the counter-
intelligence offices in Breslau, Dresden, and Munich, or to their advance
branches, and passed from here to Berlin. All cable lines leading out of
Czechoslovakia which touched Germesn, Austrian, or Hungarian territory were
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monitored. For this purpose there was close cooperaticn between the
German, Austrian, and Zungarian espionage and cryptanalytic services.

Much energy was devoted in Germany to setting up the radic intercept
service against Czechoslovakia. However, in this field theres was little
success. As early as 1533 there was ccllaboration between the German
intercept service and that of the Austrian and the Hungarian armies, but
the Czechs were so cautious in their use of radiotelegraphy that the results
were only mcderate.

A very clear indication that the Czechs had been selected by Hitler
as the object of & military attack was to be had on 2L December 1936. On
this wnusual day there occurred at the Clpher Bureau in the Mipistry of
War at Berlin a discussion with officers of the Air Miniatry. The
subject was & new organization and & strengthening of the intercept work
against Czechoslovakia. The main theme was a surprise attack. The Ministry
for Air took the initiative and it looked as if the air force were to play
the chisf role. Not until later was it clesr why the Ministry for Alr todk
the lead in this and later conversations: Glring and his staff favored the
plan. Colonel General Baron von Fritsch, Commander -in-Chief of the Army,
was opposed.
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PART III
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THE WAR WITH POLAND AND WHAT PRECEEDED IT

Doubtless there will appear numerous books, articles and other publi-
cations dealing with the war between Germany and Poland which began in the
morning hours of 1 Beptember 1539. These will cover the course of the
operations, the events preceeding the war a&nd many other deteils., We do
not intend to discuss these things here but to deal with some of the pre-
limineries of this war into which relatively few people had any insight.

The question as to when preparation for the war against Poland began
is difficult to answer but the preliminary period is longer than is genper-
elly assumed. We can state with certainty that the earliest preparations
date bazk to about 1923. From then on, there began a systematic pene-
tration of the entire Polish state by the German espionage service using
so-celled  confidential agents.

The first part of this work consisted in current coverage of all
events in Polish official agencies, in the armed forces, in the govern-
ment, in industry, in transportetion, and in all other aspects of public
life. The second part of the activity of the confidential agents consist-
ed in infiltrating and undermining the military power of resistance of the
Polish state.

Conditions were especielly favorable in the Poland of those days.
Many Germans had become Polish citizens, although at heart not in sympa-
thy with the Polish state. It was now & question of enlisting these
people for the work, by playing on their feelings as Germans. A special
subsection "Poland" in Section 1 of the Counterintelligence Group of the
Ministry of Defense begen intensive work about 1923. Using agents and
official and semi-officiel agencies, it endeavored to spin a net over &all
Poland and in two years there wae hardly a place of any size in that
country which did not have a confidential agent or at least & purveyor of
informetion.

Early in 1926 espionage against Poland was intensified, possibly be-
cause some very. useful agente had been enlisted. One worked in the Regu-
letions Office of the Palish War Ministry and from 1526 on sent photo-
graphs of service regulations to Berlin. Two others were in the so-
ecelled D.O0.K. (corps areas) from which they supplied photographs of tables
of organizetion, service imstructions, strength summaries, etc. Conse-
quently German espionage was very fully informed regarding every branch
of the service and nearly every troop unit. Regulations and instructions
for maneuvers were also obtained in this manner. The first important
shipment from the agent in the Polish Ministry of War was a lengthy set
of instructions for the Polish Alr Force which was then holding its first
large scale exercise.

Sometimes deserters from the Polish Armed Forces brought &ll sorte
of information. During seven or eight months in 1931-1932, three officers
of the Polish Genersl Staff appeared in Berlin and offered most welcome
information.
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In addition to this work of the spies, the Germans carried on very
active intercept work against Pcland, using the stations in K¥nigzsberg,
Frankfurt on the Oder, and Breslau, waich devoted half their time to
Polish traffic. Of the military successes, the most important were those
against the Polish Air Forse which by 1926 had virtually completed its
crganization. The Poles had & network of high-powered stations for their
weather service, reports of take-off and landing, and for administration
of the Air Forme. The Poles made liberal use of these staticns, ten in
all, and the German intercept service monitored them day and night and
passed the results %c Berlin. By the end of 1525 the cryptographic
system had been solved azd by the end of 1526 nnthing regarding the
Polish Air Ferece was any longer a senret. Every Polish plane was known
by its type, serial number, and individual number. This was possible be-
cause the Poles announced by radic every start and every landing of a
plane, giving the direction of flight, time of starting or larding, type,
serial number, and irdividusl numbter of the plane - all in plain text.

If a plane flew from Lemburg to Lida with =n intermediate landing in
Warsaw and returned to Lemburg by the same route, it was reported not
less than eight %imes by radic. There were normally €0 to 80 of these
reports & day and all pianes menticned wers carded. After a few months
every plane was recorded, together with its assignment to one of the six
air regiments. Moreover, the ccndition of the plapne was known and after
a few years its serviceability coculd b= determined precisely using coef-
#4cients of depre=istion. While the Folish Alr Forne used radio freely
and thus gave away plenty of informaticn, the Army was very reserved in
ts use of radio. Only at drills and meneuvers could anything be learned.
The firs+ German success was with the Polish maneuvers near Lida irn 1929,
the course of whiclr zould be reconstructed simest completely. It was a
questicn, to be sure, whether the Army radio was closking itself in an
excess of security at the expense of the transmission of information.
In case of war the need for rapid communiceaticn might upset the whole
gystem of radio camouflage, which was guite complicated. BEach station
worked with three call signs simultaneously and on 1ts own wave lengths.
Both call signs and wave lengths changed daily, sometimes twice a day.
I+ was inevitable that war 2cnditions would severely try this system.

* While speeking of German cryptanalytic activity against Poland, it
mey be stated that a large part of the diplcmatic exzhange of information
between the Polish Government and its representatives abroad could be
read. This gave excellent inslght inty the sctivity of the Polish diplo-
mats and into the relaticns between Poland and the Western Powers.

The German intercept service was coacerned not merely with inter-
cepticn of Polish radio traffic but also with wire communication. The
Polish Corridor and Danzig afforded a fine opportunity for getting at
the Polist wire networks. It goes without saying that telephone conver-
sations of the Polish Embassy in Berlin and of all Polish consular
representatives were listened to and evaluated by the Germans.

Beginning in 1934, German espicpege was intensified, as was the ef-

fort to undermine the power of resistance cf the Polish forces. An army
of agents was recruited, often by coercion, and all offices of the Polish
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armed forces, police, reilweys, and postal services were infiltrated. The
rewards paid were surprisingly small but from 1934 on virtually nothing
rega=ding Polend's nesticnal defense remained hidden.

It is generally known that the war against Pcland began at 0545 nours
on 1 September 1539. It may be less well kmown that the attack had been
planned for 27 August and that all preperations had been made for that
date. Late in the evening of 26 August it suddenly occurred to Adol?
HEitler to postpone the ettack. What induced him to make this change is
not known to me. Perhaps his astrologer was responsible or it may have
been one of his well-known whims. In short, about 10 o'clock in the
evening telephones began to ring, teletypes %o rettle, radio stations to
function, and & flood of thousands of orders tried to reach the advance
wite ir time to take sccount of the new situation and to prevent the
troops from leunching an atteck. The fact thet it wes possible to get
these orders through in time was & masterful achievement of -the German
communication system.-

Without doubt the Polish communication service must bave noticed this
activity on the Germen communicetion network. It must have been & serious
warning for the Poles. Any specielist knows what such & change of decision
means in modern warfare whnere there 1s an intercept service. Thls naive
chenge ir a plan long since precisely worked oul, together with all the
dangers irherent in such a change, was the first indication of the primi-
tive quality of Hitler's thinking in militery matters.

Tt is not necessary to recount the invasion cf Poland. Thanks to the
informetion aveilable, it was all over iz & matter of weeks; that is to
sey all over save for the repercussious in other countries.

THE CAMPAIGN IN THE WEST

The campaign in the West ir the summer of 1540 esppears to many people
to be the master stroke cf a military genius. Even when we take into
sccount the German superiority in numbers and materiel and appralse ade -
quately the spirit of the German {troops, many things still remein in-
explicable - in particular the swift drive through the northerr continu-
ation of tne Maginot Lime. On the basis of what I was able to learn, I
shall attempt to throw & few side lights on this campaign, without pre-
tending tc be able to explain everything.

I have already reported on the situation in the intercept service.
Conditions for successful intercept work were as favorable as cne could
desire in Fracce, Hollané, and Belgiun,

From intercept traffic the French assembly and the Belgian and Dutch
frontier defenses coulld be recognized so clearly both in respect to
organization and geographical distribution that the information was fully
adequete for meking German dispositicns. I+ was & pleasure for the German
command tc be sble to enter the ememy's troop dispositions om its own
situsticr maps on the basis of the results of the intercept service. In
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the present case, however, this did not suffice. Before the war the great
question wes: how good will the mighty defense system of the Maginot Line
pe? Will it be possible to break through quickly or will a war of position
on a large scale develop here? Will modern heavy artillery be able to
crack these defenses? Who could answer these questioms?

Earlier we reported how Poland and Czechoslovakia were thoroughly
reconnoitered by the German espionage service. In France there was no
such degree of success although the German intelligence service &id re-
ceive current reports and single notices. France had no extensive German
minority and conditions were less favorsble. Nevertheless, iz the summer
of 1939 the German Secret Service succeeded in pulling off something which
absolutely made up for the previous years. In August it was possible to
get a photograph of & French map showing all forts, barriers, obstacles,
commurications routes and communications points of the Maginot Line and
of its extension to the coast. This showed how imperfectly the French
nad developed their system of defense along the Belgian fromtier and one
did not need to study the map long iz order to put his finger on the
weakest point in this system of defense. This map was reproduced in
Germany and was the basis for planning the campeign in France.

In order to drive at this weak point in the French system of dsfense,
i+ was necessary to advance through Holland and Belgium. Consequently,
this move was decided upon in Germany without hesitaticn. The prospect
of overrunning the French line swiftly was too inviting and it was im-
possible for the French to build up this weak point within & few months
to match the strength of the Maginot Line proper.

The campaign against Poland was followed by a periocd of calm. Only
in the air and at sea did socme minor engagements take place, which no
one regarded very seriously. People were already deginning to crack
jokes sbout the "phony war'. Many thought there would be no serious
conflict and that France and England were in a state of war merely "to
save face” with respect to Poland., Peace would surely come in the spring.

The monitoring of French and English traffic, however, did not indi-
cate that people in those countries were concerned with "saving face".
War production was under way; they were arming for battle, though only
for a defensive struggle. The whole system of land defense for France
since 1919 had been based on the invincibility of the Maginot Line,
while England was convinced that econcmic measures directed against
Germany would not fail. Anyhow, one could not count on & conciliatory
attitude in either France or England.

On 27 January was broadcast Churchill's speech in which he said:
"Zitler has already lost his best opportunity”.

On 9 April the German people were surprised by the information that
"German troops have undertaken the protection of Demmark and Norway".
The National Socialist Government tried, naturally, to throw all btlame
on the English and Norwegians. Of course no mention was made of the fact
that the invasion might not have been successful, if the intercept
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service of the German Navy had not ascerteined the position of the British
naval forces and calculated the time so that no surprises need be feared
from that guarter. Despite herci: resistance, all Norway was occupied
within four weeks during which the German intercept service played a
notable role against both land and naval foreces. At Narvik, both the
British and the Norwegians used radio very incautiously. The course of
British ships could be followed perfectly at &ll times. BSeveral Norwegian
units were encircled and captured becasuse of thelr incautious use of radio,
and the capture of Berger with its war stcres was possible only becauses of
frivilous use of radio.

0f course the Germans sometimes mede mistakes, too, and the British
followed CGerman ship movements.

Similteneous with increase in military radio traffic at the begin-
ring of these operations was the erormous increase in diplomatic and press
traffic. It was interesting to see how the German advance against the two
northern countries effected neutral lends. While the German press tried
to characterize the whele action as & "British Crime" ageainst which the
entire press of the world was clamoring indignantly and while German papers
were printing quotations from foreign papers, which had been paid for with
German money, intercepts from foreign countries gave & very different
picture. British action against Norway had been started only after
Germany's intention had become krnown to England at the last moment. Con-
sequently it was not Englend buf Germany that had attacked, and this un-
justified sttack in defiance of all internaticpal law lost Germany the
respest of the world and laid the groundwork for her defeat.

On 9 Mey, one of tbe leading German newspapers carried the headline:
"Stupid British Diversionary Maneuver." The content was to the effect
that the discovery by Germary of ostensible British plans had produced
such an impression in England thet-they were rescrting to diversionary
‘maneuvers; news was being srread abroad that Holland was sorely threatened
by Germany. There was & felse report that two Germaun armies were moving
toward Holland, but of course that was noasense, an old wives tale of the
Minietry of Lies in London. 3Bu*t the next day at nine o'clock Doctor
Goebbels delivered & long telk on the German invasion of Holland, Belgium,
and Luxenbourg. The war ic the west had begun.

The attempt to attribute the tlame for the ocutbreak of hostillties
to the Duteh and Belgiens was ridiculous. From everything that could be
observed by monitoring their traffic, it was clear that both countries
did everything possible to meintain neutrality. On 14 May the Dutch army
gave up the hopeless struggle and a bresk was made in the extended Maginot
Line at Sedan. On 16 May came & bresk through the Maginot Line on a fromt
of 100 kilometers. Om 1T May German troops entered Brussels. Soon
Hitler's threat: "We will put them in e panic which will spread!" was
made good.

This creation of panic was carried on by all mcdern technical means.
Leaflets were dropped by the hundreds of thousands and served to spread
the wildest rumors. Agents deposited by parachute behind the enemy front
cut in on the telephone wires, celled up &ll sorts of government offices,
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gave false instructions to civilian offices and troop units, and by reparts
of panic caused a chactic flight on the part of the civilian population,
which resulted in & hopeless blocking of the highways. Captured radio sta-
tions were likewise put into operation and issued alarming reports. With
events moving so rapidly, the French command had no possibility of effec-
tively counteracting these activities; moreover, the French did not catch
on to these methods until too late. In several cases, whole divisions
were forced in this fashion to-surrender. A number of German agents
equipped with small shortwave radio had been deposited behind the French
#ront and were working from there with excellent success. These people
watched everything that went on and reported each of their observations
immediately to one of the three control stations by which their work was
directed. For the first time in history a combat instrumentality was
employed here, which in the later years of this wer was o glve it its
special character and which was tc be turned in catastrophic fashion
against Germany. -

On 3 June the frightful slaughter known in history as the "Battle
of Flanders" ended with the capitulaticn of the Belgian army and the
encirclement and annihilation of British and French forces. These troops
fought bravely but succumbed to supericr force. The name Dunkirk became
#20or the Germans the symbol of & decisive victory over England and for the
British the symbol of & most successful evacuation, carried out with the
aid of the fleet. BRoth were right - everything depends on the point of
view.

Once again there came & period of tense expectaticn. What would
happen? Would the Germans turn south and attack the French divisions on
the Aisne and the Somme, or would they follow British trocps across the
Channel? The word "invasion" began to spook arcund. The German High
Command diligently spread the news that it was preparing to invade at
once. Ia any case the fate of France was virtually sealed. This seemed
to be a suitable time for Italy to enter the war. PFPressure was put oz
Mussolini. A feverish exchange of telegrams between Berlin and Rome
began. And finally it happened. Oz 10 June 1540, from the balcony of
the Palazzo Venezia, Mussolini proclaimed to the Italian pecople and to
the world Italy's entry into the war on the side of Germany. This was
speculating on a cheep victory, on sharing the spoils after France had
been completely subdued and England bad pulled out of the war, as it was
expected to do.

But even in this seemingly so favorable situation, the true atti-
tude of & large part of the Italian Officer Corps, in particular General
Staff Officers, was and remained-adverse both to the war and to Germany.
A pot inconsiderable. group of officers was outright anti-German in
sympathy to such a degree that this could be clearly recognized from

tercepted Italian traffic. We shall have occasion to speak of this
later. For the moment, however, the chances seemed to favor the %tWwo
Axis Powers and for the moment this outweighed everything else.

The battle along the Aisne and the Scmme began and in a few days
the French army was split into four groups. On 15 June, German troops
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crossed the Loire. On 18 Jupe Hitler end Mussolini met in Munich to
discuss the terms of an ermistice. On 22 June, the armistice was concluded
in the Forest of Complegne; the French fleet remained in French harbors.

France was beaten. Hopelessly bsaten in an astoundlagly shert time.
How could this country, protected by the most modern line of fortification
and with its strong army, be conquered so easily? For one thing the
Germans, contrary to French expectation, had not hesitated to attack two
neutral and almost defenseless countries, Holland and Belgium, and thus to
reach the French frontier where it was least well protected. Moreover at
the beginning of the war France was distinctly inferior in materiel. There
was lack of planes, armoured tanks and other war equipment. Despite all
warnings, including repeated reporte to the Deuxieme Bureau regarding Ger-
man armament, those in control refused to believe there was any serious
danger.

When the campaign in the west began, the French grestly. under-
estimated German strength, while espicnage had revealed to the Germans
the weak points in the French line of defense. Another unexpected factor
was the systematic spreading of panie. In & very short time, millions of
French and Belgisns were in flight, blocking roads and bridges so that
French troops and supplies could not get through. On top of &ll that,
there was the Germen radio intercept service. Most of the French army
eryptographic systems and two systems of the French Foreign Office were
known to the German cryptanalytic service. Countless messages with
highly important content could be read. Moreover, diplomatic representa-
tives of various countries were tramsmitting by radlo important infor-
mation and were doing this in systems already sclved in Germeny. From &
purely military angle, the system of French army traffic resulted in
revealing to the German Intercept Service in & very short time the
relation between the higher and medium units. The orgamization of the
French front was known et all times. No movement and no dislocation re-
mained concesled from the Germans. The French Air Force was most in-
cautious in its use of radic and the ground stations gave countless
clues. The picture was the same as that observed during French maneuvers
from 1930 to 1939.

The map of the line of fortifications, the intercept service, the
cryptanalytic service, the creation-of panic, the blocking of highways,
air superiority, and superiority of numbers and materiel on the German
side, coupled with an ineffective intelligence service on the French
gide - nothing more was needed to gain & crushing victory in the west.

The campaign in the west had ended. Throughout Germany bells pealed
and flags fluttered. People were convinced that victory 1ln the west
meant the end of the war; now it was up to the diplomats to find a way
to bring about peace. It was incredible that England, the last remaining
antagonist, would dare to continue the war. Goebbels organized & mighty
reception for Hitler when the latter returned from the front; the rumor
was spread that Americe had intervened and England would make peace.
Plans for demobilizetion were worked out and & few people were discharged
from the armed forces.
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But although people were convinced in Germany that England would now
try to get out of the war, longboats, light sailing vessels, motorboats
and other craft began moving northward on special vehicles; they were to
carry German troops across the Channel and few people doubted that this
enterprise would shortly be crowned by success. Yet week after week
passed and nothing happened. On the contrary, the German intercept
service was obliged tc report again and again that England had no thought
of submission. Moreover, voices from America alsc had to be taken serious-

ly.

While the public was thus forced to settle back and wait for the
invasion which Hitler said was coming, it wes remarkable that all prepara-
tions for invesion were carried on in the open instead of being carefully
camouflaged as usual., Details which normally would have been strictly
secret could be heard everywhere, until one almost had the impression that
the invasion was nothing but a bluff. -

Interception of English traffic, however, gave the impression that
the British were counting on an attempted landing. Their air recoonais-
sance of points where the Germans were concentrating small Doats became
intensive and the assemblies were bombed constantly.

Meanwhile the air war against England began. It was supposed to
break the will cf the people to resist, but it soon brought two disappoint-
ments: £irst, the British fighter defense proved far stronger than
expected; second, the effect of the bombs was by no means as great as had
been expected, Fumthermore, German aircraft losses increased rather than
decreaged - some days a hundred or more machines were lost.

Careful monitoring of all radio traffic between Great Britaln and
the U.S.A. showed no indication of any letup in England's will to resist.
Week by week the United States was growing closer and closer %o Great
Britain. Unmistakably there was a resclve to put an end to the conguest
of one country after another by National Socialism. The attitude of the
U.S.A. was expressed in a speech in Pailadelphia on 18 August by Mr.
Bullitt, former ambessador to France.

Since the air war was not acheiving its purpose, the German Govern=-
ment proclaimed in August & "total blockade of England”. This step was
aimed primarily at the U.S.A. but its effect was like pouring oil cn a
#ire. It really betokened German weakness rather than strength.

While the German press printed long-winded articles on the effect
of German air attacks on London, only small type was available on 10
September for the news that the House of Representatives bad on the day
before accepted the Bill for Compulsory Military Service. The question
was no longer, "Will the U.S.A. 2ight?" but, "When?"

Supposedly, the invasion was to take place during the night of 15-16
September 1540 but the English fighter defense was still too strong, the
Navy was still intact, and German preparations were too inadequate. Only
a few of the 1,000 large transport gliders called for bad been completed.
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The espionege service had almost completely failed to funstion, in par-

ticuler the establishment of & petwork of radic agents had never gotten

beyond very modest begimnings. The lntercept service provided virtuwelly
no informetion regarding the military situstion in the British Isles.

Of course the decisive factor was Hitler himeelf. He did not
seriously believe it would be necessary to invade by force; he expected
Englend to make pemce and Ribbentrop held the same view. Not until four
weeks after the conclusion of the campaign in the west did Hitler realize
that this assumption was not correct. Hitler could pursue & goel with
greet obstinacy but he was an easlly influenced, emotional character and
novw he ghifted suddenly and ordered the General Staff (or at least part
of it) to make plans for e Russian campaign which had pever been mentioned
before. He thought that England would change its attitude immediately,
if Germany should attack the Soviet Union. EHess entertained the sems
opirion. Pointe of difference betweer England and the Soviet Union were
well known, likewise Churchill's aversion to Bolshevism. If the English
ettitude took the course they expected, then invasion wes superfluous.

It iz true there was & dilemme; Hitler must say one thing to the
Germens and another to the English. It was necessary to explain to the
German people why the invasion did not come off: first there was fog,
then there were etorms, then it was said spring was the only proper time,
and then when at Headguarters the ides had long since been dropped,
"oreparations for the invasion" were carried on in an ostentatious
menner. The British were ic get the impression that the invasion was
imminent and the bombing attacks continued, although their intensity
desreaged. The maein ectivity was confined to threats.-

Amid this tense expectation there was concluded with great pomp on
26 September 1940 the so-called Three Power Pact between Germany, Italy,
and Japan. This ect was purely thestricel. It was the first confession
of the fast that from nov on the whole threat of an invasion was merely
& bluff, becsuse if there ware an invasion and England were defeated,
then there would be no need of exerting pressure on England in the Far
BEest. The fact that this step was taken proved that the German Govern-
ment had no illusion regarding the invasion, even if it shouwld be
caerried out. Actuslly the plan had &lready been given up. It was
interesting to see how they resched the same conclusion in England;
this was revealed by the mass of intercepted diplomatic messages of
other governments, Poland in particular.

The Polish Government had fled to London end was in close contact
there with 211 organs of the British Government eand with the British
armed fornes. The English on their part esteemed this cooperaztion since
the Polish element &ll over Burope gsave & unigue basis for the crgan-

zation of a large scale spy net work for the English secret eervice.
The reverse of the medal lay in the fact that the Polish Goverument iuo
London talked too muzh out of school in its exchange of telegrams.

The cryptographic systems of the Polish government in Exile for the
most part had been solved in Germany. Consequently, insight wes obtained




into the thinking and the plans of influential English offices. It could
be seen that the British toock the invasion seriously for only a short
time. In any case, they were ready to acecept it and were resolved, in
cage it succesded, to continue the struggle from oversees. The fleet was
to go to Americas and the struggle would be organized anew Irom there,
Africs was to constitute the starting point for the attack on the Axis
Powers. There were similar revelations in the intercepted trafflc of
diplomats representing other nations.

The Germsn plain aimed, by threatening British possessions in the
Far East, to fcree Britain to change her military dispositions. The ides
appeared very clever and in those days Ribbentrop was considered in
Garmany a very ccmpetent and clever diplomat. However, he had neglected
ote important factor: should Japan try to disturdb the balance of power
in the Far East, this would inevitably arouse oppositicn in the U.S.A.,
and relations between the two sountries were already tense dues to the
conflict in China. When the Japanese raised this objection, Ribbentrop
assured them that the U.S.A. would not be in a position to employ i:ts
whole strength against Japan because Germany would, in case of conflict,
dmclare war on the U.S.A.; this would mean for both the U.S.A. and Greset
Britain in splitting up of forees and the Americans would be too weak o
thresten Japan seriously.

At that momsnt, what Ribbentrop said was valid, but one factor vas
omitted: in September 1940 we had from imtercepted traffic a falr
pisture of war production in the U.S.A. with production estimates for
the two ensuing years. Compared with German production these figures
ware enormous. Hitler and Ribbentrop said these figures wers pure pipe
dreams. What induced them to take such an attituds is not known %o me.
The figurss were not based on propaganda speeches bui wers carefully
compiled from authentic sources. On this occasiocn Hitler displayed a
characteristic trait; he would believe only what accorded with his
ideas, everything else he rejected abruptly.

EITLER'S BALKAN CAMPAIGN IN 1041

This book cannot d=al in detail with the preliminaries of the Balkan
War. Basizally there is no preliminery history, for this campeign was
simply plucked from a tree like Hitler's other martial enterprises. All
the Balkan states had endeavored to meintain peaceful relations with
Germany. BHowever, even before the French Armistice, Hitler and
Mussolini had agreed that Italy should be compensated for participation
in the campaign in the West, not at the expense of France but in the
Balkans. There would be twoc spheres of interest: Romania, Serbia,
Bulgaria,. and Turkey in Eurcpe should belong to the German spher=;
Croatia, Dalmatia, Albania, and Greecs to the Italian sphere. This
mesnt that a division of the Yugoslav kingdom was even then being con-
gidered. When the armistice had been sigped, preparations began in
Berlin and Rome for "the setilement of the Balkan question”.
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On 27 July. at Salzburg, Hitdler received a Bulgarian delegation headed by
the prime minister. Close . Lluboration between the two states was agreed
upon, extending even to military matters. The division of Yugoslavia was
likewise discussed and the Bulgarians claimed certain specific arecas. The
cession to Bulgaria of Greek Macedonie was also discussed. Close cooper~
ation in intelligence matters was agreed upon, especially in the intercept
service. Soon & German intercept station with cover name "Borer" was set
up in Sofia. It was staffed vith German militery personnel in civilian
clothes and had direct teletype connections with Berlin. Actually this
station had existed since January 1940 on e somewhat smaller scale and had
been tolerated by the Bulgarians. Originally it intercepted army traffic
of Yugoslavia, Greece, and Turkey pbut now the work was extended to cover
diplomatic traffic.

A few days later, Rome really started something. They had a report
sent in from Tirans thet the Albanian population under Greck domination was
in a state of terror becesuse of the frightful political murder of Daut
Hoggia. Rome raised an outcry about the "unliberated" Albanian territcries
under the Greek yoke and about Greek persecuticu. A sharp note was sent to
Greece to which the Greeks made & factual reply stating that the murder was
in no ways political. The Italians, however, accussed Greece of fomenting
trouble slong the frontier and of being a silent ally of a greest pover
(England) which was now sinking into oblivion. Intercepted Greek traffic
did not reveal anything to Jjustify these reproaches. Greece was trying to
remain striztly neutrel. Border incidents had occurred in this region for
senturies, but to try to deduce from these a hostile attitude on the part
of the Greek Government was clearly an intentional distortion of the facts.
On the other hand, it is certein that Italy begen sending troops and war
material to Albanie long before this murder. taly was ready to seize upon
any pretext and an article in the "Giornale d'Itelie" left no doubt as to
Italy's attitude.

Witk the Itelisns beginning to take action in "their" zone of in-
fluence, the Cermsns could not be idle. The zhief obstacle was the etti-
tude of King Carol of Romsnia. It is certsin that Carol was friendly to
France but this attitude did rot in and of itself signify hostility to
Germeny. The extremely correct and venevolient treatment by the Romaular
Government of the Germans in Transylvaniz bears this out, but Carol de-
clined to allow his country to come under National Socialist domination.
As a result he had to be overthrown. The so-called "Iron Guard", modeled
after the Netionzl Socialist SA, was to eccomplish this. On € September
1940, Carcl's sbdication was announzed end Prime Minister Antonescu and
Horie Sime telegraphed greetings to ditler which were cordially retuwrned.
On 8 September, Sima openly stressed indissolveble unity with the German-
Italian Axis. Tnis meant that the Axis had already reached the mouth of
the Danube. Southern Dcbrudje wes immediately ceded to Bulgaria, thus
establishing friendly relaticns, as Germany desired.

A few days after he had seized power, Antonescu began reorganizing
the Romanian army and asked Hitler to send instructors. Soon German
military personnel had permeated the armed forces and the country as &
whole. Hitler had atteined his first goal in the Balkans.
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Almost overnigh%, Germany had reached the Irontier of Turkey. Om 9
September, Turkish territory in Europe was declared e military zone. The
German ambassador, von Papen, tried in every way to make Turkey favcrable
to the Axis but it was soon clear that Turkey would fight if its neutral-
ity were threatened.

But before southeastern Europe could supply & favorable jumping off
place for Hitler, it was necessary to settle the boundary dispute between
Hungary and Romenia. EHungurien claims could not possibly be accepted by
the Romenisps acd the matter was to be submitted to arbitraticn by Germany
and Italy. The decizion rendered in Vienna in September 1540 probably
Pixed the most impossible frontier Europe ever saw. Both sides accepted
the decision, even though they kmew it was only & temporary settlement.
For the moment all territorial differences between Eungary, Romenia, and
Bulgarias had been disposed of and an absclutely pro-German block had been
created.

Amid these developments in the Balkans, one country had been left out
of the picture entirely thus far and that was Yugoslavia. There was, to
be zure, & marked display of German-Yugoslaev friendship. On L October
Prince Regent Paul opened an exhibition of Cerman architecture in Belgrade.
Two days later Mussolini ostentatiously reviewed the Army of the Fo which
was staticned along the Italian-Tugoslav frontier and to which belonged
Italy's most modern, fully motorized divisions. Under the circumstances
Mussolini's visit was obviously meant to impress Yugoslavia.

In mid-October 1940, German troops occupied Romenia "at the request
of the Romenian Government", but tte Germans began to set up naval bases
an the Black Sea and %o ship in subma~ipes in sections. Russia began to
2c=tify her western frontler.

In Bulgaria the pecple were dividec; scme favored Russia, scme
favored strict neutrality, and some favored France; hence it was impera-
tiwve that those cfficials and officers favorable to Germany be protected
and supported. ©Since the police were likewise divided in sympathy, this
iob was given to the Gestapc. Berliz already wes talking about occupying
Bulgaria.

Mussclini had decided on war in the Balkans. Voo Papen's warnings
made Hitler averse to any immediate action there, but he was only able to
restrein Mussolini to the extent of limiting Italy to wer with Greecs.

In less than two monshs the Italians, who hed the advantage in everything
save morale, were badly beaten. The political leaders were terribly
surprised and the Chief of General Staff, Marshal Badoglio, and numercus
other high officers were relieved of their duties. This did not help
matters.

Opne of the most decisive factors during those weeks was the manner
in which the Italians employed radic. The set-up was the same as that
used in maneuvers of previous years. They employed opexn circular traffic;
that is, they used one unifcrm frequency for a group of stations belonging
to the same unit (e.g., the stations of three infantry regiments of &
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division for traffic with one enother eand with the divisional station)
and each station used only one cell sign for all its traffic. The call
sign was supposed to change daily but was often used for several Qays;
not infrequently & change in call sign was followed by errors which
petrayed the chamge. Traffiec was so heavy that the enemy elways had &
chance to take bearings and fix locations. Frequently mesgages were
sent in cleer. Seversl units of the Italian Eleventh Army distinguish-
ed themselves in this respect. Moreover, the Greeks had obteined at
leest two Itelian ermy cryptographic systems, how I do not know, but it
is certain that in the very first days of the campaign they could de-
cipher & large pert of the Itallan messages. This enabled them to
learn promptly most of the dispositions of the Itelian command and to
teke approprieste action. The superiority thus geined was utilized
cleverly and & series of military actlons took place which heretofore
would never have been deemed possible.

In Jenuary 1941, Turkey begen sending away German citizens. It
had become an El Doredo for the Germen espionage service, which was
not only spying on Turkey itself but endeavored to cover the Near East
from this base. Moreover, German spies attempting to enter the Soviet
Union were usually sent through Turkey. Since December 1940, the
German General Staff had smong its plans one for an etteck on Turkey
in Europe. In Jenuary 1941, lerge and smell orientation pamphlets
deeling with Turkey were prepared - & sure sign that things were
reaching & criticel stage. Turkey and the USSR were discussing the
possibility that the latter should supply Turkey with arms in case of
a German esttack. , '

On 2 Merch Bulgerie officially adhered to the "Three Power Pact”.
On the following dey German troops merched into Bulgaria "as & security
measure".* This elarmed Yugoslevie and disquieted the U.S.A. Roosevelt
ennoun~ed that the flow of war meterial to Great Britain and Greece
would increese until it was edeguate for all needs.

Threatened on all sides by German-end Itelian troops, the govern-
ment of Yugoslevia yielded to pressure and on 25 March signed an.
officiel adherence to the Three Power Pact. This action was bound to
evoke resentment emong the Yugoslavs end particularly in the officer
corps. That this was not unexpected is clear from other negotiations.
Long before the war at & time when "the best of relations" existed
between Germeny end Italy on the one hend and Yugoslavia on the other,
and when it was ostensibly Germany's aim and ambition to live in
friendship with Yugoslavia, the so-celled Ustashi were being organized,
treined, and equipped in Germeny and Italy. The Ustashi were revolution-
ary bands under the leadership of Dr. Pevelic. Their numbers ran up to
several thousands. Some were in Croatie and immedietely after the out-
break of the wer were active behind the front as saboteurs and partisans.

* Actuslly, Bulgaria officielly edhered to the pact on 1 March and
German troops occupied Sofia a few hours later. (Ed)
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At the very time when Yugoslavia was adhering to the Three Power
Pect, a verbel agreement was being made with Dr. Ante Pavelic and
Geperal Kratermik for the secession of Croatia from Yugoslavia "at the
appropriate time". There were two possibilities here:

1. Either the adherence would meet with resistance (as it
@id), would be dropped, and there would be military action; in this
cese Croatia was o secede at once and operations of the Yugoslav Fourth
Army were to be hindered as far as possible by sabotage; or

2. The agreement would "go smoothly", in which case Croatia
would secede after the "peaceful occupation" of Yugoslavia by German and
Titalian troops. Incidents could be engineered to give the necessary
grounds for this "new arrengement”.

Before the signers of the protocol got home, a coup was pulled off in
Belgrade and the Pact of Vienna became invalid. The new government mede
it cleer that it entertained nc hostility to Germany but it was also
cleer that there was now no chence of sending German troops through
Yugoslavia to aid the Italians. Nevertheless the occupation of Greece
was prerequisite to other measures that had been planned.

The Nezi press printed all manner of angry accusations a2nd on 6
April 1941 Cermany declared war oo Yugoslavia and Greece and the open
city of Belgrade was severely bombed. On 9 April Seloniks and Skoplje
were occupied. On 14 April the main body of the Yugoslavia army had
been beaten and Belgrede had been occupied. On 17 April the Yugoslav
Second Army capitulated at Sarajevo. Three days eerlier at Agram the
newly formed Croatian Goverment of Dr. Pavelic and Generel Kraternik
had been set up. It immediately sent greetings to Hitler and
Mussolini with a request for recognition, which was granted.

The reasons for the swift collapse of the Yugeslav defense lay
in the great superiority of the Germans in men and materiel - primarily
in the air - but also in the fact that the Yugoslav forces had no time
for a regular mobilization. Furthermore, on the first day of hostili-
ties, dive bcmbers destroyed the Ministry of War between 7 and 8 o'clock
in the morming and the Genersl Staff thereafter had no contact with the
armies it was supposed to direct. Om 10 April the Commander-in-Chief
gsent the following order to army groups and independent armies.

"All subordinate troops, wherever they come in contact with
the enemy, have to fight in all directions on their own initiative,
without waiting for orders from the higher commands."

During the ten days of fighting, the Commander-in-Chief had to rely
entirely on a small portable radio set. Thne entire telephone and tele-
graph network was either smashed by the air attacks or crippled by the
Fifth Colum. The seven Yugoslav es had to rely exclusively on
radio and now & defect in peacetime trainicg proved fateful. At maneuvers,
redio had been used hesitantly, hence no great practical experience in
the development and camouflaging of treffic had been acquired. Moreover,
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in commmnicetions - as in other matters - the French pattern had been
followed and the weaknesses found in French communications were also found
here, only aggraveted due to lack of prectice. Consequently, the German
end Italian intercept service had the best imeginable results, especially
eince the Germans were already reading all the Yugoslav cryptographic
gystems. The German command had from the first hours of the war & complete
picture of the assembly, movements, and intentions of the Yugoslav armies.
This was & decisive factor, at least for the speed with which operations
could be carried out.

In Greece events moved rapidly end on 4 May 1941 Hitler delivered e
great speech in Berlin, which closed with the prediction that the Nazi
State would endure for & thousand years.

As eerly es September 1940 Hitler hed decided upon war with the
Boviet Union. He knew this was no trifling matter and that careful prepa-
retions must be made. He had his eye on the oll fields of the Near Eest
end his strategic goal was not Greece or Crete but the arez around Mosul,
Iraqg. He would attack in two directions: from the Balkans through Turkey
or Crete and Syrie, and from North Africa vie Egypt. These plans were
revenled to the German intercept service when radio traffic of the Near
East became the center of interest. The two intercept stations of the OKW
were instructed to give priority to the traffic of Turkey, Iran, Irag,
Syrie, Palestine, Trans-Jordean, and Egypt. Cryptanalytic activity became
feverish, while in Turkey e vast esplonage and propaganda organization
was set up. The Arab population was to be turned against England end, if
possible, & "Holy War" let loose. For success it wes necessary to have
Axis troops at the Suez Canal.

In September 1940 Greziani started his offensive against Alexandria
from Cyrenaica. In & fortnight it had bogged down. On 9 December
Genersl Wevell began his counteroffensive and smashed the Italian front
very quickly. On 6 Februery Benghasi fell. Then Wavell's offensive came
to & halt on the frontier hetween Cyrenaice and Tripolitanie. Italy had
suffered its first great defeat in this war.

This eight week campaign attracted great ettention. People were
guessing as to where the British superiority might have lein. Certainly
not in numbers, since the Italians were far stronger. Certainly not in
materiel, since the Italians were well equipped and had had twenty years
of experience in desert warfare; they knew the country far better than
the English did. Of course General Wavell was & first rate military
leader, but Graziani was no novice. In fact he was the Italian specizl-
igst in colonial warfare end from 1926 to 1932 he had fought all over
Tripolitania eand Cyrenesice and conguered them. How could this colonial
strategist suffer such a disgraceful defeat?

The enswer ie simple. Back in 1926-1932 the German intercept serv-
ice had been able to follow currently from Munich each of Graziani's
operations including all preparations therefor, all dispositions and
measures (whether regarding supply, equipment, transportation or what
not) from Italian traffic. This was from a distance of many hundred
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kilometers. At that time people in the German intercept control station
in Berlin were astounded at the frivolous manper in which the Italians
used the radio. Moreover, observation of Italian maneuvers had proven
that they had not lesrned much subsequently.

When the Italian campaign in North Africa began in September 1940,
our monitoring revealed conditions similar to those during Graziani's
operations against the natives. Not quite so bad, 1%t is true, but never-
theless "bad enough." No doubt Wavell had e smoothly functioning inter-
cept service. The Italians radioed in a way that would warm the heart of
any intercept operator. Conseguently Wavell was very well informed regard-
ing the situstion on the Italian side. He could learn not only how many
divisions were available but also all details regarding the disposition of
units, their strength, their equipment, the number and type of planes,
stocks of fuel, etc. After a few weeks all this could be learned by moni-
toring. Conseguently, Wavell must have known the constitution of the
Italian front and its effective strength down to the last detail by the
time his offensive started. No matter what Graziani might do, he had not
the least chance of success in the face of the compromising work of his
own radio stations.

BEarly in Japuery 1941 an agreement was reached between Hitler and
Mussolini to send German troops to North Africe; the German "Afrika
Kerps" was to be set up under General Rommel. By mid-January troop trains
began rolling over the Brenner Pass.

On 24 March 13541, a few days before the attack on Yugoslavia, Rommel
launched his attack from El Agheila and immediately overum the British
front. Tobruk was resched on 12 April and Sollum on 16 April.

Viewed from a distance, Rommel's offensive was an astounding success.

But it had been possible only because the British had a long supply line
ané because Wavell had had to give up three divisions out of his already
weakened force for service in Creece. Germany and Italy had done every-
thing possible to induce England to send these troops to the Balkans,
because it was Rommel's mission to push through to the Suez Canal. German

litary circles were sure that after the departure of these three di-
visions, the African front would be so weak that a drive through northern
Egypt would be possible. But an astonishing thing haeppened: Rommel did
not get beyond Sollum. The British hed not evacuated Tobruk and the
encirclement of this city tied down too many of Rommel's forces, which
should have been used to continue the offensive.

As has been stated, it was Rommel's mission to push through to the
Suez Canal and appear opposite the Arabian peninsula., Simultaneously,
an attack from the Balkans. vas to be launched across Turkey in the
direction of Irag. Meanwhile, by months of effort, the ground had been
prepared in Iraq for the outbresk of a "Holy Wer" the moment Rommel
reached the Suez Canal and German troops entered Asia Minor.

There was one man who warned agasinst this campaign, just as he had
warned against the campaign in the Balkans; that was the German ambassador
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in Ankera, von Papen. As e result the decision was made to attack via
Crete and Syris rather than through Turkey.

In some way the English must have received and deciphered the tele-
grams passing between von Papen and Ribbentrop. It is certein that they
had knowledge of the German plans from January 1941 on. Consequently
they directed all efforts to the Neaer East.

In Irag, & powerful friend, Raschid Ali el Gaileni, had been won
over and everything had been prepared for a coup d'ectat.

In Iran, Reze Khan was friendly to Germany end hed been reducing
English influence in the oil fields of southern Iran. Numerous Germans
hed entered the country and had been enlisted in the intelligence service;
after the beginning of the war, additionel agents had been sent to Iran
by way of Turkey. In the spring of 1941 the situation was such that Reza
Khan was ready to act with Germany, once Germen troops had crossed the
Suez Canzl and the Bosporous.

In Afghanistan there were numerous German agentis engaged in shaping
up the political situation.

In Syria things were even more simple. As a French mandated terri-
tory it was under the control of the German - Italian Armistice Commission.
Genersl Dentz, who commanded the French occupation troops here, was loyal
to Vichy. No opposition on his pert to the landing and transit of German
troops was expected.

Realizing that the majority of the people in the Arab countries can
be reached only through religious leaders, Germany had enlisted the Grand
Mufti of Jerusalem. He had been in Berlir, had called on Hitler repeat-
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edly, and was prepared to unleash & "Holy War" whenever Germany desired.

Only in Trans-jorden was the government friendly to England. In
gratitude for English support, the ruler, Emir Abdullah, had placed at
the disposal of the British %wo corps. But since the wwo together had
scarcely 1000 men and since the territory was small, no serious resist-
ance was to be expected.

While preparations for & large scale action were going on in the
Near East, & diversionary action was sterted So give the impression that
Germany plenned an ettack on Switzerland and another on Portugal either
in cooperation with Spain or at least with Spanish consent. This was
done so successfully that the countries concerned and Great Britaln
seriously counted on such military operations. On 4 April came the
German ettack on Yugoslevia; on the same day Rommel pushed forward to
Benghasi; on the same day there was & coup d'etat in Iraq.

Although the new government of Irag proclaimed & desire to remain
friends with Great Britain and Turkey, both countries received these
protestations with skepticism. The British were monitoring Near East
traffic and no doubt had broken the cryptographic systems. In any case,
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German intentions could not remain concealed forever and England decided
to act.

On 17 April strong British uniis landed in the harbor of Basrea.
Early in May the Covernment of Irag handed the British Goverzment an
ultimatum requesting immediate removal of all British troops from the
countiv. After it expired ca 1% May, several airfields were surrounded
and the pipe line to Haifa wes cut. The Mossul oil filelds were removed
feom Britizh sonsrol and placed under guard. This interruption of the
oil supply for the British MeciSerranes: fleet was one of “he principal
objectives of ke cperasions @irected from Germany. Without oil the
British fleet wrould be ircapable of actiocn and the Iizlian fleet, in
spite of severe losses in March, would dominate the Mediterransaa, and
be eble %o safeguaxrd Cermen landings. There were anti-British demonstra-
£4anz in osher Arsb countries. Germex planes with officers and techni-
cians landed in Syviz ard German tToops cccupied the island of Milos,
pidwey berween Athens and Crete. Rommel was a2t She Egyptian frontier.
The end of British domization in the Near Bast seemed at hand.

1

Oz 10 M2y, Rudclf Hess flew to Zngland ©o induce the British
Govermment Lo ~everse its policy on the basis of these facts and of the
preparations being undertaken 2gainst Russiz. EHe went not "0fficizlly
but "Unofficially" with Eitler's knowledge.

Cp 1% M2y the Cerman air attasks oz Crete began, but the struggle
s the island turned out more difficzult than expected; it izvolved
heavier Lozses and reguired more time than anticipated., Some koo air
craft wae t a=d alzmwst 16,000 Germen soldiers losh therr lives.
Romme). éid zot get beyond Sollum. The British appeared 2%t the Syrian
fronsier; Ceneral Wavell restored calm i Egynt; &tk
uttesly. President Roosevelt proclaimed an unlimiy ol emergency
and was authorized Lo give unlimited aid %o England. Whils Germea STroops
were Tighting on Crete, the British mcoved into Syrie. The picture had
chamgei “undamentelly. The campalgn ia the lear Zast was a2bandoned and
the 2alksn compaign became & mere eplsoda. In Rome the Duke of Spoleto
was proclzimed King of Croatia but did aot deem it advisable to go to his
new kingdom.
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I cammot econclude this chapter without & few more words regarding
the siruggle for Crete. This w25 one cf the decisive ractors in the
ccllapse of the plan for & leap in the [Near East. The Germans had
counted or taking Crete quickly in e surprise attack. The troops,
gireraft, and ships that were made resly were intended primarily for the
landing in Syria. Unexpectedly a large part was used up in the struggle
for the Island of Crete.

How can we explain the unexpected resistance on this island?

I can offer no proof in support of the essumption I am about %o
set forth, but all my observations indicate that the garrison had
crecise knowledge of the impending attack. Possibly treachery was in-
volved. The German preparations in Athens could not be kept secret in



the long run. Moreover, from ell previous preperations one could easily
conclude thet an ettack orn the island would follow soon. All this, how-
ever, merely permitted one to recognize the intention to attack, hardly
the points selected for the attack. For various reasons, I consider it
probable that the British intercept service had obtained precise knowledge
of details of the action. Churchill seid himself in Commons, that the
British Commend was informed of the impending attack.

The resistance of the Allied troops, which almost everywhere gave the
impression that they hed been weiting impatiently for the German attack,
the events off Cape Spatha where the German convoy was scattered and
elmost destroyed, these edmit of no other explenation than that the
defenders of the island were fully informed by radio of all details.
Possibly there were English radio agents in Athens who got their infor-
metion from high German sources but it is quite as likely that the
Germen cryptographic systems had been sclved and that German traffic was
being read. This question only the British cen enswer.

THE CAMPAIGN IN THE EAST - 10kl

While all the other campaigns of Hitler had some consistent, real-
istic basis, something drametically theatrical zttaches to the campaign
in the BEast. This runs through the entire course of the enterprise,
beginning with the planning of the campaign, the six documents put out
by the OKW to throw the blame on the Russiens, and ends - well it ends
with the end.

On 22 June 1941 at 0530 Dr. Goebbels read over the Germen redioc &
long appeal by Hitler, to the German people. '"Condemned to months of
silence, the hour has now come when I can finally speak openly," thus
the proclametion begins. Then follow &ll the old arguments: Englend's
trickery, the dagger-in-the-back story of 1918, the efforts of the
Netionel Socielist Movement for unity, the Jewlsh-Bolshevist rulers in
Russie, the treacherous Russian erming, the imperialistic aims of Moscow,
and the Jewish-Anglo-Sexon instigators of the war. Many words and meny
untruths.

At 6 o'clock in the morning, in the hall of the Council of State
in the Foreign Office, Ribbentrop revealed to representatives of the
German end foreign press, who had been dragged from their beds, the )
note of the Foreign Office to the Soviet Government. The effect of this
Sundey surprise on the German people varied. The National Socialists
were enthusiastic. Some people had forseen something of the sort end
were not surprised; others believed the broadcast and found therein at
last the explenation of the non-occurrence of the invasion of England;
so Russie was to bleme for everything! At last the story was out!

But & very large part of the German people had a dull feeling of
great anxiety. A German author, who was well-informed in military
matters, said to me that day: "The war in the East is no sign cof
German strength, rather it is the first serious sign of weakness!"
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Then the Germen radio became silent. While everyone waited feverish-
ly for news from the Eastern theater, all sorts of things were recounted
over the German radio, only nothing about the war in the Bast. Alter a
full week Goebbels pulled a theatrical stunt by having read at halfl hour
intervels some eight or nine special reports, some were fowr or five days
old. It was a downright childish attempt to increase the tension in
order then to bring relief through these special reports as if by a
clearing-off shower.

When the campaign in the Bast began, the German radioc intercept
service by months of observation had cbtained a relatively clear picture
of the Russian assembly. This gave the Cerman command very valuable
hints for planning and executing its operations. Morecver a captain
of the Russian Air Force was captured about two weeks after the war
started who betrayed the Russian air key so that Moelders' fighter
squadron deelt the Russian Alr Force several serious blows - in particular
by shcoting down more than 100 machines in a batile in the vicinity of
Minsk. The Russian cryptographic system was changed shortly aftervard,
to be sure.

The German Air Force got another surprise during these early weeks.
The German espionage service had learned hefore the out-break of the war
that the Russian Air Force could throw some 10,000 planes into the
struggle. There were also reliable reports that the Russian aviation
industry was-even then capeble of fairly high production. In the Generel
Staff of the German Air Forcee no credence was given these statements.
It was decided to assume that the number of machines ready for action
was 3,000.

Within a few weeks, more than 3,000 Russiar machines were shot
down but the Russian Air Forece was still well representsed in the air.
The German Genersl Staff began to mistrust its figures for planes shot
down. Several commissicns were sent out to count the remains of Russian
machines, whereby more were found than had been reported. £ wes soon
apparent that the German General Staff had thoroughly deceived itself.
On 11 July 194l the OKi report announced that 6,233 Russian air craft
had been put cut of actiomn. ‘

In the first week of July came the celebrated double-encirclement
battle neer Bialystok and Minsk, at the conclusion of which the CKW
figured the total number of prisoners taken on 1l July at more than
400,000. This was an encrmous number and the numbers subseguently
reported were not too modest; they had only ome out: they did not
quite agree with the truth, or rather they ccnsisted of a mixture of
truth and faney. Not only soldiers but also male civilians picked
up in the battle area had been counted.

When the campaign began, the Germans expected not only the Russian
Army but also the politicel structure of the Soviet Uniocn to collapse.
Hitler called the struggle a crusade against Bolshevism and claimed it
was not directed against Russia as such or against the Russian people.
Ruseian emigrants in Germany supported this version and claimed that
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the Russian people a&s & whole was longing for the overthrow of the Bolehe-
vist system.

The German troops were ordered not to fire on the demonstrative
processions which would come to meet them, bearing banners with pictures
of saints and in the Russian nationel colors (blue - white - red). So
felse was the picture entertained in influential German circles of po-
1itieel conditions in the Boviet Union and of the psychology of the
Russian people!

Thoughtful people were esking themselves five questions:

1. What will be the effect of the vast space of Russie on fast
moving units? The Sino-Japenese war afforded some clues but the terrain
of European Russie was different.

2. What will be the effect of the Russian winter with its low
temperature and snow fall and of the condition of Russian highways on
operations of an attacker relying chiefly on motorized warfare?

3. Is the internal structure of the Soviet Union firm enough
to endure severe initial defeat? Or is there danger thet - as in 1917 -
unrest will result in & chain of defeats? Is there really a broead
stratum in the populetion which is suitable and is in & position to start
& counter movement?

L. Will the German attack evoke & new awakening of national
feeling on the part of the Russian people? Russien history shows several
such ceses: once early in the 1T7th century under pressure Irom the Poles
efter the House of Rurik had died out; again in 1812; and a third time
in 1921 in the war ageinst the new Polish Republic while Russia was
iteelf in the midst of civil war!

5. What is the defensive strength of the Soviet Union in
personnel and materiel? What is the capacity of the munitions industry?

These questions could be discussed but only the course of events
would give velid enswers. The German High Command had answered them all
in advence in Germany's favor, especially number 3. By leaflets and by
radig reports were spread repeatedly that Russian units had killed their
political commissars and surrendered. Day by dey the Finnish redio
broadeast in Russian the admonition: 'chase out the commissars and
clean house in Russia; then the Germens will readily come to &n under-

standing with you.

The Russien people is not a hot-blooded race which it is easy to
inflame. The Russian people has often been characterized as & sluggish
mass .

Thie is not correct. The Russien people has & quiet dynamic force
of its own. If this force is aroused - and that can only happen under
extraordinary circumstances and even then not over night but only by
slow degrees - then it geins momentum and moves toward its goal as
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irresistibly as a gigantic steam roller, having regard for nothing, shy-
ing at no danger, sparing no sacrifice. Once arousecd in this war, this
force would not ebb until the last foe had been driven from the sacred
soil of Russia.

What those reelly =zcqueinted with Russia knew and expected, came
to pass. Tc the political fanaticism of the mass of the Russian people,
which would never have proven decisive by itself, was addad what
Tukhachevski had striven for four years earlier, although in a different
form. 1In the Soviet Union, the larnd of the Internationale, of the
Comintern, of cosmopolitan Bolshevism, exrose the idea of a naticnal
struggle for liberation. The watchword was not: "Proletarians of all
countries, unite! THis struggle is being waged 'in your behalf!"™ but
rather: "Rise for the battle of liberation to preserve the ianvicla=-
bility of the homeland!"

Instead of bringing on demorelization, each German victory increased
+he determination of the Russian people to see the struggle through O
the end.

Just what relessed this force in Russiz? It was the fact that the
Nationel Sccialist German Commend had unmasked its true intentions
orematurely. The propagenda of & "holy war against Bolshevisn” had
retreated into the backgroucd and gquite frank talk about "space in the
BEast" had taken its place. The gospel of "space in the Zast", which had
beer pounéed into the heads of the younger Germen generation on all
occasicns, meant the occupation of the holy soil of Russia.

nti-Bolshevist Russian emigrants in Central and Western Europe
turped away Irom the "holy war ageinst Bolshevism". This weat so far
that in August 1941 leading members of the White Guard in Paris, who had
risked their lives fighting ageinst Bolskevism, were arrested by the
German Gestapo because they openly advocated defernse of Russian soil.
Ever Gortshakov, who hed been appointed by the Germarcs chiel of Russian
emigrants in Germen occupied territory <finally turned asway from Gerzany.

By the middle of July 1941, the "Blitz" in the Zast was at an eand.
There followed 2 struggle egainst an opponent who fought bitterly znd
tenaciously. ZEvery city was defended desperately. The Germen timetable
was already wrecked. .

The losses on both sides were encrmous. On the Germarn side at ©
end of July 1941 almost a million men had dropped out. The Propaganda
Section thought it expedient to combat the "rumors” of heavy German
losses. By mid-August, the Germans reached the Dnieper, south of Xlev,
&and were approaching Odessa, while the advance cn Leningrad was under
WaY. .
Oz 16 August the OKW issued an official communique stating that the
resistance of the enemy had everywhere been broken; the Russians wers
throwing in hurriedly-assembled reserves.



On 20 August & battle in the Gomel area terminated, in which parts
of 25 Russian divisions had participated. Gomel wes occupied but Odessa
end Leningrad were preparing for stubborn defenmse. The degree to which
the Russiens were prepared to defend their cities had been shown at
Smolensk: most of the city was destroyed and of its 160,000 inhabitants
only 15,000 were there when the Germaens marched in.

By the end of August the German edvence was growing slower and
slower even though individuel victories could be reported.

Many may still recell the commnique of the OKW in the second balf
of August which said thet the Russien front was in a state of dissolution;
no unified command could be recognized any longer. Behind this pronounce=-
ment, which was couched in propagandistic style, there was more than
eppeared at first sight. It is intriguing to look into this last state-
ment .

Under the fury of the first Germen assault, which caused the entire
Russien front to waiver, the system of Russian grmy radio traffic hed
likewise been badly shaken, especially in the matter of camouflage
ageinst the foreign intercept service. The Russian radio service had
operated in such fashion that, with the systems employed, the relations
of the redio stetions and therefore of the unit staffs with one another
were kept far from trensparent, and in meny cases could not be recognized
at ell. The breeking of the front at various points; the encirclement of
entire divisions, corps, and armies; the swift retreat of the Russians at
many points; the bringing up of reinforcements and replacements; the
necessity of closing gaps; reconnaissance over large areas; the lack of
eny wire net of their own - all this forced the Russians in countless
ceses to use radio without considering whether the enemy would derive
benefit therefrom or not. "Results teke precedence over concealment" -
that is en old military mexim which had to be eapplied in this case. In
conseguence, the German intercept service got a well rounded picture of
redio connections and also of the command relations extending from
regimente and divisions up to the highest stafls. The phenomenon was
gimiler to that manifested in the campaign in the West.

Now when the Russians had overcome the first disasters and had begun
an crderly retreat according to plan, while gaps in the front began to
close, order returned slowly in the Russian radio service. The old
system, based on link traffic with multiple frequencies and call signs,
cautious handling of messages, avoldance of plain text, etc., agaln came
into its own. With this, the connecting lines on the radio charts of
the evalustors end of the intercept service disappeared more and more
and e cheotic picture resulted, consisting of single radio links without
any comnection. Viewed on the map, this could only give the impression
of & progressive dissolution of the orgenic subordination hitherto
observed. The conclusion drawn was that the Russian system of command
was breeking down more and more and that the front everywhere consisted
merely of resistance groups without connection with one eanother. "No
unified command could be recognized any longer."
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In reality the reverse was true. That which represented a strength-
ening of the Russian front was erronecusly evaluated as 2 phenomenon of
dissclution.

Such a capital mistake was only possible because in the expansion
of the German intercept service one had neglected to increase correspend-
ingly the number of qualified evaluators. Instead of training and
assigning people of the highest intelligence with & precise knowledge of
the organization of the Russian army and the Russian radio service, re-
course was had to non-commissioned cfficers who had no coperational back-
ground and knew little or nothing about specifically Russian military
affairs. So far as I know, there were at the beginning of the war two
or three Germen evaluators who had had experience with the radio situ-
ation in the +! Ten times that pumber would have been necessary.
Recourse was had to evaluators trained for work in the West. The first -
abpnormal - radio picture these men got of the Russians was teken by them
to be the normel picture, because it corresponded to the normal picture
in the West. Then when the situation changed and the normel Russian
radio picture was revealed, these men - using western norms - were mis-
led into drawing conclusions that would have been appropriate in the
West. This was a fateful error.

Leningrad held out acd Odessa fought herciczlly until mid-October.
™e battle for these two cities was a prevue of what was o come.

Meanwnile Hitler and Ribbentrop were trying eagerly to draw Japan
into the war against Russia but Japan had other interests - it cast 1ts
eyes towaerd the south.

Moreover, war producticn in the U.S.A. bad gotten under way and
deliveries to the Soviet Union began to flow via Iran and the Caucasus.

The Natiopal Socialists still mainteined that the Russians were
£ighting so stubbornly only because the political commissars forced
them into battle with drawn pistols. Few stopped to think that one man =
even the wildest, with & pistol in his hand - cannot possibly dominate
apd drive forward the 4000 men of & Russian regiment on the dattle field.
No, it was not the commissars who caused the increasingly fanmatical re-
sistance, it was the oational comscilence, it was the will %to protect the
homeland. Unit after unit fought to the last men, few prisoners still
had a weapon. Such resistance to the point of annihilation was not due
to commissars threatening with revolvers. Of course, the commissars did
work tirelessly with propaganda to support the discipline end fighting
spirit but the decisive factor was the will to defend the sacred soil of
Russia.

Such resistance was something the German troops had not mes before.
Even on Crete, where it had been toughcst, resistance had not assumed
these forms. German cperations were slowed up in comparison with
progress in the west, northk, and south. This explains repeated reference
on the German radic and ia the press to the "criminal and senseless
resistance of tne Soviets"; it is also the reason for Hitler's remark on




3 October 1941 that in the Bast they faced an enemy consisting not of men
but of animels and beasts.

Significant was the first statement in that speech: "I say it today
for the first time, because today I can say it, this enemy .is already
broken and will never rise again”.

This ebysmel self-deception may be without parellel, at ell events
it wes fateful because followed by & second statement: "We have been so
forehanded that in the midst of this mighty war of materiel I can now
cut back production in many lines, beceuse I know there is no longer eny
opponent whom we cannot overcome with the stock of emmunition on band."
This was not propaganda, production in meny lines was cut and many a
German soldier subsequently suffered in consequence.

On the night from 1 to 2 October the decisive battle began and into
it Hitler threw all he had. On 18 October the double battle of Briansk
and Viasma ended with the destruction of 8 Russian armies and the capture
of elmost 650,000 men. The road to Moscow appeared to lie open.

On 23 October the German papers triumphantly published the news that
Marshels Voroshilov, Timoshenko. and Budennyj had been relieved of their
commands and turned over to the GPU. "Great Purge", "They are Silent in
Moscow" were smong the headlines. It was no purge, however, and Moscow
hed good reeson to be silent. These experienced commenders had been sent
to the East to train new units. .

During August, September, and October 194l, the German army intercept
service had been monitoring readio traffic of Russian stetions east of
Moscow (in the eree Jeroslavl - Kostrome - Vliedimir - Rjasen - Kolomne -
Moscow - Keljasin - Jaroslevl), which was becoming more and more active.
From this it appeared that there was being set up in this area an army
reserve of some 40 divisions. Tais was not tactical or operational or
practice traffic of these divisions; the troops radio stations were sealed
and were not allowed to put in an appearance; only procurement traffic
for this reserve was involved. It was kept in cipher but the Germans were
soon able to decipher and read it completely &t the intercept control
station in Litzen. These deciphered messages revealed:

The numbers of the divisions being formed,

Their type (tank, infantry, motorized, cavalry, or
other divisions),

Their composition and organizationm,

Their numerical strength,

Their equipment with arms and emmunition,

‘Their subordinstion.

Colonel Kettler, Chief of the Intercept Control Station, composed
en exhaustive report and sent it through General E. Fellgiebel, Chief
of the Armed Forces Signal Troops (the man murdered by Hitler after 20
July 194k), to the General Staff, Section Foreign Armies East, General
Metzky, who passed it on.
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What was set forth there met with immediate rejection, however,
and a few days later the report came back to Fellgiebel with the
following marginal notations:

"They ought to put this "Hosenscheisser” Ketiler out
of business.
(signed) Jodl."

"Mds is also the opinion of the Fihrer.
(signed) Fegeleizn."

(Fegelein was Superior Group Leader in the SS and later Hitler's brother-
in-law; he was a near relative of Evae Braun and was shot shortly before
the end of the war by order of Hitler.)

Fellgiebel sent the report back to Kettler and that was the end of
the matter. But the "Hosenscheisser" was given a comm=nd at the front.
Late in October this traffic cessed and at Hitler's Headquerters they
were firmly convinced that it had been a Russian hoex. The 'Fuhrer" had
been right - as always.

Nevertheless, the early days of November were marked by inecreesingly
stif? resistance in front of Moscow. Without the Germsn intercept
service at the “ront having been able to notice anything, the Russians
had brought up fresh units and assembled them in a mighty arc northwest
and south of Moscow. They now achiéved their first great victory ia tie
ether.

On 3 November the £ifth German cffensive had bogged down without
even approximately reaching its goal.

Among German army commanders & light began to dawn. They now re-
called numerous reports by X 49, X 33, and V 100, mentioning potential
reserves of the Soviet Union, the time table cf Russian mobilization,
and the capacity of the munitions industry beyond the Volga. Brauchitsch
recommended withdrawing the German front for the winter to the line Riga -~
Kiev - Nikolajev. Hitler's answer was the order for the sixth German
offensive against Moscow, although even in his mind the magnitude of =
risk was beginning to dawn. On 9 November iz Mumich ke no longer prom=-
ised the greatest victory of all times but declared anything was possible,
save that Germany would ever capitulate. He also insisted that a German
officer who did not defend himself would be courtmartialed. The sixth
and last drive on Moscow bega=n.

Conversation of officers in Germany revezled that the immediate
goals of the campaign in the East were Moscow and the Caucasus. Both
mist be achieved this year; then there would be a breathing spell, and
in the spring the whole ares would be cleared of partisans.

Yes, the partisans! The German public rarely heard of these fight-

ers for freedom. According to the National Socialist press they belonged
to the "worst scum of the Bolshevist criminal world". They were not
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considered to be soldiers. Gradually word trickled through that these
were not roving single bandits but very considerable groups who ettacked
German rear communications according to plan. But it was quite a while
before the German intercept service established the fact that these
fighting groups were equipped with radios and that their activities were
controlled by radic. By the time this was ascertained, the extent of
thies traffic had taken on stately proportions.

The observation of these transmitters and especielly the task of
loceting them proved very &ifficult, not merely because they changed
their position almost deily but also because the transmission strength
was relatively low, in any case far lower than the strength of the
army stetions intercepted. Since the facilities and personnel of the
intercept companies (which were monitoring the enemy 's army traffic)
end of similer monitoring units of Radio Counterintelligence (which were
supposed to cover agent traffic) were by no means sufficient for the
tesk, there arose & jurisdictional squabble between the two organizations,
each esserting that this new type of traffic belonged to the task of the
other.

Actuslly each wes right from its own point of view but that did not
help metters and the result was & vacuum which was just beginning to
close when it was already too late.

Toward the turn of the year & terrific number of partisan radio
stations blanketed both battle fronts in a broad band. The control
stations were behind the Russien front, the partisan treansmitters were
behind the German front. '

Not until the spring of 1942, when Russian partisan traffic had
assumed tremendous proportions, was the Commander of Intercept Troops
Center (in whose eree were found the most pertisan stations) given two
"pletoons" (groups of about 40 men each) of & monitoring company just
treined for observing Russian pertisans. Two "platoons" to watch
hundreds of stetions! A pitiful sclution! And when in the summer of
1642 the two platoons were expanded to & company, their strength was
still not equal to the task.

One cannot comprehend the slowness of the German command in react-
ing to eny new problem and in teking effective countermeasures. And
even then the measures were inadequate. We may anticipate here by
steting that the failure throughout the campaign in the east to combal
Russian partisan radio properly was astounding.

But to return to the events of November 15kl.

On 22 November the sixth German offensive asgainst Moscow had bogged
down hopelessly and insteed of reaching the Caucasus, German troops had
to evacuate Rostov, which they had meanwhile conquered. Behind the
center of the German front, partisans were disturbing communications
and supply.
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In Washington President Roosevelt ordered the Army, Navy, and the
0ffice of War Production to work out & "victory program” with an annual
outley of 50,000,000,000 dollars. “Meanwhile, supplies for the Soviet
Union were already rolling through the Near East.

On 22 November the last German offensive against Moscow came to an
end. In the following night the first great Russian winter offensive
began. From Voromesh to Lake Ladoga the German lines were pushed back.
Mighty wedges ripped the German £ront so that in a2 gigantic zig-zag line.
Only heroic efforts on the part of the German commanders and troops
could prevent a catastrophe. Only by prompt withdrawel could units be
saved from annihilation and commanders had to act on their owm
responsibility, following principles of modern strategy. But Hitler
would bear nothing of such tactics. He ordered them to hold out, no
matter how the situation might shape up. Yield a line they hed reachedl
- never! Military tactics must be subordinated to the requirements of
politics end propagarnde. Commanders who had withdrawn to more favorable
positions were disciplined by Hitler. With his own hands he tore the
decorations from their necks, degraded them, and threw them out of the
army. By the dozens! Had these men acted as Hitler desired and allowed
themselves %0 be encircled, then the Germen front iz the East would have
collepsed at that time. The German Air Force was able to supply the
group encircled neer Demjansk for months but it could never have supplisd
three or four such groups. TwWenty-five German generals were relieved cf
their comm=nd but without their action the entire Eastern army might have
been destroyed during that frightfvl winter.

The two fronits became enmeshed. German support points, divisions,
end corps were encireled., Already 1,300,000 German scldiers lay buried
in Russian soil; 3,500,000 had been wounded. Fresh troops were hard to
f£ind; the Class of 1523, which had been callied up in August and September
1941, was shipped to the eastern front and the occupied territories in
the east were almost stripped of troops. Mussolini refused Zitler's
request for more Italian divisiocns. German propaganda took & new fuwrz.
There was praise for the bravery of the Russian scldiers, for Russian
strategy and materiel, while the political leadership was decried.
Hitler hoped to prepare the ground for a decisive offensive by the
spring of 1s42.

The course of the winter offensive 15%L/42 tock the whole world by
surprise., Most surprised was the Germsn command. Any attempt to ex-
plain these events solely by errors of the German command will prove
inadequate. 2 course, Hitler deceived himself regarding a cocllapse of
the Soviet regime, he underestimated Russian strength and productive
capacity in a fateful manner, and it was sericus for German trocps o
heve to undergo this Russian winter without proper equipment. Moreover
the verve of Russian atitacks was astounding, a surprising factor afier
the serious defeats they had suffered. This does not mean that the
morale and fighting strength of the German scldier failed during those
weeks and months. In spite of the severity of the winter, to which he
was utterly uzeccustomed, the heroism displayed by the German scldier
far exceeded 2ll previous perfcrmances.
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What wes it then that enabled the Russians to turn around after
such defeats and bring the northern helf of the German front to the
brink of destruction? The reasons will be dealt with in the following
sections. The reel reason was radio espionage, by which we mean the
equipment of spies and agents with small portable sets.

By the middle of January 1952 the northern half of the eastern
front begen to be stabilized. The Russian counter-offensive was stuck.
The Germar front was holding and Hitler was beginning preparations for
the summer campeign of 1942. This time the decision was to be sought
in the south. Vast messes of war material rolled to the Balkans.,
Repair and workshop materiel, including speciel sectlons for Ju 52's*
as well as speed boets in sections, were shipped to the south, mostly
to Selonika end Cavalle, likewise two complete eirborne divisions.

The plan of the preceeding year wes revived. Boats prepared for the
invesion of England sailed up the Rhine and at Mainz were loaded on
treins for shipment to the Danube. New transport gliders with & span
of 55 meters were constructed to carry 150 men with equipment. People
in OKW were convinced that the Russians had thrown their last reserves
into their winter offensive and that these would soon break down under
the powerful blows of the German armed forces.

How badly the Germens still misjudged the enemy situation was
shown by the formation of so-called air force field divisions. They
thought the Russian air force was so weakened that they could afford
to cut down their own air force to form field divisions from the
personnel. This was done when the Russians were just getting mass
production of plenes under wey in Magnitogorsk and Chelyabinsk.

In order to leave its own higher commanders in the dark regarding
the situation in hostile countries, the Fllhrer's Heedguarters, toward
the end of Januaery 1942, crdered the cipher section of OKW, as the
control and eveluation center of the intercept service, to cease
multigraphing and distributing the daily summaries of the situation as
revealed by the intercept service and to bring these results to the
knowledge of only & small group of persons, using very few copies.

One was becoming fearful about letting the actual situation in Germany
and on the enemy side be known.

JAPAN ENTERS THE WAR

At this point something of great significance occurred which was
caelculated on the one hand to divert attention from the course of
military events in Russia and on the other hand to bring the war es a
whole into an entirely new phase. This was the Japanese attack on
Pearl Harbor on T December 194l and the ensuing Japanese declaration of
war ageinst the U.S.A. and Great Britain, followed by the "declarations
of war by Germany and Italy on 1l December.

*
Junkers 52 - transport plane.
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At first sight it seems incomprehensible that these declarations
of war should result at the very moment when the military picture was
for the first time turning egainst Germeny. EHad the Japanese attack
come three or four months earlier, ccinciding with the German victories
in the East, it might have appeared intelligible. In December, when
the entire northern half of the German eastern front was in a serious
situation, such a step could only appear incomprehensible. Nevertheless,
there was a csusal connection between the turn in the fortunes of war
in Eastern Europe and the beginning of the war in the Far East.

The sequence of incidents is interesting. Starting in August 1941
when the war in Russia ceased to be brisk and merry and became biftter
and serious, Hitler repeatedly invited the Japanese Ambessador, Hiroshi
Oshima, to the eastern front - naturally to those points where the
situation was favorable for the Germens. In October these visits ceased
and efforts to influence Oshima to encourage Japan to enter the war
beceme obvious. There were alsc incidents in the Atlantic.

From 1934 to 1938 Oshima had been Japanese military attache in
Berlin. It was then that the collsboration of the Japanese secret
service with the counterespionage section of the Ministry of War in
Berlin began. Oshima was well acqueinted with Admiral Caparis.
Oshime's house - & ten minute walk from the Ministry of War - beceame
a "center of social and comradly associztion.” In other words Oshima
knew how to cultivate social connections which appeared worth while for
his work.

Early in 1935, Admiral Canaris ordered the head of Group I of the
Counterespionage Secticn to send to him (Canaris) for transmission to
Oshima cne copy of all information referring to the Soviet Union which
might be of interest to Japan. In return, Group I received from
Oshima guestionaires which were traanslated and passed ©o X-49 (Dosto)
and these were answered by the latter to the best of his ability.

At that time the question of cooperation between the Japanese and
German cryptanalytic services was brought up for the first time but was
soon dropped again because this cooperation was expressly limited to
the front against the Soviet Union and here German cryptanalytic results
were very slim. Oshima wes uowilling to reveal anything regarding other
eryptographic systems. Now and then he received - without indicatien of
the source - bits of information which were based on German cryptanalytic
work.

- Down to 1938 this cooperstion remained within very modest insight
into the organization of the German intercept service. There was even
talk of sending German intercept personmnel to Japan to collaborate there
(In Manchuria).

When Oshima was appointed Japanese ambassador in 1938, mutual
confidence had reached the point where collaboration in the field of
general intelligence was relatively close. But it was based solely on
the person of Oshima and when he was replaced by Kurusu in October 1939
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it soon ebbed away. Relations between the two countries remained close
and the Three Power Pact was concluded on 27 September 1940 but contact
in the field of intelligence practically ceased.

This was undesirable for Japen, especielly since the war had enter-
ed a phase of uncertainty following the cempaign in the west. In the
Fer East, on the other hand, the causes of conflict were increasing.
Meanwhile Japan begen looking to the south; i.e., to & front against
Great Britain, the United Stetes, and the Netherlends. Hence Japan
wished to reestablish relations in the intelligence field but with
reference to the countries just mentioned. For this Oshima was the
suitable person.

On the other hand, Hitler had begun his encirclement of the Soviet
Upion end needed Jepan to complete his ring. In the Wilhelmstrasse &
desire for strengthened reletions was manifest. They rememberec Oshima
and thourht he would be the right men. Kurusu was recalled in February
1941 and Oshima appeared agein in Berlin. Late in Merch Matsuoka, the
Jepanese Foreign Minister, appeared and welked with Keitel and
Ribbentrop along the front of the Guard Company belore the Anhalt

tetion. Matsuoke's reception was pompous and was intended to emphasize
Germany's militery strength.

But the results of the negotietions were not "binding". Contra-
dictory purposes were too apparent. Iowever, this did not prevent each
party from pursuing its course and entertaining hope of attaining its
goal. »

Cooperetion in the field of intelligence was gquickly reestablished
but in the main covered only the Soviet Union. Oshims's interest mean-
while hed turned in e &ifferent direction.

The momeni was fevorable; verious British cryptographic systems had
been deciphered in Berlin., Feller's telegrams were elready being reald.¥
Some other American systems had been solved. The naval cryptenalytic
service hed secured & good idea of the radio systems and cryptographic
systems of the British navy. The Poles were supplying excellent infor-
metion regerding the situation in England and elsewhere. Thus Oshima
found the ground well prepared and reestablished his connections. In
his new dwelling he soon saw the old circle of acguaintances about him,

On 22 July 1941 Hitler opened the struggle against the Soviet
Union. At first ell went according to plan but from August on the
situation began to grow more serious.

Oshime was invited to the eastern front and shown the most
impressive points. This d&id not help; Japan's goal lay in another
direction. Beginning in September Hitler became ever more enxious for
Japan to enter the war on Germany's side. Oshimsz let it be known that

* See: "Rommel up to El Alamein", page 153.
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the British and American ciphers would be of great value to Japan. They
smiled at one another, talked about Japenese art and Eurcpean technology,
of the Order of the Chrysanthemun, of the submarine war - and waited.

In Eastern Burope the picture was growing less pretty from day to
day. To wait, you need time, and in Hitler's case time was getting short.
Ee had to use this chance while the myth of the power of the Germen armed
forces was not yet shaken. Today his credit was unlimited, but no one
could tell how it would be in six months.

When it became cleer that Jepan did not intend under any circumstances
to enter the war against the Soviet Union but was looking for & Ifront in
another direction, they intimeated to Oshima that they were ready to giwe
Japan the solved American and British ciphers and to collaborate in this
£ield in case Japan's declaration of war against the two countries fol-
lowed at once.

Oshime telegraphed to Tokyo. The telegrams were long and there were
many of them. They were intercepted by the German intercept station.
deciphered by OKW, and translated in the Forel ffice. What Oshimz
radiced wes known. Also what he received by radio. The message indicators
were:

KOSEI end GAJMUDAJIN.

Moreover, telegrams with the address RIKUGUN TOKIOQ were not to be despised.
Hence it wes known how and where to apply pressure. Day and night before
Oshima's eyes dangled the bait of the solved ciphers as well as the
possibilities of listening iz on the radio conversatlons bdetweea Churehill
end Roocsevelt. "Now or never!", said the Germens, but Oshizme seid: "First
the ciphers! Complete cooperation iz the field of cryptanalysis:
Declaration of war by Germeny ané Italy agaiast the United States within

0

a week after the beginning of nostilities in the Pacific!’.

I was e hard desl. But it came about. On Germany's part, challenges
now begen. On 17 October the American destroyer "Kearny" was tcrpedoed in
the Atlantic, shortly after the Americen destroyer "Greer” had been
gstacked. On 1 November Hitler's Headguarters issued a sherp official
statement referring to a speech by Rocsevelt. Goebbels let loose & wild
press campaign against Roosevelt. The articles in German papers Irom
1 November on can orly be evaluated correctly iz commection with the
intention to worsen a situation and to spur Japan to attack.

Further incidents followed. Cn § November Hitler delivered a Zlaming
speech in which he viclently attacked Rocosevelt, Wilkie, end the United
States. German submarines were ordered to display the utmost activily.
Japen was to have a good impression. The British carrier "Ark Royal" and
the batileship "Malaya" were torpedoed. Collaboration iz the field of
cryptanalysis got under way. The prerequisite exchange of "informatica”
for the struggle was already established.

On 7 December Zfcllowed the Japanese attack on Pearl Harber.
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<'I. RADIO AGENTS

The first phase of Adolph Hitler's Campaign in the East was at an
end. The world held its breath and listened attentively. We, too, will
pause briefly in our description of the campaign and listen attentively
to other things which will be mentioned here for the first time.

Later we shall show in connected fashion the mammer in which, and the
extent to which, the radio agents, who appeared for the first time during
World War II, decisively influenced the entire course of the unhappy
struggle. At this point we shall merely anticipate by saying that the
Soviet Union, recognizing what was to come, began promptly to span all
Europe with & network of agents in order to get cwrrent reports on
military, political, and industrial situations in Western Europe in the
event of possible military complications.

These agents were equipped with radio apparatus so that they might
pess their reports to Moscow as sefely and quickly as possible. One
such agent center had been or;juilized in the summer of 1641 in Switzerland.
This network, which spread from Switzerland to Germany, had three radio
stetions, all loceated in Swiss territory. The traffic was soon spotted
and monitored currently by the German intercept service but for a long
time it was not possible to decipher the radiograms. This radio net wes
called the "Rote Drei".

; We shall have e great deal to say about the "Rote Drei". Here we
0 shell merely tell how this sebt-up worked during the early days of the
Russian campeaign.

Naturelly some time elapsed before this espionage service got
established. The first messages Were intercepted in September igl1,
and they hed numbers running from 200 up; i.e., the first 200 radiograms
escaped the German intersept service. Probably this organization began
to function immediastely after 22 June 10kl.

While the German trcops were storming forward in the east and
special reports of their victories were being broadecast, in Switzerland
(and in other countries) an intensive Russien espionage activity began.
Dey by day radiograms went to Moscow and supplied the intelligence
section of the Russian General Staff with the basis for conducting its
operations. It was an invisible struggle that was developing here.

Typicel examples of the message which were to undermine the efforts
of the German High Command were these messages from Switzerland to
Russie, which were not deciphered until too late.

_ According to a High German Officer in Brittany, 30 divisions

are being transferred from the West to the East Front.

o

- - = = =
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From Chinese diplomatic circles:

1. 400,000 Germans are holding strategic points in Italy as
guarantee against e separate peace by Italy. Feeling in Italy
increasingly anti-German.

2. Germany willing thet Finland conclude a seperate peace after
occupying Leningrad since this would shorten the German Iront
and ease supply and transportation.

Description of an anti-aireraft cannon.

Immediate aim of the Germans is %o cut communicaticns of U.S.5.R.
with Anglo-Sexons by taking Murmansk.

Swiss Military Attache in Italy reports increasing tensicn
between Italian Army end Facist Perty.

From Domei representatives in Berlin:

Opinion spreading in high officer cirecles that, due €0

failure of Blitzkrieg, German victory is impossible and all
Europe will be Bolshevized, unless peace is concluded with
Epgland.

Formulee for new German poisons.

-

Hitler's orucr based on capture of Leningrad and Odesse by 15
September. All information of Swiss General Staff comes Irom

a German Officer located at OKW. Shall call intelligence section
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of Swiss General Staff "Luise".

Germans concentrating troops between Munich and Brenner

because of possibility of upheavel in Itely. Italians

continue fortification of northern frontier.

Vie Long from Luise from OKW.

l. Due to losses most German divisions on the eastern front
have lost homogeneity. Along with people ;ompletely
traeined they heve men with four to six Qonths training

end less.

2. Leading generals in OKW now count on 30 months duration
of the war efter which compromise peace possitle.

1. Tanks of propagends companies in Brjansk aweiting entry
into Moscow first was set for 1k then for 20 October. :

2. On 17 October arrangements for posslble long siege of
Moscow. Heavy coastal and navel artillery under wey for
days from K8nigsberg and Breslau. German press forbidden

to write about conguest of Moscow.

Froﬁ Berlin from Luise.

New attack on Moscow not result of strategic decision but due
to discontent in ermy because since 22 June no new goels have
been attained. FPlan 1 Ural, Plan 2 Archangel-Astrakhan, Pian 3

Caucasus, abandoned because of Soviet resistance. Supply

161




suffers most through these changes of plans.

1. Stock of German Aircralt now 22,000 machines of first and
second line, also 6,000 - 6,500 Ju 52 transpors planes.

2. At present 10 - 12 dive bombers built daily in Germany.

3. 3Somber units formerly in Crate being transferred to the
East: part to Crimea, rest distributed over remaining
front.

L. Number of planes lost on east front averaged 45 daily
from 22 June till end cof September.

5. DNew Messerschmitt ground attack plane nas two cannon znd
two machine guns. All four mounted laterally on wings.
Speed 600 km per nour.

Germans threw all they had into struggle for Moscow and Crinmea.

Drill grounds and barracks Iin Germany almost entirely empty.

High officers of German occupation in Paris estimate duration

of war at two mcre years and expect d=feat of Germeny; German

pecple weary of war and resigned. Masses still believe Iz

#pal vietory but intellectuals and high military circles

skeptical regarding outcome In east. Hitler's death or

defeat at front would meen end of Nazl Tule by military
dictatorship.

Vietories on east front cost elite of German army. Russian

tanks often superior. Lithuanians and Zsthonians convinced
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Soviets are coming back.

Generals, General Staff men, and Goering no longer consider
German military victory possible. More than 12 tank divisions
destroyed by end of October. Men weary, officer corps shows
signs of discouragement.

WHERE DID THE RUSSIANS GET THEIR INFORMATION?

No one can tell today whether, when, and to what extent the Russians
may someday release the archives of the Information Section of the
General Staff of the Red Army and let the public know some of the things
contained therein. This would doubtless bring to light many things of
which no one dreams today.

If, in what follows, I venture some observations on the subject of
the Russian information service, I am well aware that I can offer no
proof and that what follows is only my personal opinion. This opinion
is based upon more than 25 years of experience. If I now speak of things
for which I cannot produce documentary proof, this is not a flight of
fancy but the results of deductions from many symptoms which, taken
collectively, forced me to these conclusionms.

From the spring of 1942 on, it could be observed that the Russians
were increasingly well informed about the German order of battle, strength,
equipment, armaments, communications, and supply. Not only that, they
were in most cases informed of German operational plans and preparations.
This was much more serious.

Undoubtedly part of this knowledge was to be explained by the
activity of partisans behind the German lines. Certainly the Russians
had obtained much information from the statements of deserters and from
captured soldiers and officers as well as from papers found on the latter.
Certainly they learned a great deal through the activity of individual
spies in areas occupied by German troops. Air reconnaissance also
supplied much trustworthy information regarding enemy situations, troop
concentrations, movements and the like. Added to this were the front
reports of German propaganda companies, whose radio transmissions often
afforded the enemy valuable hints. All these taken together gave the
Russians very useful and enlightening material. Nevertheless, these do
not by any means account for all the knowledge the Russians had of
German operational intentions, plans, and preparations. They do not
account for Russian knowledge of details of the German situation which
were top secret and not always known even to high officers. When - very
much later - it was positively established from deciphering radiograms
of Polish agents that the Russians had knowledge of many German
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operational plans, the opinion arose in Germany that there must be a trai-
tor at Hitler's Headquarters who was sending current information to the
Russians. The cry of treason was often raised later on, especially in the
east.

I do not believe that this was true to the extent and in the form
generally assumed, but this question will be examined somewhat more
closely later on. As for myself, I have no doubt that the Russians
drew a very essential part of their information from ther intercept
service; i.e., from the interception and decipherment of German messages
sent by radio and by wire.

I do not know when they succeeded in breaking into the German crypto-
graphic systems. In my estimation, they were able by early March 1942 to
read currently at least one or two of the cryptographic systems used by the
German High Command. That put them in a position to recognize all details
of the German initial assembly in the Kharkov area and the underlying opera-
tional ideas. For there is no doubt that they knew all this long before the
beginning of the fighting. And it testifies to their confidence in the strength
and striking power of the Red Army - this army which Hitler was supposed to have
broken long before - that as soon as they knew of German intentions and prepara-
tions, they decided to undertake a strong concentration of troops in the oppo-
site area and to strike the German assemblies with great force.

The "Kharkov case'", which will be clarified later in another way, was
not an isolated one. There were numerous indications that the Russians on all
sectors of the front were well informed regarding the situation on the German
side. I have already said that my view of this matter rests on the symptoms
observed and deductions therefrom. I might illustrate this general statement
by an example. o

The cipher machine had been introduced by the German army for radio traffic
about 1927. After years of work the so-called "Enigma" was developed, a cipher
machine which was operated like a typewriter and automatically transformed plain
text into cipher text by a system of wheels, ring settings, and pluggings. By
changing the wheel order, the ring setting, and the plugging a vast number of
variations could be introduced into the cipher text and the key could be changed
daily. In the view of the cryptanalytic experts, messages enciphered with the
"Enigma" could not be deciphered by unauthorized parties and were therefore se-
cure against foreign intercept services.

Some experts of the German intercept service had warned from the very
beginning against attributing excessive significance to this machine, since it
would suffice if the enemy reconstructed a considerable number of the machines -
which was possible at any time - and then typed off in a purely mechanical man-
ner the various possibilities - which could be done very rapidly. With one
machine it would be possible to test four variations in a minute; i.e., 5,500
to 6,000 possibilities in 24 hours. By using a greater number of machines this
total could be increased correspondingly.

When Czechoslovakia was occupied by German troops, evidence was found in
Prague that the Czechs had deciphered messages enciphered with the "Engma".
How this was done remained unknown. But this proved that unauthorized decipher-
ment of Enigma messages was possible. One of the German cryptanalytic experts
then undertook to check the machine and found that solution was possible given a
minimum of 25 messages enciphered with the same setting of the machine. Now it
is quite easy to find 25 messages in 24 hours, consequently foreign cryptanalytic
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services had a good chance of reading enciphered German army traffic. The
"Enigma" was then altered somewhat by encreasing the number of wheels from three
to five, whereupon the cryptanalytic experts in Berlin declared that hence-
forth messages enciphered with this machine would be secure.

Years passed. The Second World War brought Germany three years of great
victories and two years of equally great defeats and reverses. During all this
time the German military staffs had worked to their heart's content with the
Enigma. And hundreds of thousands of radiograms had been shot out into space.
Then in the spring of 1944 the following happened:

A German office in France inquired via Paris of the cryptanalytic unit
of OKW in Berlin whether messages on a Polish agent network with a certain
characteristic were being deciphered and read. Due to some disturbance of the
teletype network, the answer was sent by radio; it was affirmative and was
enciphered by the daily key of the "Enigma'". Berfore 24 hours had elapsed the
Polish cipher ceased to be used.

Someone may object that there might have been intentional or careless
betrayal on the part of the German military office in France and that the
content of the Berlin answer was revealed to the enemy after it had been de-
ciphered at the office to which it was addressed. Of course this is a pos-
sibility. However, I consider it unlikely. I am convinced that the messages
enciphered by this "Enigma" were currently deciphered and read by both the
English and Russian cryptanalytic services.

In spite of this obvious warning, nothing changed in Germany. Any idea of
doing away with the "Enigma" met immediately with resolute opposition. In the
competent offices there was no longer the vigor or the possibility of carrying
out the long chain of measures and changes which would result from abolishing
the "Enigma." Total mobilization resulted not in the total utilization of our
material and spiritual forces but in their exhaustion. Hence even in this
field its results were negative. Here, too, people did what they had learned
and practiced for years; they strewed sand in their own and in each others
eyes so as not to see things as they really were.

I said earlier that I was not in a position to offer proofs;
this applies simply to the question whether the Russians could or could not
decipher German cryptographic systems. I can readily offer proof that they
were well informed in other ways regarding events on the German side. This has
already been done in the brief description of the work of the "Rote Drei'.
Now a second case of the kind.
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THE OTWOCK CASE

In anticipation of the danger which threatened, the Russians some
time before the beginning of open warfare had built up an information
service in the so-called Government General. It must have been shortly
after the Hess affair when, one starlit night in spring, two men para-
chuted from a Russian plane. It was in the area south of Warsaw. Both
men were Poles, former Polish officers who had been captured during the
Russo-Polish War of 1939. They had been won over by the Russians and
trained for espionage. They were Captain Arcyszewski and Reserve Lieu-
tenant Meyer. They had been equipped with an agent radio set and told
to spy out all transport traffic on the railways in the area occupied by
the Germans and to report their findings to Moscow. That was a tremendous
task which presupposed the setting up of a gigantic organization. For
this task they were furnished the sum of $2,000.

With this "operating capital" the two men went to work. Their
activities could never have been of great extent, had it not been certain
from the very beginning that they could count on the ready cooperation
of almost the entire Polish population.

They began their work in Warsaw. The transmitter was set up in a
little town called Otwock, south of Warsaw.

Arcyszewski undertook the organization of the spy net while Meyer
composed the messages, enciphered them, and transmitted them to Moscow.

By months of tedious effort, Arcyszewski succeeded in spinning a
gigantic spider web of purveyors of information over the entire
"Gouvernement General" and the occupied Russian territories - since the
war with Russia had meanwhile begun and German troops had quickly
occupied extensive areas in the East.

Soon the two began to transmit their reports to the Moscow control
station; these were rather scanty at first but became richer from week

to week.

Somewhere around Christmas 1941 or early in January 1942, the net-
work of informers had been so expanded that it reached from the Baltic
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almost to the Black Sea, from Breslau to Orel and Kursk. In the director's
office of each railway, at every Jjunction polnt, at every relatively large
station, sat an agent who reported to Arcyszewski in an especially secure
manner everything having to do with transportation.

Every report on train delesy, sabotage of railway installetions, trains
cancelled, the work of partisans, and the like went to Arcyszewski.

The terrible winter of 1941-1942 was drawing to & close. German pre-
perations for e decisive summer offensive in 1942 were getting under wey.
Transports of troops, earms, ammunition, tenks, motor vehicles, motor fuel,
etc., begaen to roll from West to East, and reports began to come from all
sides to Arcyszewski who sent them to Moscow via Meyer. Every transport
was reporte@ in this way with a precise statement of what it contalned,
with course and destination, with strength and number of unit contingents,
with & statement of the number and type of arms, tanks, etc.

About September 1941 the German radio monitoring service first noticed
the transmitter in Otwock without being eble to locate it definitely. DMeyer
worked very cleverly so that the coverage could only be imperfect. The
cipher used was so good that it defied 211 efforts to break it. Since the
German intercept service was monitoring several dozen such transmitters
currently and had no idea of the dangerous charecter of this Otwock
station, this traffic did not receive the attention it really merited.
Furthermore, the strength of the Germaen "Redio Defense” in the East was
slight and in the mein was limited to the orgeans of the German police.

Not until June 1642 was it possible to pick up the station in Otwock
end to errest the two men, slong with a number of other persons. All the
keys were found and the Germans could finelly decipher the previously
intercepted messages.

And now for the first time e light dawned on Germen "radio defense”.
Now .they saw that here they had been dealing with men of consequence,
with an orgenization which had functioned in a manner calculated to bring
destruction to the Germen armed forces. All for $2,000 in the course of
cne brief year!

It was now necessary to decipher elmost 500 radiograms - a2 long,
wearisome task. When it was finished, the content - entered on & chart -
gave & complete picture of the assembly of the German and ellied ermies
for the great summer offensive. The Russian General Staff had an easy
time meking its dispositions, and the thrust against the German essembly
eres neer Kharkov could Aot feil to have far reaching consequences. It
did!

But what happened on the German side? Was the attention of the
German command called energetically to the full magnitude of the danger
threatening the armed forces from radio agents? Was the German command
shown clearly that there were dozens of these transmitters which must Dbe
combatted by ell available means? Was a mighty organization set up to
take up the struggle with these radio agents? Did any expert of the
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German "radio defense” appear at Hitler's Headquarters to deliver a lecture
on the Otwock case and, on the strength of this example, to draw the obvious
conclusions? Nothing of the scrt. The man who worked on the case composed
& report to be presented to the Flhrer, It was regarded there as "too long-
windad" and returned because "the Filhrer is not fond of long reports”". A
ghorter report was composed, but now the anxious questlon arose: "What will
the Filhrer say to this?" This was & dud, and the Fihrer "didn't like duds",
No one found the courage to present the case with the appropriate smphasis.
They were afraid. Moreover, the dramz of Stalingrad was now appearing on
the stage.

The report wound up in some safe or "in channels". The agents' game
continued.

A WORD REGARDING THE RUSSIAN INTELLIGENCE SERVICE

The organization of the Russian strategic intelligence service in
World War II was, in general, known in Cermeny, although many details of
its work escaped the Cerman intelligence service. In my opinion, it was
burdened with & minimum of bureaucratic and formel restrictions. It must
have worked with an uncanny precision to meet the needs of the Russian
military ccmmend. 3Beyond that, I must pay the Russians & compliment: in
this war, Russis was the only couniry whose cryptographic systems remained
practically unbreskatle throughout, elthough first-rate experts 1z other
countries were attempting their sclution. In particular, the cryptographic
systems of the higher military commands and those for diplomatiec traffic
remained for foreign cryptographic bureaus 2 "book with seven seals", OF
course, the systems were recognized, but soluticn proved cut of the question.
After years of vain effort, the copying cf Russian diplomatic traffic was
stopped in Germany.  Exaggerated as 1t mey sound to outsiders, I would like
to venture an assertion; Russiz loat World War I ia the ether and won World
War IT in the ather. By this I do not by any means intend %o belittle the
importance of its people's war, its armaments, the capacity of its officers
and the death defying courage of its soldiers.

We can summarize as follows:

1. Io the spring of 1542 the Russians knew the German operational
plan for the thrust toward the Volge and the Caucasus.

2. They knew the exact area of initial assembly of the troops
destined for these operations.

3. They knew the numerical strength and the table of organ-
ization of the German and allied armies involved,

4. Long before the battle of Kharkov theylnew the pumbers of all
the German and allied divisions which were to gake part in
the operation.

5. They knew the names of all the higher unit commanders.
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6. They knew the preﬂlse number of tnnks guns and pianes evail-
able on the German side.

7. They knew the attack plans of &ll armies employed on the
German side in the great summer offensive.

WHO WERE TEE "RADIO AGENTS"

Espionage hes alweys pleyed & great role in wartime. The difficulty
in carrying it on successfully ley less in the procurement of information
than in passing the informetion in good season to the military or political
leaders of the country involved. The best reconnaissance resulis were
worthless unless they reached the interested parties at & time when effect-
ive countermezsures could still be Planned, instituted and carried out, or
when it was even possible to plen an operation on the basis of the Iinfor-
metion geined regarding the enemy situation. Since a country tries in
wartime to secure its frontiers ir all directions against leakage of infor-
metion of 2 military, political or economic natwre, or at least greatly
to deley the exploitation of such information, a major pert of the
intelligence work of foreigr agents in earlier wers was in vain; their
reports generally reached the enemy command much too late. In the long
run, only 2 fraction of the work was of any real velue. Thus literally
as well as figuratively, narrow limits were imposed on the activities of
spies. This problem could only be solved if it were possible to find &
means of transmitting the information obtained in 2 wey which would break
down all berriers and bring the report speedily from the sender to the
recipient.

The invention of radioc telegraphy did not at first signify a solution
of this problem. The long-wave apparztus used was Ifar too big to be
operated incomspicucusly in living rooms and the like; furthermore, it was
easily spotted by direction finders and conseguently exposed to the risk
of being quickly discovered. Consequently, this manner of communication
virtually did not come into acccunt for spies during World Wer I. Not
until the discovery of radio telegraphy on short-wave and the comstruction
of smell porteble transmititers and receivers were the conditions created
for & complete revolution in the field of practical espilonage. Now it
was possible to equip the agents with easily operated, casily transported,
end easily concezled radioc sets for transmitting their reports and for
receiving instructions, or they could be assigned special operators.

The Soviet Union, Germany, and England were the first countries to
prepare for the employment of such agents, even before World War II, and
to put this system into practice to some degree. For purely military
reconneissance Germany was the first country to commit radio agents, first
in the Polish campaign and then - on a much larger scale - in the campaign
of the west.

When describing the campaign in the west, only a few words were

devoted to the radic agents. In reality, they represented cne of the
mein factors in the German intelligence service. ZIverything that the
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intercept service could not supply was reported at that time by radio
agents dropped from German planes in the French rear areas. They were
ccmmitted by the dozens and gave & Very good account of themselves.

We must deem it e remerkable phenomenon that in the course of World
Wer II Germany employed means and methods of warfare which later were
employed with all their weight against their originator. Gerrwany taught
its opponents those methods of conducting 2 war which led to its own
defest. Germany invented bombing warfare and was itself lzid in ruins
by it. Germeny invented motorized warfare and it later became fateful
for Germany. Germeny disccvered atomic energy and in the finza]l phase
of the war this was turned with annihilating effect against its
strongest ally. GCermany was the first to make use of radio sgents and
they laid the foundation for its military defeat.

Pollowing the Germen model, the British, Poles, Russians, and
Americans introduced radio agents cn 2 lerge scele and increased thelr >
comm tment to such an extent that their activity sttained a significance
of the firs: order. The Germsn "Radio Defense", which was suppcsed to
scncern itsel® with combetting these agents, faced during the entire war
& gigentic task, the complete solution of which would have called for
many times the personnel and means that were actually mede available.

Slowly but irresistibly during the course of World War II the
network of agent radio stations expanded over all Europe. 1t began i
Polané end France. Ii extended into Belgium, Holland, and the 3alkaus.
Wherever a Germen soldier was stationed, everywhere he was surrcunded by
this invisitle, intangibie net in the ether.

Everything he did or failed to do, everything comnected with his
if2 and work in occupied territory, was constantly watched and reported
on by hundreds, thousands - yes, hundreds of thousands ~ cf sples, agents
or confidence men.

No troop movement, no transport of arms cr tion, no constre-
tion of forsifications escaped these watchful eyes and eers. ZIverywhere
the German soldier was watched and eavesdropped. And everywhere - often
in the house in which he lived - stocd those little short-wave sets DY
means of which these observeiicns were passed on. 3ut the German soldier
noticed nothing of all that. He went through the streets upaware thal he
wes ensnered in an enormous spider web - & vast network of invisibdle,
fipe, unbreakable threads. Only & very small group knew about all this
and waitched the efforts in the ether.

The radio traffic of the Russian pariisans was especially lively.
t was also developed with great skill end became so extensive that
hundreds of German scldiers, organized into monitoring platooms or
companies, Wwere busy day and night trying to get 2 clear impression of
the constantly changing picture.

The cryptographic systems used by the Poles were very good; those
cf the Russians were excellent. Messages of the Polish netwerk could
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freguently be read by the Germesns, but by no means alweys. O0OF cowrse,
even the best operator sometimes made a misteke; it was merely a guestion
of watching patiently for this misteke. Generally it came. Then 1t was
possible to fix locaticns, establish identifications and break into
cryptographic systems.

In general, it wes & hopeless fight ageinst the agent radios, since
for each transmitter which was seized and for every operator who was
arrested & nev one appeared et & new location, with new characteristics
and with a new cryptographic system.

THE GERMAN "RADIO DEFENSE"

Long before World War II, people in mest European countries were
convinced that in & future war the battle in the dark between the
espionage service and kindred orgsnizations on the one hand and the
intercept service on the other - in this case, therefore, a battle in
the ether - would assume gigantic proportions. It was clear that this
struggle would not be simple and that it was necessary to create in
good season an orgenizetion which would occupy itself with spotting and
evaluating espionage traffic in order to bring the results to the know-
ledge of one's own command.

Actually nothing much was done until the outbreak of World War II.
Only in the Soviet Union was some attention given to the matter and an
ettempt made to gether experience which might serve in the event of war
for the development of & large organization to combat radio agents.

The Germens should have had speciel reason to occupy themselves
with this problem - and in & purely theoreticel way - they did. But
gince armement and the preparation for war went ahead at too rapid a
pace and the German intercept service was weekened rather than strength-
ened by the constant transfer of trained men, thie preliminary organ-
ization did not even come into being before the war.

I said above that there was special reason for Germany to occupy
itself with such matters; I shall add some detalls:

Long before the war, the German counterintelligence service
(Abwehrdienst) hed set up abroad a network of redio stations (the so-
called A-net), which was to be used by German agents for transmitting
intelligence in the event of war. At various points in Germeny control
redio stetions had been set up to handle traffic with the agents.
Before the war this traffic was limited to occasional tests of trans-
mission and reception, lest the network be unmasked prematurely. More-
over, in peacetime there was always some other way of getting a report
to Germany speedily. The A-nets had been set up in Czechoslovakia, in
Poland, and in France. To what extent they mey have been organized in
other countries is not known to me.
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Along with this A-net a so-called J-net had been prepared, which
was located within the country and was to function if certain parts of
German territory were occupied by an enemy. In that case the J-net
would start transmitting reports and have a function similar %o that
of an A-net.

The rapid advance of the German forces in World Wer IT soon left
the A-nets behind, wherees the foreign equivalent of the J-net in the
territory occupied was now behind the German lines., Thus the
occupation of great ereas brought forsign radio agents into German
controlled territory and the further the German lines advanced, the
more fcreign spies came into the zone of occupation. They were able
to work under faversble conditions, since the attitude of the popu-

tion in the occupied aress was consistently anti-German and every
agent found aid and support whenever he needed it.

T+ wes not until vast aress had been occupied that it occurred to
those in esuthority in Germmny that other countries might heve built up
crganizations similar to the A-nets or J-nets. Now the agency which
directed the German networks was charged with finding out how to detect
and combat such enemy organizations. The so-called "Radio Defense” was
created. The only organizations available at that time were the radio
monitoring stations of the police, which =d been responsible for
wvatching illegal amateurs. These monitoring stations were now obliged
to shi®t to a new field. Meanwhile people on the other side had not
been asleep. The little netwerks orgznized before the war were now
located within the German sphere cf influence and were strengthened
in every possible way. New agents with their sets were either smuggled
through the lines or dropped by parachute so that little by little a
very considerable number of radioc agents had been introduced who were
eble to go about their work without worry. On the other band "Radio
Defense" faced an assignment which grew from day to day, while 1ts
resources did not suffice to cope with the situation or to gain
adsquate experience. As more and more territory wes occupied, the
frequency band to be monitored grew wider and wider and the number of
radic agents at work became greater and greater. The year 1oL saw
no notable successes and not until the end of that year was an army
intercept compary assigned to "Radioc Defense”. This company bad %o be
entirely re-trained. When committed in the west it soon found that
the task assignsd was far greater than had been expected. Fipally two
more intercept compaenies were assigmed to "Radic Defense"” which also
get up an evaluation system of its own. Direction £inding bases of
the Navy were placed at its disposal.

By the time "Radio Defense" began to work effectively, 1.8.; in
the summer of 1941, the British bad 25 recognized circuits in the west
running ss far north as Nerway; there wes = widely ramified agent net-
work in Western Poland which was controlled from Epgland; in the
"Drotectorate” (Bohemia and Moravia) an extensive nmet of the Russian
intelligence service was functioning, while another Russian net covering
all Europe hed more than 20 stations in May 1941 and 78 stations in
June. This Russian network had been built up before the war but had
been kept absclutely conceasled by radic silence.
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Some idea of the problem can be gained from the fact that in the
Soviet Union alone from June 1941 to June 1944 some 120,000 agents,
including some 30,000 operators, were trained for use in German territory.
About one-third of those committed succeeded in carrying on their work
for & longer or shorter period. The Western Powers made no such mass
employment but in general the intelligence and quelity of the agents
employed was higher, hence the danger was greater.

LOCATING AGENT STATIONS

A basic reguirement in combatting agent transmitters was the loca-
tion of these stations by direction finders. For technicel and tactiml
reasons this broke down into:

2. Long-range direction finding,
b. Close-range direction finding,
| ¢. Work in the immediate vicinity of the target.
First of 2ll, the German long-range direction-finding set-up had to
be changed to correspond to the new situation. A network of long-range

direction-finders was located fer beyond the German frontier, then these
stations were placed under coordinated control in order to get synchro-

" nized systematic reedings on the same transmitter by as many long-range

direction-finders as possible so as to get dependable fixes.

In October 1943 the following short-wave D/F - bases were available
to "Radio Defense”: :

l. For the west: Middlekirk, Wilhelmshefen, Hannover,
Langenargen, Bodensee, Bordeaux
(Partly controlled from Giessen).

2. For the east: Revel, Lemberg, Nikolajev, Pillau,
(Controlled from Cranz). ;

3. For south and
southeast: Pulsnitz, Varna, Athens
(Radio controlled from Pulsnitz).

In Februsry 1943 instruments in Rome, on Sicily, and on Sardinie
were added to this system.

For close-range work conditions were as follows: <2lose-range D/F
apparatus for fixing the ground-wave had been developed long before the
wer and sets had been constructed which were suitable for use in the
field. After the search for enemy agents began in the west in the fall
of 1940, the first such transmitter was located in Antwerp in April
1941. This was accomplished after the area in which the transmitter
must be located had been determined by long-range direction-~finding.
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Even in this first case, it was manifest that the close-range .
direction-finders must be of such & nature that the operator eould
approach the location of the transmitier unnoticed. Conseguently even
then it was only possible to pisk up the transmitter by using a special
suitcase set which was operzsted by 2 men dressed as = locksmith. With
this device he narrowed the choice down to = few houses.

In the immediste vicinity, the work was more difficult because the
agents usually had watchers posted. The problem was not solved until
early in 1943 when a belt D/F set was developed which eould be worn
under the operator's clothing.

The use of Fieseler-Storch planes as "flying close-range direction-
#4nders" dates from the summer of 1941. The first experiments began in
May while the first successful comml tments began in September. In April
1042 three machines were used and the number was later increesed to 12.

Despite 211 the successes of German "Radio Defense" and despite all
the stations picked up, the number of hostile agent circuits in the
German sphere of influence increased constantly. The means and person-
nel of the German "Radio Defense" during the war were in no wise
commensurate with the magnitude and importance of the task; they
remained totally inadequate, guite apart from the fact that they were
not employed effectively until much too late.

"RADIO GAMES"

Picking up an agent's transmitter often afforded the German intel-
ligence service a chance to enfer actively into the network of foreign
espionege. The £irst requirement was that +the raid be & surprise and
that all written material fall into the hands of the raiders; traffie
schedules and cryptographic materials were absolutely necessary for
further operation of the captured transmitter.

A second requirement was that no member of the agent group should
escape and warn the enemy. If both conditicns were fulfilled and 1t
seemed worth while to attempt & radio deception - 2 so-called "radio
gam=" - parmissiocn was secured from the competent agencies and the
deceptive traffic was carried on by personnel of "Radio Defense".

There were two motives involved: in the first place, the epemy

" might be led to believe that its agent netwerk was functionning normal-
ly in the ares in question; this was a safeguard against the setting up
of other agent networks. On the other hand, it might be possible fto
mislead the enemy with false or falsified information %o disguise the
actusl situation. Reports on the strength, movement and assignment of
troops, on arms, fortiflicatioms, transportation matters, morale,
intended military measures, war production and economic matters (in
cooperation with the competent suthorities of the economic command )
could be imparted to the enemy in a way calculated to give the desired
impression.




Carrying on such "redic gemes" called for great skill end perfect
sdeptation to the system of reporting hitherto employed by the agents.
In composing messages it wes necessary to follow precisely’ the wording
previously employed. Linguistic usage in general and the use of
particular expressions, technicel words, and designations must not show
the slightest change. A single expression used falsely could jeopard-
ize the success of the entire "radio game". ‘

' Sometimes it wes possible to "convert" the sgent and get hir-into
the game. Without doubt this was the beet solution but it assumed that
no secret signal had been arranged between the agent and his employer
to indicate thet he was working under compulsion. The possibilities
varied widely and so did the results. In some cases 1t was possible to
deceive the opponent for yeers and thus avert sericus damege to one's
ovn side; in other cases the success was of short duration; sometimes
the opponent quickly rezognized the deceit and either broke off ~cmmuni-
cetion at once or else played alcng for & time tc delude us into thinke-
ing the deception was suzcessful, while he was quietly bullding up & new
network of agents which would heve to be tracked down by "Radio Defense."

The first Cermen de~eption was zarried cut in March 194l. The trens-
mitter LOM, which had been picked up in southern Belgium, was continued
in operetion with German personnel and captured materiel. The game
worked. The English control station ennounced the dispatch of additicnal
egents who were to land by parsshute in the night of 9 - 10 Mey in the
vicinity of Liege. They were promptly apprehended; their radio eguip-
ment with &ll documentary materiel and keys was secured.

Dozens of these "radio gemes" were cerried on by all parties during
World War II. One of the most grandiose was the "North Pole Case" which
will be described at length later. At this point we shall give only &
little example from the last phase of the war.

At e time whiszh was very critical for the German military situation,
an effective dezeption was carried out sucressfully in the East. On 14
August 194k the German police in Riga arrested the Russian agent,
Lieutenant Jekushov, and his wife who was acting as his radio operator.
After tedious "interrogaticns" the two were finally induced by the
Germans to meke frank stetements, whereupon traffic was resumed again
by the Germans on 20 August. In the course of two months & large
number of false, but apparently very important reports were transmitted
whizh made such a great impression that Lieutenant Jakushov received by
radio the "Bogdan-Chmielrizki Order, Class II" while his wife received
e "state decoration.”

THE "ROTE KAPELLE CASE"

Let us state at the outset that this case has nothing tc do with 2
religicus chapel. Nelther wes such & chapel used for setting up an
egent's transmitter nor were clergy involved. The designation resulted
from & whim of German offizielz in Belgium who applied to every case of
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radio agents the general term "Kapelle"* and geve each individual case
s particular designation. Thus there arose in the course cf time e
"Schrammel -Kapelld', & "Zither-Kapelle", a "Blas-Kapelle", an "Ardennen-
Kapelle", a "Kapelle-Btterbeck" and one day a "Rote Kapelle", where the
color referred to Bolshevism, since this "Case" had been controlled

by and worked for Moscow. The story was as follows:

Even before the outbreak of the German-Russian war in 1941, the
Russians had set up a network of agents which expanded over all Central
and Western Europe. It was intended for espionage and was to become
effective in a large way only in the event of en armed conflict. When
the war with Russia broke out, this egent radio net was by no means
completely developed and thoroughly orgenized. Only individual porticas
were so well organized that they were fully capable of functioning .

Among others, the Russians had set up such & center for radioc agents
in Brussels. The head of this spy center had become a partner in a large
Belgian commercial enterprise and thus had provided himsell an oppor-
tunity for making extensive journeys without attracting attention and of
establishing contact with many leading personalities. In this way he
could gain insight into a number of things and gather information. At
f£irst he sent this information to Moscow through Russian diplomatic and
commercisl representatives. This route, which ran via Berlin, ceased
to function shortly before the outbresk of the war between Germany and
Russia. They now resorted to radio to transmit to Moscow the results
of their spying.

The readio traffic itself was soon intercepted by Germen stations,
for the first time on 26 June. However, it was not possible to solve
the cryptographic system and read the contents. Furthermore, it was a
long time before the German D/F service was able to fix the station.

Not until November 1941 was it ascertained that the station was
certainly in Brussels. Now the close-range search began. On 12
December the transmitter was fixed definitely so that steps could be
taken for picking it up. On 13 December i1t was captured by representa-
tives of the  German counterintelligence in Brussels. This was the first:
transmitter of its type that had been spotted in Western Europe. The
villa in which it had been set up and from which it operated had been
rented during the summer of 1941 by the Russian espionage service and
was cared for by a Belgian housekeeper. The building served not only
as the location of the radio station but also as shelter for members of
the agent group and as calling point for agents and informers.

At the time of the raid six persons in all were arrested, among
them an operator who came in the following day, two Russian officers,.
end a Polish woman who had come from Paris and served as cipher clerk.

* Kapelle also meens orchestra, hence 2 group which works

together! (&d.)
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However, this was merely the crew of the radio station; the chief
and actual head of the agents was not caught.

Among the material found were some 500 enciphered radiograms for-
warded by this transmitter, hence there was no doudbt that the encipher-
ment =nd decipherment hed been done in the house and that the cipher _
keys must be there somewhere. Until these were found, nothing could be
done with the traffic. It was only possible to learn that a grille
system was involved which was obviously reenciphered with & so=-called
book key. As book key, any book mey be used by agreement between sender
and recipient. From the text an "additive sequence"” is derived end
decipherment is not possible without having the bock used.

With ell the egoism and eagerness to advance its own interests
that characterize official agencies, the Brussels counterintelligence
office decline "for security reasons" any further cooperation with
representetives of "Radio Defense" after the transmitter had been
picked up. The ville, which had been confiscated momentarily, was
released after a short time and six weeks later "Readio Defense”
received 2 final report from which it eppeared that those arrested
had stubbornly refused to meke any statements, except the housekeeper,
and that she knew nothing of consequence regarding the organization
which had operated there. Attached to the report were photographic
coples of the materiel found and 2 statement that an attempt by the
cipher section of OKW to decipher the radiograms hed not proved success-
ful. *

These photographs were subjected to & careful check &t the central
office of "Radio Defense" and it was discovered thet one of the scraps
of paper which had been photographed contained a so-celled "Caesar"
key, such as is employed by the Russians for enciphering plain text.
This scrap of paper showed several rows of the encipherment of the
radiogram and this proved that encipherment had been carried on within
the house. Hence the books used must also be there.

Some notes in secret ink and certain letters contained hints that
the organization had branches in France and Holland.

A study of the groups of the cipher text on the seraps of paper
reveseled that the book must have been in the French language. For
the moment this did not help much since only a2 knowledge of the entire
content of the book would afford & possibility of current decipherment.

By carefully questioning the Belgian lady who had run the house it
was possible to leearn little by little the titles of eight or nine books
which might have been used by the Russian agents. Now it was a question
of getting these nine books. The only way was to purchese them on the
oper market, since the ville had meanwhile changed hands and the entire
librery had disappeared. Even though the titles of the books were now
known, there was no guerantee that the proper edition would be found
in & book store, i.e., the edition which corresponded exactly in
pagination and in text to the one used.
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The cryptanalytic section of the central office of "Radic Defense",
which meanwhile had becoms acguainted with all cipher systems bitherto
tnown S0 have been used by radio agents in the east, attempted to solve
this one by apalytic methods. A half destroyed sheet used in encipher-
ment was the critical factor. After some six weeks of work the make-up
of the additive sequence was learmed. On the basis of other agent
traffic it was finally possible to turn these digits into letters and
the short sentence obtained contained a significant name "Proctor.”
This name was found in one of the novels which had been procured and
thus the key book was revealed and the system broken.

Now some of the captured radiograms could be deciphered. The
addresses of a number of agents were disclosed and an opportunity was
opened for pemetrating a widely ramified Russian agent network extending
over the west and into Cermany itself. The deciphered messages proved
" that "Radio Defense" was on the trail of & very clever man who must have
connections in the very highest command, since he transmitted in Novemer
1041 the intention of the German command to carry out an attack in the
fasucasus in the spring of 1942. Furthermore, his reports con gasoline
consumption and existing stocks of fuel and planes showed that he must
have contact with the Air Ministry or with the High Command of the Alr
Force. He even transmitted to Moscow the prediction of an impending
extremely cold winter which had been made by German astronomers and
weether experts. He even gave a clear calculation of the time when
German fuel rsserves would be exhausted.

This principal agent in Brussels, always referred to by the cover
name "Kent", was on the road a great deel of the time. Deciphered mes-
sages made it possible to follow his jowrneys to Czechoslovakia and
throughout all Germany. Kent received his principel information from
an agent desigpated in the messages by the cover name "Coro.” Now it
wes a question of trailing this source. Chance provided the following
opening.

When the war began, the Russian intelligence service had not
finished building up its foreign organization. Radio connections Irom
Germany were not functioning. The call signs and the traffic schedules
had not been fixed definitely by days but were to change Irom one tram-
mission to the next, so the transmitters got out of step and could not
get adjusted again. This accidental maladjustment was the resson for a
radiogrem giving the Belgian group the names and addresses of three
collaborators in Berlin who were to be instructed to establish radio
connections with the Center in Moscow. Of course this went ccunter fo
the most elemental principles of conspiracy 2nd can only be explained
by the exigencies of the situation.

Kent came to Berlin to reestablish the contact of the "Corc" group
with Moscow. This was late in October or early in November 1341. Eow-
ever, the contact remeined inadequate 2nd Coro continmued to send most
of his materizl by way of Kent.
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The rediogram had mentioned three groups in Berlin. At first
nothing could be done with one of the Berlin addresses; more than six
months had passed and the dwelling had changed hands. Only after a
long search did one get on the right treck, but this proved of
secondary importance. There was more success with the second eddress.
Here investigation led to & first lieutenant of the Air Force who was
employed in the Press and Information Section of the Air Ministry,
later in the Attache Group of this ministry. In civilian life he had
been & teacher at the University of Berlin and before 1933 had teaken
en active part in politiecs; he had good relations with the Foreign
Qffice and contacts with & large cirecle of acquaintances and men of
gimilar politiecel belief. He was a man of outstanding intelligence,
openly opposed to National Socislism and sympathizing with the ideas
of Communism and with the Soviet Union. Through his activity in the
Air Ministry he came into contazt ¥ith most of the higher officers of
the department as well as with meny other high officials and with
industrial plants. This man, a certain Schulze-Boysen, was & relative
of the Tirpitz family. Using masterful disguise he had become the head
of & widely ramified German resistance organization which was trying
to overthrow Netional Socielism at any cost. In contrast to other
Germen resistance groups, whose astivity wes exhausted in preparing
plans or in waiting, the Schulze-Boysen group was geared for action
both inside and outside the country.

"Coro" or "Schulze-Boysen" - was now watched unobtrusively by the
Gestapo, as were his acquaintences and his whole intellectual circle.
Among other things it was esteblished that.at definite times he met
Superior Councillor Dr. Harneck of the Ministry of Economics in the
Berlin Tiergarten and openly exchanged information with him. Dr.
Harnack leter turned out to be one of Coro's most importent co-workers.
He also appeered in the messages under the name "Arwid" which wes
actuelly one of his given names.

Tracing down Schulze-Boysen's circle of acquaintances and checking
their connections brought & long sequence of surprises.

For instance, & man, whom we shall cell "Z", wes head construction
men in one department of the Ldwe Radio Company. He hed long been &
convinced Communist eand had been in Moscow, but had cleverly concealed
his attitude. He was & clever technician and was head of the section
engaged in developing television, radar and other electronic devices for
the Air Ministry. In essencc, the prineciple of radar had long been known
but thus far little had been done to adapt the invention to military
purposes. During the wer this question had become prominent and such
space scanning devices were proving important in detecting approaching
enemy aircraft. Bomber werfare was being developed and the recognitim
of attacking planes et night or in fog had become indispensable, if
they were to be combatted successfully. The Loewe Company was supposed

' to assist in developing and building the apparatus.

Anyone who knows German conditions must realize that the moment
German authorities began to concern themselves with these matters there
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began a busy air of secrecy. Instead of entrusting as many people &s
possible with the development of this important apparatus and thus
achieving a highly successful product, the whole project was cloaked
{n an utterly superfluous veil of secrecy. There were cover names for
everything. The pumber of participants was kxept as small as possible.
No one was permitted to talk with anyone else regarding the problem as
a whole. The result was that only a small circle of engineers weas

engaged in the work and the director of this section at the Loewe plant -

consequently in virtual control of the progress there - was "Z". The
fate of this important invention rested in his hands.

"Z" Ynew the importance of the task entrusted to him, but at
heart he was not merely a Communist but elso a bitter foe of Netional
Socialism., He desired its destruction; here was an opportunity. By
sebotaging development of the radar equipment he could keep it from
benefitiing the National Socialist Stete, at least for some time.

"Z' had good fellow workmen. Whnenever one cof these men made any
progress on the device, "Z" had the fact reported to the Air Ministry,
but he also sew toc it that the engineer disappeared from the plant.
Either his deferment wes cencelled and he went to the front, or he was
entrusted with "more important" tasks, or he was merely trensferred.
The man who replaced him was sure to be more or lass a stranger in
this feld. For almost two yeers, "L" maneged.to sabotage this import-
ant work and England and America got & head start, with the result
that the German submerine was soon driven from the seas.

For the time being, the Germsns hesitated to arrest Coro because
they wished to learn as much as possible about his relations with other
perscns and offices. A remarkable circumstance forecsd them to strike
before the time was ripe.

Readers of detective stories know how strange accidents and
complizations, obviously dragged in by the hair, serve to clecr up or
to complicate a situation. And every reader has probably assumed
that such accidents csn only be invented by an author. I should like

to remark that the best author is a bungler at inventing such accidents -

in compariscn to what real life can do.

The cryptanalytic group of the station monitoring agent radio had
just been reenforced ai that time; among the gentlemen engoged were Hwo
students of the University of Berlin whom we shall call "A" and oY,

There are some 80,000,000 Germans; the cryptanalytic section for
monitoring agent radio comsisted of some 15 men; these 15 men bad been
chosen at random. And, sure enough, among them were &wo who were in
contact with Coro!!! "A" had agreed to go sailing with Coro one
Saturday afternoon at Wannsee. At the last moment "A" was detained by
his work and tried to inform Coro of the fact. In corder to telephone
unobserved, he went to the room of another analyst which was them empty
because the men had already left. "A" called Coro's number but did not
find him 2t home. He left his name, telephone and extensicn with the
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meid, requesting theat Coro cell him immediately when he came home.
This did not happen for Coro had already gone to Wannsee and did not
wveturn until Mondey. Then he found the urgent note of the maid, which
geve the telephone number he was to call but not the name.

The telephone had just been instelled and the men who normelly
occupied the room was none other than the anslyst who during the
preceeding weeks had worked on and deciphered the radiograms picked up
in the Brussels stetion! This was 2 Dr. "V", who knew about Coro from
the messages end elso knew that efforts were being mede to trap him.

Imsgine Dr. "V's" surprise when Coro celled him that Mondey, saying
he had been instructed to cell the number because somecne urgently
desired to telk with bhim. This call was interpreted by the authorities
to mean thet Coro must have gotten wind of something. In reelity it
was & perfectly harmless coincidence. It was decided to act at once.

Coro was arrested. And graduelly &ll those with whom he had been in

contact were srrested.

Schulze-Boysen (Coro) was 2 man of exceptionally high mentelity,
greet initietive and energy, and of such amszing intellect that his
collaborators were only slightly disturbed by the arrest; they were
convinced that this man would betrey nothing and that the Gestapo might
e2sily be convinced of his innocence.

After eight dsys of grilling they head not gotten anything out of
him; he had a credible explanation of everything and m=intained his
composure and mentel slertness so thet he never became entangled in
contradictions. In spite of the fact that the man was proven guilty
by the radio messages, experienced criminclogists repeatedly doubted
his guilt, especially as he was regerded very favorably by his office
and by his comrades. He himself said nothing but some of the others
errested telked out of schocl. More than 120 persons now became in-
volved, including & very high official of the "Foreign Office".

Little by little the organization wes revealed. There was &
gigentic trial ending in the execution of some 60 persons in December
19k2, This was & serious blow to the Russian intelligence service.
The Germens continued to operate the radio network and were eble to
pick up newly dispatched agents on errival. However, it is a question
how fer or how long this deceptive traffic was really able to mislead
the Russians for at that time the "Rote Drei" was elready working et
top efficiency. In my opinion, the Russians did not allow themselves
to be deceived for very long but them ecleverly continued playing the
game with Germany in order to give the impression that the trick was &
success. Actually they set up unnoticed a new spy net which passed
reports to Moscow chiefly through the "Rote Drei. o

From those arrested leads were secured regerding the people
connected with the third Berlin address. The Germans were able to
pick up & second Russian agent station in Breslau, taking it by
surprise. Among those arrested was & certain Hermann Wenzel, who had
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played a role in the burning of the Reichstag. The man wes rendered
submissive and continued to work under German control and guidance

until the summer of 1943 when he escaped by = bold trick. He resppeared
in Eolland, contacted the British secrst service and through London
reported to Moscow, but the Russians no longer trusted him.

Meanwhile in June 1542 ancther transmitter had been picked up iz
Paris. Nothing much was elicited from the operator and his wife, bul
i+ was noted that the messages were composed with the same agent key
as those emanating from the Brussels staticn. This led to furtker
revelations. A special detachment was sent to Brussels to tTy to
penetrate into the Belgian, Dutch, and French groups. Ultimately five
stations were taken by surprise in Belgium and used in radio deception.
Nevertheless, it had hitherto been impossible tc clear up two matiers.
The principal agent in Brussels had been able to avoid arrest. No one
¥new who he was, only his cover name "Kent" was known from the messages.
In the second place, it had not been possible to make comnectlions with
*he Paris group and to penetrate 1it.

In August 1942 the Germans seized and interrogated very thoroughly
an agent who meintained contact between the Dutch and the Belgian groups.
When corrpered, e remerk escaped him that he had once been in the
dwelling of the principal agent, Kent, which he elso pointed out.
Investigation revealed that Kent had lived in the dwelling out had fled
immediately after the raid on the Brussels radio station. Kent bhad
been active 2s part owner of the Simex Company in 3russels, 2 comnission
house . which did business on a very large scale with various represensta-
tives of the Germen armed forces and also of the "Organizatior Todt."
From here a trail led to & similar business in Paris which was the
needguarters of the French group.

Kent had as lady 2riend the widow of a Hungarian; she and her
child lived with him and under no circumstances did he wish tc seperate
himself from this woman. That proved fateful for him. Since ki
#~iend wes & siriking besuty, it was possible to follow his trail and
eventuelly 5o learn his address in Marseilles - at that time still
unoccupied. Since Kent traveled on a Uruguayan passpert, 1t was
necessary to negotiate with the French Government belcre he was picked
up in Marseilles in October 1S5k2. :

Although close watch was Kept on the Paris Iirm and although an
attempt was made to negotiate big deals through the Organization Todt,
the German agents did not at first succeed in coaxing the cautious head
of the Frenmch group (cover name Gilbert) out of hiding. Finally they
succeeded in arresting several intermediate agents who were picked up
so quietly outside of Paris that the firm noticed nothing. Iz this wey
they discovered the name of Gilbert's dentist and he was later arrested
4n the dentist's chair. The arrest of several collaborators followed
promptly. Further investigation showed that the transmitter picked up
{n June belonged to the Gilbert group of agents and it was learned theat
this group was in contact with the French Communist Party. Gilbert had
erranged to set up four additional radio circuits. Moreover Moscow had
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sent through & redio key for another importent agent with the cover

name "Herry." With the aid of the French Communist Party, new operators -
two of them Spanish Reds - had been provided for the Gilbert group. The
radio schedule for Gilbert hed not arrived; however, Gilbert's secretary,
who had decoded the radio schedule for "Harry" four weeks earlier, was
able to give from memory some information regarding the cell signs. It
chanced that German monitors had been listening to & Russian transmitter
which regulerly gave its calls and waited for en answer. An attempt was
made immediastely to establish contact with this transmitter, since the
Germen agencies were very anxious to use Gilbert, who was highly regarded
in Moscow, in a deceptive gave in order to get clues respecting other
persons in the Russien intelligence service who might be in territoery
occupied by Germany. For the moment any attempt to enter into communi-
cation with Moscow appeared almost hopeless because the wave lengths

on whirh transmission would be effective were not known; the wave lengths
suggested by Gilbert's secretary had proved false. To everyone's swrprise,
the improbeble heppened at the second attempt end - to be sure - by pure
chance. The Moscow Center, whose calls were monitored, suddenly ordered
& change and gave the new wavelength. In such cases the number was
usuzlly enciphered but this time it clicked. The agent transmitter used
by the Germans was heerd in Moscow, whereupon & message was dispatched

to Moscow seying that the radio schedule had arrived in garbled condition
aend reguesting & repetition. Even now it was & guestion whether contect
would ever be made again but in the very next traffic period Moscow
ordered & new alternate wave, egain using plain numbers, whereupon &
message was put through with & new schedule for traffic to Moscow and
another for traffic viz London. Thus the connection was definitely
assured.

Now it was possible to work in a new connection for agent Kent who
had been arrested. This was very important beceuse the Germans had to
keep the Russians from building up & new secret spy net. By tying
their activity to the Gilbert transmitter, northern France was hence-
forth protected against the Russian intelligence service; the same
thing was accomplished in southern France by using the Kent transmitter
with German operators.

The reports which now went to Moscow showed Kent - long since in
sefe custody - to be & man with good connections in France. His outfit
inzluded, among other things, & "spy organization" headed by & former
Letvien General. This general had been won over by intermedieries and
wae mede to believe that he was working for & French resistance move-
ment. He organized a spy ring directed against Germany without knowing
that his work was guided and financed by the Germans. His reports were
vaelusble and interesting because they gave insight intc the weaknesses
of Germen security and because they could be used in part to provide the
Center in Moscow with credible reports and thus string it along. At
the same time the Germans were penetrating further into the organization
of the French Communist Party and were learning the goals and reports
which were especially importent to Moscow. Since Moscow must believe
that the Kent orgenization was still working unchanged, the Germans
were keeping the Russians from setting up & new and stronger intelligence
group.
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This wes the time when the German offensive before Stalingrad and
in the foothills of the Caucasus had bogged down hopelessly; it was
the +time when it became cleer to every rational being that Germany
could not win a militery decision. It wes just the time %o sound out
the politicel situation so as to lay the foundation for a tolerable
conclusion of the wer. It was a faverable moment for Germany because
the German armed forces were still strong and there were certain
#e{ictions between the Soviet Union on the one hand and England and
the U.S.A. on the other.

The ceptured Kent transmitter offered a wonderful opportunity to
touch cleverly on gquestions the clarification of which was of import-
ance to Germany. Under what conditions would the Soviet Union be
ready to enter into negotiations? On which questions was there antag-
onism between the U.S.S.R. and the Western Allies? Did the Soviet
Union aim et a penetration of Central and Western Europe? In view
of the charscter of the Kent Organization, it would have been easy %o
put such leading questions in an inpnocent and unobtrusive manner
peczuse Kent had alreedy brought up and discussed all manner of ques-
tions. Certain experts of Germen Radio Defense promptly suggested
such a course but in Berlin they hed cold feet. They considered the
jdee originel and not unattractive but they did not have the courege
to do anything. "What would the Fifhrer say if he should find cut that
we were in commmication with Moscow? He would have us all hanged!"
that was the general attitude. The utter lack cof freedom on the part
of the German authorities - even the highest, the pettiness of their
thinking, and their fear of responsibility found expression here.

The "Rote Kapelle Case" - or we might more appropriately say the
"Kant Case" - was one of the most interesting cases of the entire war.
The principel agents had been gquictly iatroduced and established in
the spuntries concerned long before the war without arousing the
slightest suspicion. Through their position as managers of important
commercial enterprises they had excellent connections with leeding
people in industry and trade, with the political parties, and even
with the German Armed Forces, so that they could get a wide survey of
the entire situation. The principel agent, Gilbert, had exact Iinfor-
mation regarding the landing of Allied troops in Algeria three weeks
before it took place, whereas the Germans were taken completely by
surrrise.

TEE RUSSIAN RADIO AGENT SERVICE TO 1942

The work of Russian radio agents has been adequately described and
we shall now review the subject and show the extent of this activiiy
during World War II. Communist Russia was the first country to under-
take radio-controlled espicnage on a large scale. The story goes back
approximately to the year 1931, i.e., to the time when it became clear
that National Socialism wes gaining ground in Germany and & collision
witt the Soviet Union entered the reelm of possibility. Such e clash
might have come sooner or later anyway but it was inevitable if
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National Socielism seized power. Wetchfulness was necessary. There-
fore the Soviet Union began setting up & widespread short-weve radio
netwark with the control stetion in Moscow and & dozen subcrdinate
stetions distributed all cover Europe. At thet time the German inter-
cept service failed to get any insight into the content of the mes-
sages exchenged; it was assumed in Germeny that this was & control net
created by the Communist Internmationale to guide Communist propagandes
throughout the world. How mistaken this was became appearent cnly when
German radio defense was able to get extensive insight into the work
of the Russian intelligence service.

It turned out that the "Comintern Net" - really e network of
the Russien intelligence service - constituted only e very smell portion
of the Russian spy net. The net of agent stations, which had been
ectablished ell over Europe but had remained silent until the war begen,
was much greater and ncw appeered in an all the more dangerous form.
The number of agent statione ir Europe increased very sharply in 19%0
end by May 1941 some 25 Russian stations were heerd. By June 1941 there
were T8 circuits in the Russian "WNA" Net, as the Germans celled it,
after the call sign of the zontrol station in Moscow. Just before the
cutbreak of the Germen-Russian Wer the exchange of telegrams in this net
inereased enormously: in August 1941 the Germen intercept service
copied no less than 600 radiogrems.

The aims of the Russian Secret Service were:

1. To seek information in all fields connected with the
armed forces and armed strength of all European
countries, of the U.S.A., of Japan and of a few other
states.

2. To seek information in all fields of industry end
economics in those countries.

3. To seek information on all political happenings in
those countries which might have any reaction on the
politicel life of the Soviet Union. '

L. Te infiltrate the secret service of those countries
and gather informstion regerding any measures planned
ageinst the Soviet Union.

By using its diplometis and commercial representatives and by
employing special radio agents, the Soviet Union organized an intel-
ligence network which functioned splendidly. It comprised agents from
all branches of the Russian secret service: officers of the General
Staff, agents of the People's Commissariet for Internal Affairs (xxvD),
Party functionaries, diplomets, etc. The prozurement of information on
military, political and economic developmsnts in foreign countries was
cerried out on a grand scale and by &ll possible means. The central
offices set up abroad, the branch offices, and individual egents were
equipped with speciel short-weve sets and were in direct contact with
Moscow.
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"DIE ROTE DREI"

During the course of World War II there were many groups of
dangercus agents. The Germans were gble to render some innocuous,
some they could not. I think the most dangerous group of all wes one
they could not render harmless. Thls group could only be cleared up
in slight degree and that much too late. Beginning in June 1041 the
Germen intercept service noted three radio circuits from Switzerland
to Moscow; the three stations were located in the vicinity of Lake
Geneve. It wes soon recognized that these were agent stations and
thet they belonged to the Russian military espionage system. No further
essential informetion could be secured, especially since the crypto-
graphic systems employed were not broken. Month by month the traffic
was copied and studied. The net was called "Die Rote Drei" end gave a2 #
1ot of pecple & heedache, including scome in Switzerland.

Not until December 1542, after the errest of Agent Kent, did the .
Germans find any clue for breaking into the network of the Rote Drei.
Kent stated that in 1540 he brought & eryptogrephic system to Geneva
and delivered it in the Rue de Lausanne. Now the Swiss central office
of the Comintern was located in the Rue de Lausanne. The transmitters
had been Sixed close to the French border. Tharough confidential agents
in Switzerlend and the German counterintelligence office in Dijon,
France, an attempt was made to get at this organization, above all to
get some clue to the cryptographic system, so as ©o be able to read the
tremendous volume of traffic over this net.

Not until the summer of lghh was Germeny able to reed those mes-
sages. The contents were enough to take many & person's breadth awzy.

During the entire easterm campaign, during the first German offen-
give ia 1941, during the preliminary stages of the campaign of 1ok,
during the critical period of the battles around Stalingrad and in the
Caucesus, and later in 1642 when the eastern front was being pushed
back and one hoped to make & stand, possibly on the Dnieper, and check
the on-rushing tide of the Russian armies, precisely during those days,
weelks and months the mos%t secret information regarding the Germac
military situation in the east - troop units, tanks, assembly areas,
intentions - was being passed currently through Switzerland to Moscow.
Tis was informetion which must have come from the nighest level of the
German military command.

The sender always signed "Dora"; the sources were designated as
"Werther"”, "Sissy", "Teddy", "Fernand", "Taylor", "Lucie", "Pakbo",
"Maud", "Edusrd”, "Alfred", "Jim", "Salter", etc. The men who directed
the work from Moscow signed "Directer.”

Direction-finding indicated that two transmitters were in Geneva
and the third was in Lausanne. Now the work of German agents in
Switzerland began. They socn discovered the point where the transmitters
were located and the organization which they served. In Geneva, at 133
Rue de Lausanne, sat as chief of the organization & certain Rado who was
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officially director of the Geo-Presse in Genevea.

Alexander Rado was e private scholer and & ciltizen of Hungary. He
hed lived in Berlin prior to March 1933 and then gone first to Hungary
end from there in 1934 to Paris, where he was active in cartographic
work on behelf of the Boviet Union. He was & fanatical adherent of the
Communist idea. In 1926 he had gone from Berlin to Moscow for nine
months and then returned to Berlin. He was & member of the KFD and of
the Associstion for the Study of the Soviet Planned Economy. After 30
Jenuary 1933 he was again active for the KFD and placed his dwelling
et its disposzl.

His wife had been secretary of the Communist Woman's Movement and
was the sister of a well-known Communist, Gustel Jansen; for a time she
had worked in the Soviet Embassy in Berlin and later she spent some time
in the Soviet Union.

It is certein that Rado was elready active as & Boviet agent in
1935. He must have been in contact with Gilbert in Peris. It is
uncertein when Redo came to Switzerland, probably eerly in 1940 or
even earlier. In Geneva he had two transmitters directly at his
disposal, one of them in the Rue de Scleure No. 5.

The one in Lausanne was in the house at No. 2 Chemin Longeral.
The occupant of the house was A. A. Foote who appeared under the cover
neme John. He did the cipher work himself, sent the reports, and
elso had en intelligence organization of his own which worked independ-
ently of Radv. The Swiss authorities knew nothing ebout this.

In the course of time the Germens were able to clerify meany polnts.
They knew who the "Director” was, who Rado was, who the operators were.
In the end they were sble to read the messages. But, for all that,
the most important point could not be cleared up. Who were the in-
formers whose connections extended into the Filnrer's Headquarters,
into the OKW, into the Air Ministry, into all industrial plants?
Who were these people who knew how to secure the most important
information with such masterful skill? Above ell, who were the final
sources from whom they drew their informetion?

The Germens tried by every means to get behind this secret.
Hundred of people were watched. In December 1943 in the grounds of
the Fiihrer's Headguarters, of OKE, of the Ministry of Foreign Affairs
and other offices, special detachments of Nahfeldsuchtrupps (troops
charged with policing the eir in areas close to the front lines) were
brought in from all directions. All in vain. Not e bit of this secret
was ever reveeled.' It was and remsins the most fateful secret of World
Wer II. "

Late, in the summer of 1944 when the "Rote Drei” had lomg since
ceased to operate end their shades were no longer spooking far away
in the east on the Volge and the Don but were close. to the borders of
the Reich in the east and in the west, at the time of the clumsily-
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organized attempt on 20 July 194k to dispose of the man who had brought
misfortune to Germany and all Eurcpe - at that time the ghost of the
"Rote Drei" rose once more from the grave. Another convulsive search
for traitors swept over Germany. Close-range intercept detachments
watched Hitler's Headquerters for weeks, but again no trace of any
suspicious radio connection was found. It could not be found, for it
had never existed. The information for the "Rote Drei" had gome to
Rado by other, simpler ways.

KHARKOV AND SEVASTOPOL

Hitler said that once the Germen scldier got firm ground under his
feet agein he would again storm forward and drive the enemy before him.
He asserted that nothing the futire might bring could be worse than
what the previous winter had brought. Along with a mighty levy of his
own, almost one million foreign troops were committed, including one
Italian and one Eungarian army. One goal was the Volga near Stalingrad,
the other was the Caucasus with its oil wells. First the Crimeas was to
be nleaned up; Sevastopol was to follow.

This last decision wasted an undue number of trocps cn 2 secondary
goal, since if the Caucasus fell into German hands the peninsuls would
sutomatically drop into Hitler's lap like a ripe plum. But "the
General" would have it so and the struggle in the Crimea began which
lasted for months and inveolved tremendous sacrifices.

While German transports rolled to the esst and Hitler delivered
his speenh calling for all-cut efforts, he issued an order which wiped
out every trace of humer freedcm and every vestige of law - insofar
as either still existed in Germeny. This was the official beginaning
of organized terror within the armed forces and throughout the entire
machinery of the state. t signified that for the first time Hitler
felt the ground shaking beneath him and realized that his officers did
not always share his opinion and were rebelling against his "geperal-
ship" - something Hitler could not endure. EHe was resclved to govern
with the lash and to oust leaders who opposed his crders in the slight-
est degree.

The newspapers were reperting the conquest of Singapore by the
Japanese, but they said nothing sbout the fact that upon occupying Hong
Kong the Japanese raped hundreds of European women and girls in the
open marketplace and declared an entire Chinese gquarter a brothel
without regard for its inhabitants.

Early 'in May the struggle in the Crimea began. On 12 May the break-
through neer Kerch was completed. The Russians fought bitterly but were
defeated. On 20 May the peninsula was occupied up to Sevastopol and
the OKW reported 150,000 priscners, 1100 guns, and 250 tanks captured.

But at the same time Timoshenko was hurling his armies ageinst
the Germen conecentretion south of Kherkov. He sent his troops into
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battle fully ewere that he was sacrificing them, that he must saecrifice
them to upset German plans. On 28 May the battle was decided. Timo-
ghenko's armies were crushed, but the German advance had been stopped
end German losses were tremendous. Who won?

It was & full month after the battle of Kharkov before the German
troops could stert the summer offensive. Now timoshenkov proved hime
self a real strategist: whereas hitherto he had required his troops
to heold every yard of ground, bteginning in July he called for mobile
warfare, for the avoidance of encirclement and for infliction of heavy
losses on the enemy. That gave the Germans new territory but the price
was dear, very dear. OSpeer had to appeal tc German war industry for
"more and better arms!" One hundred million zinc small coins were
called in. For there wes & shortage of zinc - and of many other things.

THE SIGNIFICANCE OF THE BATTLE OF KHARKOV

In judeging military actions people are asccustomed to use the word
"wictory" or "defeat" according to the obvious outcome. Nevertheless,
e lost bettle may be decisive for the victorious conclusion of & war.

A clessicel example is the Battle of Borodino in 1812 in which the
Russizans were defeated but Nepoleon's army was so depleted as to

decide his fate., I am inclined to believe that historians will regard
the Battle of Kharkov as another eclassic example, ‘since it was not at
Stalingrad and not in the Caucasus that the war in the east was decided
but much earlier at Kharkov, where the Russiens inflicted severe losses
end upset the German timetable. Viewed superficielly, this was &
severe defeat for the Russians; actually they geined their objective.
The ultimate results were not immediately apparent and German divisions
moved -forward toward the Kuban area, the Caucasus, and the Volge.

FROM KHARKOV TO STALINGRAD

In Germany, people were now convinced that decisive blows were
being struck in the east and that autum must bring & collapse of the
Soviet Union. On 12 August the Germen press reported en "annihilating
tlow" in the great bend of the Don. Two Soviet armies had been virtuele
ly wiped out., From then on, no further great success was repcrted.

Of course minor local successes were stressed but in reality the great
offensive had bogged down. For the second time the Russians had been

able to put up & resolute resistance and by the end of August 1942 it

was already clear to some pecople that the turning point of the war in

the east had come.

You may think what you will about German National Socialist pro-
paganda in World War II; one thing must be admitted: it was favored
by febulous good fortune. Whenever things began to look rotten some-
where, something happened elsewhere to furnish marvelous propaganda
meterial. Whoever will take the trouble to examine the German news-
papers published between 15 August 1542 and February 1943 will be
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astonished at the multitude of things triumphantly ennounced in the
German press to drown out the funeral dirge which was beginning to
sound from the East, faint at first, but then louder and louder.

In the morning hours of 19 August = reconneissance detachment of
Allied troops to the strength of approximately & regiment landed near
Dieppe. Nine hours after the lending the enterprise was beaten off.
And now Dr. Goebbels and the press began shooting off fireworks. The
mixed detashment was turned intoc & great "British-Americen landing
morps"; the reconnaissance thrust bescame an "{avesion attempt”; the
c=derly retreat after its mission was accomplished became 2 "eatastro-
phis defeat." For weeks this enterprise was talked about and the
east was almost forgotten. Then on § September the papers reported
that one of the greatest battles of all times was raglng at Stalingrsad.
Then there was silence, - not at Stalingrad but in the papers. Then
all scrts of strange things were heerd: A German-Indies company wes
founded, the craze for (patent) medicine must be conquered, the social
order was secure. All with fat headiines. With small headings other
reports appeared: about the batile in the ruins in Stalingrad, about
terrific hand to hand fighting, and about the fact that Germans never
capitulate. Quite different from the big mouthed speeches of other
days.

On 30 September 1942 Hitler spoke in the Sportpalast in Berlin.
He assured the German people that nothing werse than the winter of
1541/1942 could ever happen. Regarding Stalingrad he said: "you may
be convinced that no humen being will mocve us from this spot." He
didn't say much about the new military situatlicn in the east but he
did tell in detail how many kilometers of rails had been re-laid;
what crganizational measures bad been taken in the occupled terri-
tories; and that they were on the point of setting up plants to make
preserves and noodles. All this, peturally, on the premise that the
areas o>~upied in the easst would remsin in German possession for all
time.

Stalingrad! The name first appeared in Auvgust; in September
people began to feel surprised that the city had not yet been zaptured;
in October the name had become for the Russians a symbel of resistance
and for the Germmns a subject of conzern. In November it became clear
that the city could not be taken. While German troops were shedding
their blood before this unhappy city and in the foothills of ©
Caucasus, the British and Americans had a chance to arm.

Winter came. The German troops suffered frightfully. The
£ighting became more and more stubborn, more and more bitter.

It was at this point that German propagandas began & grandiose
but mistaken effort to sow mistrust among the Allies. The propaganda
m11 ran full speed but to mo avail. Meanwhile the mighty assembly
of Russian armies was being ccmpleted.




The order to the defenders of Stalingrad to hold out to the last
men did not signify & senseless sacrifice. While they were holding
the ruine, the Russien High Command was preparing & counter~blow which
was destined to crush the sttackers. BSomething unparalleled was
neppening deep in Ruseia. New ermies with millions of men, thousands
of tenks, and tens of thousands of guns were rolling westward. In
Russis harbors great British and American cOLVOys were discharging
their cargo. Hitler peid no attention. His eyes were fixed as 1f in
& trance on Stelingrad.

On the evening of 8 November Hitler declered he had no intention
of meking & second Verdun of Stalingrad but thet he intended to conguer
the city by using small atteck units. He went on to say: "Our troops
ave attasking Stalingrad acd they will take it; on that you can rely".

In the following night the Russien encirclement began. Ten days
later the German Sixth Army wes encircled and dug in. The second act
of the bloody drame of Stelingrad began.

On~e agein the Russians had sucseeded in executing an enormous
assembly of troops in such & way that German reconnaissance, in
partisuler radio reconnaissance, had not been able to gather adequate
information.

The more Germen intelligensze results in the Bast dried up, the
better the Russian intelligence service functioned. Mr. Rado, Chief
of the "Rote Drei" in Switzerlend, meintained a very enimated ex-
change cf messeges with the "Director” in Moscow.

STALINGRAD

As if they had sprung up out cf the steppes, Russien divisicns
appeared and hurled themselves repeatedly egeinst the German positioms.
The German prinzipel front was pushed bazk elowly, ferther and farther
from the encireled Sixth Army. Hitler refused to let the Sixth Army
try to escepe. He ordered it to hold out in the ruins of Stalingrad,
because Goering had promised to supply the encircled Sixth Army by
eir. His sttempt was frustrated by the Russian Air Force. With heavy
losses the Germans did fetch out some 50,000 men by eir but 280,000
were left behind.

The losses of the encirsled Sixth Army were heevy. From the 19
to 25 November it lost 47,000 men killed and 51,000 captured, elso
116l guns, 430 tenks, 4,000 trucks, 3,000,000 shells and 18,000,000
rounds of infentry ammuniticr. Under a terrific rain of fire the
men of the Sixth Army put up an un-paralleled fight.

On 29 Jepuary totel war was proclaimed. It was only a cramp of
propagands which was intended to calm but only 2reated new unrest.

On 3 February 1943 the battle for Stelingrad came to an end. It
had cost & gquarter of & million dead and 90,000 prisoners, ircluding
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2k generals.

Over the German radic scunded the immortal melodies of Beethoven
and Sehubert and words in memery of the herces of Stalingrad. The
Russiern redio also honored its dead. In the eyes of the whole world,
however, the myth of the invincibility of the Germsn army was extinct,
while the danger conjured up by that unheppy attack on 22 June 1941
became threatening.

Neither Dr. Goebbels nor the German redic nocr any newspaper brought
word of the last radio message sent from Stalingrad by General Paulus:

"My Filhrer, in the future follow more cften the advice of your
generals!"

There was no one who ventured to hand this message to Hitler
personally. The cryptograpblic offizer at tbe Fihrer's Headguarters
brought it with palpitating heart to the adjutant of Genersl Field
Mersheil Keitel who was con duty, and departed hastily. The adjutant
read it through and his heart likewise began to pound. Then he laid
the telegram in the portfolio and carried this into the room of the
Ctief of the Supreme Command of the Armed Forces.

The Pield Marshall wes sitting s%iffly at his desk; he reseived
the portfolio, cpened it and read the item, while the adjutant departed.
After a short time, & lamp flashed in *he antechamber, the adjutant
heztened irto the rocm of his chief. Keitel was standing erect; deep
wrinkles lay on his brow; he looked sternly at the officer whe entered.
"jpheerd of!" he snarled. "Lay this before the Flhrer! Absolute
secrecy! Thanks!" Witk this the adjutant was dismissed. He carriad
the telegram o his commrade in Hitler's antechamber, laid it along

th other pepers on the table without e word, as if it were a matter
of nc acnzern, and left the room.

The Fihrer's adjutant read the message. Onze! Twice! GHe leaned
back in his desk chair and stared at the sheet; the letters began to
dance before his eves. He began to count them in order to calm himselfs
Then he glanved furtively at the door leading to the room of that
Heeven-favored, greatest genersl of all times; he knew what the effect
of this telegram on him would be. Should he? Should he not? But he
had to! Ee picked the message up gingerly as if it were a bhot iron
and laid it in the leather portfolio with documents that had to be
1laid before the Supreme Commander of the Armed Forces; he looked up
at the ceiling as if hoping for help from above and carried the port-
folio to Hitler. Then he left the room.

For a few minutes there was calm, while the adjutant anxiously
looked out the window at the driving snow. Then what he had expected
bappened. The adjoining room came to life. A marble blotter whizzed
ageinst the wall and broke. A vase followed and crashed in splinters.

A chair was overturnmed. The Fifhrer began to rage. He wanted to rescind
the appointment of Genersl Paulus as Field Mershall, which had been made
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the dey before, and to degrade him. But that was impossible: the prese
hed elready announced the eppointment; i1t would have caused & catastro-
phic sensation.

Hitler tore the telegram to bits. General Field Marshall Keitel,
who meanwhile had hurried in, stood & few steps away; his face portrayed
regulation sternness but was turned awsy from the Fliihrer. Some thousands
of xilometers awey, tens of thousands of German soldiers were marching
away shivering into captivity, with them General Field Mershall Paulus.

NEW TONES FROM THE ETHER

The tones of the "Eroica" and of the "Unfinished Symphony in D-Minor"
had long since died ewey but in the soul of the German people there echoed
for & long time, tremulously and oppressively, the unwritten symphony of
the German sascrifice at Stalingrad.

The name Stalingrad had become for every German a symbol, the symbol
of tregic heroism. And millions of thoughtful people sought desperately
for en answer to the guestions "Why?" For the first time during this war,
doubts arose among the German people, doubts as to the infallibility and
the surpassing generalship of Adolf Hitler.

But there was another group of people who felt this "Why?" with an
elmost physical pain. These were the men who had fought end suffered at
Btalingrad and had escaped alive from the hell of inmsenity. The 60,000
men marching hungry, bleeding, and freezing into Russien captivity had
experienced in their own persons that fabulous generalship of Hitler, and
sought desperstely for an answer to that question "Why?" What they hed
seen differed from the picture Goebbels had drawn for the people in Germany.
Slowly but logically they became spirituslly elienated from & system built
upon force, deception, and incompetence. They could no longer be deceived;
they had become hard realists.

In the prison camps beyond the Volge something new came into being -
the "Free Germany" movement. General von Seydlitz-Burbach, who had been
captured at Stalingrad, essumed the chairmanship. - Other generals and
officers joined him. Tens of thousands of German scldiers followed and
the movement was mentioned in Russian broadcasts. Whereas hitherto the
German language offerings of the Moscow stations had had little to attract
the German listener, the latter - if he had courage - now began to lis ten
ettentively to foreign stetions, particularly when German officers and
generals appeared as speakers on these broadcests.

0Of course, it was fully a year end & helf before this movement was
mentioned in the German press and it was then represented as a piece of
base treachery on the part of a few officers. When the "Free Germany"
movement started, the eastern front ran along the Don and the Donets; now
& year and & half later, it ran along the Carpathians and the frontier
of Ees% Prussia. For the war had been going om.
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ROMMEL TO EL ALAMEIN

How slight and unimpressive are often the initial causes which
lead to great changes in the course of events! How our picture of
great men varies according to what we know about them and the point cf
view from which we regard them! How easily the fame of great generals
grows pele when we know the secret of their successes !

Any history of World Wer II will doubtless menticn one name on the
German side with particular respect: Rommel! This name has become &
symbol of Germen generalship. In the deserts of Nerth Africa he and
bis men wor astonishing victories and boldly chased the British to the
gates of Alexandria. Actuslly he wanted to chase them further: out
of Alexandria, across the Nile and across the Suez Canal, But suddenly
his vistorious march stopped. At El Alamein, almost within sight of
Alexandria, it was suddenly all over.

What had happened? What was the serret of his unexampled victories,
and what was the secret of their sudden cessaticn? There is no questicn
but that in Rommel's case we are dealing with 2 man of great energy and
distinguished military capacity. It would have been hard to find a
better general early in 1541 when it became a question of stopping
Wevell in Africe. In the fall of 1540 the Italians had crossed the
Egyptian frontier and advanced to Marsa Matruk but had been forced to
halt and had gone over to & war cf position. On S December 1540
General Wavell started his offensive against the Italians and by mid-
March 1541 had thrown them back te the border of Tripolitania.

Meanwhile the Germans decided to help the Italians. The German
"pfrice Corps" wes formed and transported to Tripolitania and Genersal
Rommel assumed commend over all German and Italian forees in Italien
North Africa.

Rommel went to work with great ecergy. On 24 March 1S41 with his
Afriza Corps and scme fresh Italian divisions he attacked the British,
whe were weakened by three months of combat and an extremely long
supply line, and within 18 days drove them out of Cyrenmaica. However,
epproximately on the line Scllum-Djarabub the operstion came to a
standstill and from eerly April 194l on the front was gemerally calm.
Nothing noteworthy occurred. At least nothing outwardly noteworthy.
In reality, something was being prepared guietly which belongs among
the most interesting chapters in the history of this war.

A certain Fellers, whose military rank I do not recall and whom
I shall therefore call by name cnly, was stationed in Cairo as United
States military attache. Experience has shown that when many pecple
suddenly display a lively interest in a new field of endeaver they
merely ceuse mischief. Fellers had come to Calro; the significance of
the North African Theater had been stressed by Rommel's actions, and
the entire Near Bast seemed about to beccme the focal point of the war.
For ar ambitious young men that seemed to be just the right post. So
Fellers decided to act. But how can a military attache act? He writes
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reports. And how are these reports cenveyed nowadays? By radio.

8o Fellers set to and sent one radiogram after enother to Washing-
ton. Reports on the pclitical situation and, above all else, reports
on everything connected with militery preparations and operations.

They were enciphered, of course, but the death of any cryptographic
system is found in its frequent use. All Fellers' radiograms were
intercepted by the Germans. They bore the address "milid wash" or
"ggwar wash" and hence were easily recognized. By early July the
gystem had been solved in essence and parts of the messages could be
read. They proved to be a mine of important information. Fellers
reported to the War Department in Washington regerding the reenforce-
ment of British forces in Western Egypt, regarding their equipment with
modern arms, regerding each transport of war materiel that arrived, re-
gerding the withdrawal of the Australian 9th Division from Tobruk and
its replasement by British and Polish units, and regerding preparations
far an offensive with the aim of encircling and annihilating the Axis
troops.

All these reports were passed currently to General Rommel who wes
geble to plan correspondingly. The repcrts were not complete, to be
sure, for the cryptographic system had not been solved in its entirety,
but they were adequate to keep Rommel posted. Hence it was no surprise
to him when in the grey dawn of 18 November 1941 the British offensive
under General Sir Alan Cunningham broke loose slong the entire front.
Rommel hed mede good preparations and was able to held his front for &
time. He could not prevent the British from making & break south of
Sidi Omar and thus throwing the southern part of the Axis front off
balance.

He was gble to send an Itzlian armoured division which met the
British thrust at Sidi Rezegh and Bir el Gobl.

On 19 November the British took Sidi Rezegh and on the same day
Churchill proclaimed the impending destruction of the Axis troops in
North Africa. Both sides brought up all the troops they hed. Slowly
but surely the British drew & ring around the Axis divisions. - Never-
theless, despite all tactical suzzesses, it seemed that the first
on~ush of the British had not achieved decisive results. Wherever
the British started an action, Rommel immediately sent forces to oppose
them. He even sent & cclumn behind the British in the direction of
Halfaye and broke their connections. He elways did the right thing
et the right time. Small wonder, for in each phase of the battle he
¥new the grouping and the intentions of the enemy.

Fellers wac sending one telegram after another to Washington.
He feirly outdid himself in his reporting. He ranged gll over the
battle area, saw and heard everything, knew ell preparations, every
intention. every movement of the British forces and transmitted it all
ts the United Stetes. The German intercept station promptly copied
his message, sent it by teletype to Berlin where it was deciphered and
sent by the speediest possible route to Rommel. That took only & few
hours. By now the system had been completely solved.
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The British were much surprised. Preparations for the offensive
‘had been so thorough that the destruction of the Axis troops in the
very first ph2se had been considered certain. Something did not click.
General Auchinleck, Commander-in-Chie? in the Near EBast and Wavell's
suscessor, flew from Cairo to Cunningham's headquarters and oz 26
November relieved him of his post. A young general of i years, General
Ritehie, was appointed commander of the British Eighth Army.

The Battle of Sidi Rezegh continued. Rommel was trying to break
the British ring both from with end from without. The garrison of
Halfaya Pass maintained i1ts position and forced the British to trans-
pert their supplies across the desert. On 6 December Rommel began
regrouping his forces. He had recognized a weak point in the British
ennirelement and on 8 December ke pushed toward the west, disengaging

is troops without being detected. Before the British recovered from
their surprise he had escaped. On 11 December Churchill stated in the
Lower House that the Libyien Campaign had not gone as expected.

Ir the days that followed. the British occupied several towns and
ceptured some 25,000 men. Mearwhile Rommel had established his units
near El Agheils and received dependable information regarding his
oppcnent (Fellers had seen to that). On 21 January he advanced 16 km
into the British line with 3 ermcred columms. The British were taken
by surprise and hed to retreat. On the 27th Rommel was north and
-=wtheast of Maus. On that day Churchill declared "We are facing a
very toid and clever foe, and I may well say - & great general!l"”

On the 29th Benghasi was taken. Rommel was tromoted to Cclonel -
General. On 10 February cpersticns came to a standstill 100 km west
of Tobruk. Rcmmel was not strong encugh to break through the new
defensive front of his oppornent. Morecver, Fellers had failed him;
he had lost 2ontact and had to get oriented anew. That took a certain
amount of time. Ti11 then he could supply no useful information.
Rcmmel waited for reports; they did not come.

A pause iz the fighting emsuel. Rommel received reenforcement
and supplies. For the second time OKW turned its glance toward tke
Near Esst. Rommel was to be mede sc strong that he could drive to
the Suez Cansel - yes, he was to go beyond Jerisalem and Damascus and
upset Northern Arabia and Irag.

The German coffensive from Scuthern Russia was to roll over the
Caucasus, over northern Persia. Near Bagdad or Mosul the two armies
were 4o meet. The days of British predominance in the Near East
appeared to be numbered; the great British lifeline through the
Mediterranearn and Red Ses was to be cut. Once the oilfields of the
Caucasus and Irag were in Germen hands, the howr of final victory
would be at hand.

A gigantic plan. And it appeared capable of executicm. OKW

elready was issuing dczens of orientation pamphlets for the troops.
On Iran, Irag, on Syria and the Arsbian peninsula, ¢ Trans~Jourdan
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end Palestine, yes, even on Afghanisten and India. Perhaps the day
wes not fer awey when the Germens could shake hends with their
Jepanese sllies. The brigeade "Free Indie" wes set up and trained.
Compered with this operation, the campeign of Alexander the Great
would some day appear very modest.

Now there was excellent informstion once more regerding the
situation in North Africe. Fellers had found his speech again; he
wrote until his fingers were sore. He redioed everything he could
discover. The Germen operators were listening. Agein and agein
messeges to "milid wash" end "agwar wash" were received. Two greet
stetions had both been copying these messages since the beginning of
the year in order that none should be missed and their intercepts were
transmitted as "urgent” by direct wire to Berlin.

I should like to illustrate the presision with which the Germans
were wocking. The British had carefully plenned and prepared an action
against Rommel's airfields. They meant to drop parachutists during
the night who would destroy everything by means of the explosives they
took alnng. The action had been sO cerefully plenned that it could mot
heve failed its objective. Fellers, radiant with joy, radioed this
to Washington. The message was sent about 8 o'clock in the morning by
the station in Cairo; wes received in Leuf immedistely and transmitted
to Berlin. At O o'clock it was on the cryptanalyst's desk; at 10
o'clock it was deciphered; at 10:30 it was in the Fuhrer's Headquartere;
gend en hour leter Rommel had it. He had & dey to warn his airfields.
The British project was executed shortly after midnight. The parachutists
got & warm reception; the action miscerried. Only one airfield dis-
regerded the werning - here the British met with success.

Now Rommel knew precisely how metters stood on the British side;
their» supplies and eguipment, thelr strength, their plans. February,
Merch, and April pessed guietly. Both sides were bringing in reen-
forcements. After the middle of May the British begen to spoct extenslive
Cerman movements and counted on an offensive in the near future.

On 26 Mey Rommel's famous offensive broke loose. He advanced in
twe colums, employing seven divisions. A battle developed at Acroms
end edvanced troops pressed forward to Bidl Rezegh. But it scon
eppeared that Rommel's frontel ettack wes & ruse to divert eattention
f-om the southern sector of the front. German tenks broke through at

iy Hakim end heevy tank battles raged for days near Acrome. Approxi-
metely 1,000 tenks and 2,000 to 2,500 motorized guns were engeged on
the %wo sides. Heat end sand storms mede & hell of the battlefield.

On 10 June Bir Hakim, the key to the British defense system, was
teken. Genersl Ritchie now adopted & line cf resistance consisting
of individuel hedgehog positions. But the Axis troops drove through
in three columns. BSidi Rezegh was taken and on the 19th the Egyptien
frontier wae reached. The next dey Tobruk was encircled and on the
21st it wes taken, along with 25,000 prisoners. This hed been &
bold masterstroke.
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On 25 June 1942 Rommel had occupied Sollum, the Halfaya Pass and
Si1di Omar and was in front of Sidi Barani. Fellers was still radioing
his reports and Rommel wes receiving precise information every hour,
while his opponent had only such informetion as could be picked up at
the immediate front. The British were amazed; Rommel seemed to have
"second sight". No matter what the British undertcok Rommel always
intervened as if the British High Command had been keeping him posted.

On 27 June General Ritchie was relieved as commender of the Eighth
Army; Auchinleck assumed command in person.

Quickly the British retreated to Marsa Matruk. Here were the
fortifications Wavel had laid out when Croziani was at the gates of
Egypt. Now Rommel was at the gates of Egypt. In less than L weeks
he had chased the British out of all Cyrenzica. Their only hope lay
in the Kattare depression between Marca Matruk and Alexandria which
stretches 60 kilometers inland from the coast. This is an aress of
nothing but send and great blocks of rock, unparalleled heet and
absolute lack of weter. The British were resoclved to hold the rectangle
Alexandria - Port Said - Suez - Cairo. Would they succeed? They wers
determined %o hold Singapore, but had lost it. They had been detsrmined
to hold the Balkans, but had to withdraw. They were afraid of German
parachutists. On 1 July Rommel was near El Alamein. The threat to
Alexandria hed become immediate. British domination in the Near East
was threatened.

Then the mirzcle occourred. No, i% was no miracle, it was a
tragicomedy. It was so comical, sn idiotically funny, that it had the
effect of 2 passage from a dime novel. Or it was like a bad joke.

It wes Saturday, 27 June 1942. I kad turned on the broadecest of
the Deutschlandseader and was liszening toward 6 o'clock in the evening
to the announcement of a radic drama. 'We are offuerins a drama with
scenes from the British or Americzn information bureau’, the aznouncer
said. ™lell, this is going Lo be good", I thought, but left the appara-
tus tuned in while I occupied myself with scme work. Suddenly, I
pricked up my ears; the drama hed as itz subject "Events in North
Africa" and political and military matters were invclved. One of the
characters represented the American military attache in Cairo, and
now there followed a discussion of his extensive supply of informstion
and the way he sent it on to Washingtoaz.

I was speechless. To think that the German broadcast was putting
on something that countless people were trying to censor: The drama
was genuine. It was only too well played. But how did these people
get the information?

On 29 June, 36 hours after this radio drama, the messages from
Fellers to Washington suddenly ceased. The German intercept operators
tried their best; they listened and searched - in vain. DNo further
"m1id" message and no "agwar" message was ever heard. When messages
began to flow again, the Americans had changed their system and were
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using & machine which defied all owr efforts at solution.

While the new German offensive swept forward in southern Russia
end the worldsraited the outcome with bated breath, Rommel remeined
without informetion. The British regrouped their forces; he knew
nothing about it. They introduced new units - this remeined hidden
£rom Rommel. New weapons were unloaded in Alexandris and Port Bald;
Rommel did not find out ebout it, Henceforth no messages signed
- "Fellers" gave informstion regerding the enemy. The great genmeral
now had to rely upon himself and his reconnaissance at the front.

On 3 July Rommel tried e strong thrust to the south. It failed.
The next dsy, using &ll available troops, he tried e major attack
nezr E1 Alamein. After hesvy fighting end initiel successes Rommel
had to withdraw. Since 26 Msy the British Eilghth Army had lost
75,000 men, plus 1100 tanks and 450 planes. It wes in bad shape,
but now it held. Auchinlesk was now personally conducting operations
in the front line. Both sides dug in. Both sides brought up reenforce-
ments. -American tank forzes arrived in Egypt and were given intensive
fina) training. New rontingents arrived from Itely. German troops
were brouzht in from Crete. Alexandrie was attacked by German planes.
Decisions of great historicel moment seemed to be impending. All eyes
were fixed on Rommel. Mussolini betook himself tc the Egyptien front
in ordsr to be present at the entry into Cairo. Rommel was eppcinted
General Field Marshall. But Rommel no longer had any reliable reports
xoncerning the enemy.

Churchill journeyed to Moscow end had & long conversation with
Stalin. German troops stood before Stelingrad and at the foothills
¢f the Cauzasus. Everything seemed to portend e climax to military
operations in the Near East. On his way back from Moscow, Churchill
vicited Cairs. Lisutensnt Genersl Mentgomery was appointed Commander
in Chief of the British Eighth Army; Genersl Alexander was named
successor to Auchinleck.

For the second time during the wer the Near East became the center
«f intrigue. There was great temsion throughout the Moslem world. In
‘the bazears and in the oases of the desert, Mohammedans gathered and
digrussed the guestion of their future in connection with the war. The
Grend Mufti of Jerusalem issued over the broadcasting station at Bari
e flaming appeal to the Moslem world and to the population of Indis
to rise ageinst Great Britain and its Allies. The Jewish population was
torn between fear of an Arab revolt and the approach of the war.
Netiocnalist elements in Egypt tried to mix water with the gasoline
in British tanke and tco throw sand in the motcors.

But the Allies were ncot idle. In June 20,000 Americans landed in
Basre. New equipment factories in the Near East began large scale
production. In August enother 50,000 men landed in Irag. The Britlsh
Ninth Army wes in Syris end Palestine. In Iraq and Iren was the Army
Group of General Maitland Wilson, formerly of the Ninth Army. Army
Group Wevell was in India. Eight Russien Divisions had been brought
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tc Iran and three Polish divisions were there also. The Near East was o
preparing for the struggle. Then, about mid-August 1942, the German

offensive in Russiz began to bog down. In those days Rommel might well E
nave been thinking "a kingdom for one good Fellers message”. But this

source of information had dried up. Rommel decided to attack without

Fellers' aid. In the morning hours of 31 August he advanced against the

southern flank of the British position at El Alamein but immediately en-

countered strong resistance. He threw in his last tanks and had all avails

able trucks drive around in the rear to kick up & dust and give the im-

pression that & strong tank force was advancing. But even this trick did

not work.

There was hand fighting but after two days Rommel had to retreat. He
nad 12 divisions and at least 600 tanks, but he missed the Fellers tele-
grams. Rommel's operations came to & gtandstill, as did those before
Stalingrad and in the Caucasus. The dream of & campaign through Asia
Minor hed come to an end. Mussolini returned to Italy. The period of
Rommel's great victories was over. :

On 4 November the British began & smashing offensive against the Axis
#ront. On 8 November the front had been broken, the Africe Corps was
beaten, and the Italians were cut off. Rommel 's great retreat began; his
star had set. On that same day, the Americens and the British landed in
Algeria and Morocco. The Second Front had come into being over unight.

ol

- THE "ROTE DREI" AGAIN

 Immediately after the encirclement at Stalingrad and the break through
the Germen front, the Russian intelligence service faced a new problem of
the utmost importance, for it was now & question of keeping precisely in-
formed regarding the enemy situation. The Russians had succeeded iz
striking a heavy blow, but how were things on the German side? Whet
reserves did they have? What were their intentions? Would they and could
they prepare a counter blow? Did the Russians on the southern front
perhaps face the risk of falling into & trap?

One of the great hours for the Russian intelligence service had
arrived. Its best source was the "Rote Drei" which reached up to the
highest German commands, up to OKW, up to the Filhrer's Headquarters.
And this time, too, the "Rote Drei” did not fail. It worked feverishly
and its reports went to Moscow night after night.

Supported by such reliable reports, the Russian offensive rolled on.
Almost the entire Eastern fromt was in motion. In two months the Russians
crushed or threw into confusion 102 German and allied divisions, many of
which were practically annihilated. In two months the Russians took
200,000 prisoners (not counting those from Stalingrad) and 13,000 guns.

In the south they advanced 40O km.

The Germsn sacrifice at Stalingrad had been in vain. England and
America had been arming.




AFTER STALINGRAD AND EL ALAMEIN

Stelingrad and El Alamein were fanfares of & shift, of a shift from
an attack to defense, from offensive to retreat, from the intoxication of
victory to propaganda for holding out. Dr. Goebbels, who had played the
melody of intoxicated power and raciel hatred, who had trampled under foot
every elemental feeling of right end justice, now decided on & shift in
the propagande work. Wherees hitherto the philosophy of absolute force
had been radisted out into the ether, there now ensued & slow but un-
mistakeble change. The wavelengths remained the same but over them there
began to go out something new. In place of the concepts of power, hatred,
force, suppression, and the claim to leadership, there now appeared as
guarantee of German victory the philosophy of "history." Germany must
win "because there is justice in history," but this wes not sufficient
for the Ministry of Propeganda, which now geve the German people & new
watchword born of satenic infamy and filled with such cynicism toward the
German people &s to fairly take your breath away. It ran: "if we are to
lose the war, then the people at -home are to blame, The attitude of the
people at home is of decisive importance!" They said this to & people
which for ten years had enjoyed no other right than the right to make
gacrifices and to accept patiently whatever was imposed upon them.

Stalingrad and El Alamein were military defeats which, viewed
superficially, might not be of vital importance. BSuch reverses occur
in every war and need not have a disconcerting effect. The enemy need
not even know that they were decisive. The men who unintentionally told
the German people &nd the rest of the world the truth was none other than
Dr. Goebbels. Abroad they soon noted his new tune and knew how to draw
advantage from it. Foreign broadcasts soon revealed this. A wave of
activity passed through enemy countries which was occassioned less by the
battles of Stalingrad and El Alamein than by the battle waged by Dr.
Goebbels in the ether. For this battle likewise was lost, slowly and
hardly noticeably, but with & crippling effect on Germany while it spurred
the enemy to greater effort. What the front had not yet revealed to the
enemy, that Dr. Goebbels now revealed the incipient collapse on the home
front of the mighty German war machine.

ALGERIA, LIBYA, AND TUNISIA 1542-1943

Military events in North Africa during the winter 1942/1943 and the
following spring will give future writers of history plenty of material
and the operations in thie theater will be discussed from every possible
point of view in all the military schools of the world. Merely the
landing of the Americens in the night of 9 November 1942 will receive
consideration, whether it be from the standpoint of navel warfare, of
weter transportation, of supply, of air security, or of the planning of
the actual operations from Algerie to Tunis. There is no doubt but that
the landing of the Allies in Algerie was & masterpiece but the out-
standing feature, in my opinion, was neither the mighty armeds of 850
ships nor the safeguarding of this fleet against submarine and air
attack, neither the solution of the supply problem nor the execution of
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the landing in the shortest possible time, but rather the complete assur-
ance of the factor of surprise. The landing in North Africa literally
had the effect of a bolt from a clear sky.

The intercept service of the German Navy as early es the end of
August 1942 hed found ever-increasing indications of preparation for a
large-scale landing operation by the Western Powers. By mid-October, it
was certain that this operation would be carried out in the Mediterranean.
The exact point for the landing remalned unclarified. Men in the German
navy thought it would be in the Balkans; the possibility of an invasion
of Sicily was likewise ccnsidered.

By the end of October 1942, the Germen navel intercept service was
sure that the time for carrying out this operation was no longer far
sway. All units of the intercept service were instructed to be extremely
watchful.

The moment for the entry of the invesion fleet into the Mediterranean
was clearly recognized by the Cermen naval intercept service. However,
the extent of the impending action could be recognized. 3But the point at
which this action would be carried out remained an open question to the
very end. Some still thought that the Balkans were in danger. The
possibility of a landing in Algeris and Morocco was not taken into ac-
count at all. Everyone was greatly surprised when the troops were actuale
ly disembarked there. No clues as to the areas selected for the landings
were obtained from intercepted traffic down to the very end. In this
perfect camouflage lay the prerequisite for the success of the entire
Allied underteking and of the future campaign in Africa.

I have alreedy tried to describe the manner in which Genersl Rommel
was supported in his Libyan operations by the intercept and cryptanalytic
services. It was & serious blow for him when Fellers' help dropped out
one day. But misfortunes rarely come gingly.

To Rommel's army belonged an intercept company which functioned
admirably and supplied excelknt results. Everything that Rommel could
not ascertain by way of Fellers was furnished him by this intercept
company. Now when the great Allied attack on Rommel's position at EL
Alamein succeeded, this company fell into the enemy's hend early, with
bag end beggage. The British attack came so suddenly that the intercept
station had no time to destroy the most important and secret documents
pertaining tc its work. With one swoop the Allies here deprived General
Rommel of his sole remaining source of information. Not only that - the
Allies were now shown for the second time the mistakes they had been

making.

In the Fellers case ‘they had reacted immediately. They did so
again now. Their radio service could not have been given & better
lesson. And they learmed quickly and thoroughly.

Rommel learned something too. . He learmed what the intercept service
meens in modern war. He learnmed to know what it is to face an otherwise
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equal opponent without this service

Popbees Bf TRY. He learned to bow to the changing

The Axis fr
£4 I front at El Alame g .
elds with numerous fortified support pointi’tl R e wie

existed only on the norther flamk. A continuous trench system
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fhf::eﬁe* the break-through was completed. The Axis troops wﬁhg;l:wo:o
o Pastmk but had to occupy prepared positions at Scllum and the
s tay'a s on 10 November. The fury of the British attack increased.
st of the Italians had either fellen or been captured. The British

occupied Derns on 16 November; Benghasi was evacuated :
Agedsbie on the 23rd. ’ ed on the 21s%;

Rommel's losses elready toteled 80,000 men. Eighty thousand in
barely four weeks! ‘ "

on 24 November the British were before El Agheile, where Rommel had
constructed & new defense line. All Cyrenaice had been lost egain, this
time for good. -

Montgomery was & methodicel man. BHe could push forwerd st once, for
Rommel was hard hit; but he did not like bold strokes of the Rommel type.
He aid mot like a 5Sl% chance; ne was all in favor of & 90% chance. So be
decided to sit tight and do some shifting. Thet took three weeks. But
then the supply problem had been gettled and he wes ready. New troops
were ready, new tanks, ertillery, and planes, planes, plenes. Rommel
suspected all sorts of things but no longer had eny reliable information
regarding the enemy. In view of the British superiority in the &ir, his
few remaining planes could not supply him with the necessary reconnsissance
reports. Only the intercept gervice might perhaps have done. this, bul this
source was cut off. The intercept company Was already on its way to Canade
and the gresat general Wes forced to rely entirely on himself and his
intuition, But intuition without intercept service is & very uncertain

thing.

on 14 December 1942 Geperal Montgomery Degan nie attack on the El
Agheile position. Soon the once famous Africe Corps had to withdraw.
Rommel hoped thet the great, waterless Syries Desert would check the
enemy but on 4 January Montgomery wes at Buerst end hed the entire desgt
glready bebind him. At the same time, Genersal Leclerc was pushing up om
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the last time in thig ; .
war
make itself felt, » the air superiority of the Axis powers was to
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Shortly the epemy situation was clear. The great Allied attack, the
Christmas tank battle in Tunisia, ended in favor of the Axis. In the
north the British withdrew. By the beginning of January some 850,000 Axis
troops - mostly German - were already in Tunisie.

And now a struggle began which lasted three full months. It was hard
to understand how the relatively weak Axis forees could withstand the
attack of far superior American and British Forczces. This was a puzzle to
those who did not know the circumstances but was clear to cne who did.
From the covast down to Lake Shoot el Djerid there was a continuous front.
In the north was the British Pirst Army, south of it the Americen Fifth
Army, and farther south were the Fremch. All three tried to outdo one
another in supplying the Cerman intercept service with useful material.
General von Armim, who commanded the Axis forces in Tunisia, could be
satisfied. Scarcely anything on the enmemy side escaped him. "With the o
security of & sleep walker" - to use a favorite expression of Hitler -
he could do the right thing at the right time. On 10 January the Germans
thrust forward south of Pont du Fahs into the essembly area of the enemy,
dented the Allied Front and for=ed a retreat. Cn 20 January the Germans
and Itelians attacked the junetion of the Americen and French forces. A
lorzl success was achieved.

On 27 January at Casablance Allied statesmen conferred. In connec-
tion therewith, the British, and particularly the Americans, staried a
new push on the central front. They wanted to reach Susa and split von
Arnin's fcrces in two. They reached Kalrouan and almost reached the
coast but the intercept service had learned of their intentions and
preparations so that von Armin had time to prepare countermeasures. The
thrust was parried, the bresk-through was sealed cff.

. January he
Meaowhile, on § January MontgomeIy attacked Rommel. On 23

entered Tripoli. Then he prepared to advance sgainst Tunisia and Rommel
retreated behind the Mareth line. Tt was decided to hold Tunisia, cost
what it might, and reenforcements were sent from Italy. But the Zirst
serious tension between the military staffs of the Axis was already 2
appearing. On 3 February the Italian Chief of General Staff was relieve

of his position.

On 9 February an Axis offensive began for which the intercept service
supplied adequate informetion. The success Was immediate. The Allies &
were astounded and blamed +heir previous went of success on the dual
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command. General Eisenhower became sole Commander-in-Chief of &ll Ameri-
can, British, and French troops in North Africa. But even that did not
help. South of Kairouan, German armored forces broke through neer Faid
and advanced 35 kilometers toward Sbeitla. This threatened American
positions north of Cafse and the retreating Americans were badly cut up
by divebombers. Eisenhower had been on the point of regrouping the North
American troops. The German intercept service had discovered this and
the German attack broke right into this movement.

On 18 February the Americans had to evacuate Gafsa hurriedly.
Keirouan wes in German hands. Two days later German troops took Sbeitla
and on the following day occupied Kasserine Pass.

The Mareth Line consisted of three separate positions lying one
behind the other in a depth of 15 kilometers. Each of these lines was
supported by & number of forts built in the cliffs of the desert and re-
enforced with concrete. There were countless barbed wire entanglements,
tens of thousande of anti-tank obstructions, tenk traps, bullt-in
positions for anti-tank defense, disappearing guns, subterranean eleeping
guarters and weter tanks. The chain of forts filled the territory between
the see and the mountains. Behind the Mareth Line is the Gabes Gap which
is only 20 kilometers wide.

About 15 February incautious French traffic began mentioning British
recounsissance aiming to by-pass the Mareth Line. At first these were
rather small patrols, then stronger formations appeared. They were never
mentioned in British traffic. I doubt if any such reports reached the
Germen commend in North Africa; if they did, they were surely not taken
seriously. The region is a desert of stones and rubble, entirely without
water, and was considered utterly impassable. Nevertheless, 1t could be
deduced from the reports that the ares in gquestion was passable, at least
for small units.

On 25 February came & viclent Allied attack on the Kassarine Pass.
It did not find the Axis troops unprepared, thanks to the intercept
service. The mair body of Axis troops withdrew because the superiority
of the enemy was too great. Thoree dsys later the rear guard gave up the
pass. The British and Amsricams employed & terrific number of dive-
bombers. On March 1lst the Germens leunched an attack on the British
First Army and moved forward 25 kilometers to Bescha. More bitter fight-
ing occurred on the Bescha-Mateur road. Then both sides dug in. On 3
March the Americans took Pichon, 32 kilometers west of Kairouan end
even the French became active and attempted an advance toward Gafsa.

Meanwhile it had become clear that the British Eighth Army was
preparing e large scele offensive against the Mareth Line. The Germans
decided to anticipate the ettack and moved out from the Mareth Line in
the morning bours of 6 March. After heavy fighting they had to withdraw
to the Mareth Line on the second day and on the same day the French
advanced to the reilroad line Ferina-Gafsa and occupied Toseur on the
northern shore of the Salt Lake where they were stopped by the commit-
ment of fresh Axis troops. On 18 March, however, the French advanced
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again in the direction of Gafsa which tkey took the fcllowing day. The
next day they were 80 kilometers west of Sfax and the situation was
beginning s lock bad.

On thke morning cf 21 Mesrch the British attack on the Mareth Line
began. The Germans were expecting it but the exact time had remained a
gecret berause radic reconnasissance asgainst the Eighth Army had been
crowned by little success. So the attack came as a surprise. The line
was penetrazted but was then restcored and to all appearances the situation
was fevorable. Then came the biggest surprise cf the entire Tunisian
campaign: without being detected, the British moved south, twrned the
Mareth Line apd zdvunced toward El Hamma. The French messages which might
have given wsrning had not beer monitorsd. Now the Germen flank and rear
were expossd. On 28 March the British were at EL Bamma; on tke following
day "due to mobile cperations" the Mareth Line was abandoned. The British
gave the Germans no time to establish new defense positions. Rommel hime
sel? left tbe theater for new duties in Italy. Von Arnim was in ccmmand
in Tunisia but there was not much left to command. His army was split
first into two parts, then into fbree, and finally into four. The master-
ly turniag cf the Mareth Line had decided the fate of Tunisia. German and
Italisn trocps saw how hopeleas the estruggle was and entire units
surrendered.

On 13 May 1643 that campaign came to an end. It had cost 76,000
dead, 248,000 had laid down their arms, three-fourths of them Germans;
28 geperals, 17 of them German, swrendered to General Alexander. Thus
the cs=tastrophe was even greater than that of Stalingrad. But this time
in Germeny they dispensed with playing on the radio Beethoven's "Ercica”
and Schubert's "Unfinished Symphony." They did not dare reveal to the
German people the full extent of the tragedy. They passed on tc new
business, as if the catastrophe iz Tunisia were merely an episods without
special significance. And they were right. ith this, the entire
campaign in North Africa had beccme an episode - without significance!
At lesst ther= were no entriss on the credit side of the ledger for the
Axis powers. On the debit side stood in flaming letters:

l. The loss of almost a million fighting men,
2. Remunciation of the thrust toward the Near East,
3. The beginnirg of the collapse of Italy.

I was not merely the German public that was swrprised by the
collapse of the Tunisian front. OEW was also greatly swrprised. They
were convinced the Mareth Line could hold and had crganized a supply
service on a lavish secale both by air and by sea. Up to that last
moment great transports of supplies were arriving. These were repeat-
edly undameged by the British. Von Armim's troops were given supplies
and equipment but the situation had become hopeless and for that reason
they surrendered. It i3 not true that they fought till the last cart-
ridge was gone and no food or water was left. They swrrendered because
they saw how hopeless further resistance was and because they knew about

the tragedy of Stalingrad.




It ig difficult to determine who was to blame for the fact that French
radiograms which betrayed the danger of & flenk movement eround the Mareth
Line did not receive the attention they deserved. Had this been done, there
would have been time to protect the flank and frustrate the movement. This
daring stroke might then have prepared & grave in the desert for the British,
gince it was & very dangerous undertaking. Military history will doubtless
regard it as one of the most daring maneuvers of its kind.

SICILY 1

Several times I have spoken of a duplication of cases, meaning & purely
eccidentsl coincidence of events of similar character which had no causal
connection with one snother. For instence, if the Germans in 1914 inter-
cepted Russian messages and in consequence won the Battle of Tannenberg and
at the same time on the Western Front made almost the same mistakes as the
Russiens and thus allowed the French to win the Battle of the Marme, then
two similer events are involved but causally they have nothing to do with
one enother: they are fateful ccincidences. Such coincidences are involved
in the case of the two "Zimmermans". We can ascribe them to the obscure
"1aw of the duplication of cases'.

There is also something else, namely an apparently existing "law of the
repetition of the seme mistekes” and, to be sure, by one and the same actor.

Here we are no longer concerned with coincidences; instead the cause
lies in the character of the person concerned. Hence, if in World War I the
Russians kept on making the same mistekes in their use of radio telegraphy
and finally lost not merely battles but the entire war in consequence, that
was neither en ascident nor fateful duplication of cases. The simple fact
wes thet in this enormous army insufficient attention was given to the
training of the eignal troops - perhaps nothing more was possibtle under the
cilrcumstances.

The "isw of the repetition of the same mistakes" remains valid in World
Wer II; thie time the Germens kept meking the same mistake "with all the
assurance of & sleepwalker."

The radio play about the Fellers messages may properly be called &
madhouse incident. It was so crazy that I could hardly blame anyone for
not believing my statements. It sounds fantastic. But if anyone should
believe me, he would agree with the familiar song: "That can happen only
once; it can't happen again!" Well, even in this case there was & swre
enough repetition! .

The battles in Africe had coms to an end. The Allies had landed on
Sicily. The first wave of the invasion was slowly rolling over the island.
It was & bitter struggle, which suggested the form that a future battle in
the West could assume. The Italians began to drop out of the picture and
the role of the Germsn units becems more important. They were numerically
inferior to the Allies end any belp was doubtly important. A dependable
intelligence service represents such & help by telling about the grouping
and intentions of the enemy.
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After the catastrophe in Tunisia, a German radio intercept platoon was
established on Sieily and quickly began to provide useful information -
especially against the Americans.

I no longer recall the exact day, but one evening during the second
hal? of the struggle for the island four short reports were broadcast,
of which one dealt with the battles iz Sicily. And lo! the reporter at
the front said frankly and with obvious pride that the Germans were very
well infermed, thanks to intercepted radic messages.

There was an extensive investigatiocn, but the damage had been dome.
Three days after this man's report, all keys of the American troops in

Sicily were changed and up to the conclusion of the struggle for this
island none of the new keys was solved.

THE SFRING OF 1943 IN TEE EAST

In April 1943 the great Russian offensive, which bad begun at Stalin-
grad, faded out just before reaching the Dpieper. Kharkov had been taken
by the Russians after herd fighting but in the south, on the Sea of Azov
near Taganrog, the Russian advance had come to a stop. Soon the Germans
struck back but their new advance was of brief duration. Then the front
became rigid, somewhat to the west of the line reached in the first advance
in 1941, What next? Hitler was trying to dlscover reserves, while some
of his commanders secretly hoped there would be nc further attack that
summer. :

The Germen countercffensive had left something like e gigantic nose
sticking out from the Russian lines north of Belgorod and southeast of
Orel. By 20 July intercepts revealed that the Russians were concerned
wish the assembling of Germen troops in these arsas to elip off this
"rose." The German intercept service was able to report that the Russians
were well informed regarding German preparations - they knew ell the units
at the front and those in reserve. It was clear that they were reenforcing
their own endangered positions. What remained concealed from the Germans
was an enormous concentration behind the Russian front in and south of
the "mose". German air supericrity hed been lost and the Russian air foree
permitted no German air reconnaisance worth mentioning. The intelligence
work shifted more and more to the intercept service and the Russians knew
it and did everything possible to shape their traffic so that it would
betray as litile as poscible. The cryptographic systems were good and
the operators rarely made compromising mistakes. Consequently the results
of the German intercept service could not be remarkable. The Russian
blows almost always came unexpectedly and were attended by success.

Both sides were preparing for & decisive struggle and tanks, guns and
troops were rolling up from the rear areas. Hitler appealed to his troops
and spoke about the last decisive battle which was to annihilate the Soviet
state and its Red Army. And then the German divisions began what was to be
their last offensive in the east.
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STILL THE "ROTE DREI"

At this critical point the Ruszians had an ally. An elly who was not
mentioned in the papers or on the radio. An ally of whom no one knew save
the few who were in on the seeret., An invisible but uncanny ally - the
"Rote Drei." :

It had been working for & year and & half and 1t was working well.
If we read the messages which had passed to Moscow and realize fully their
significance, then such terms as "espionage” and "treason" are no longer
adequate. This was somethling new and unique, something which in its effect
hed nec perellel in history. However you look at them, Tannemberg, the
Marne, Zimmermann, and Fellers were feteful coincidences due to human in-
adequacy, but what about the "Rote Drei" Was it the inspired performance
of a spy? Was it the work of & traitor who sat at the source of most
important intelligence and perhaps £0ld it for money or the favor of &
women? Was it the work of & group of egents employing blackmail and
terrsorism to procure access to these most precious secrets? - No! ©Nothing

.of the sort! The "Rote Drei" was not & clever individusl act; it was not

an accident but a eymbcl. It was & product of the times. The "Rote Drei”
was the gquintessence of the spiritual revolt of e people against a system
of government based on force and suppression. The frightful psychic
pressure to which the German pecple had been exposed for nine years was
seeking & vent. The "Rote Drei", the "Rote Kapelle" and all the rest
became & vent. I feel sure that not & single German who supplies
informetion to this organization was working for money. Only the organizers
and gatherers of informetion received money from Moscow. Rado with all his
sgents could never have gathered even a fraction of that information had not
the psychic state of the German people prepared the way.

In Germeny they were bresking their heads over these questions: whence
came the materiel superiority of the Russians? How did it bhappen to be
greetest just where the Germans sttacked? How &id it happen to be greatest
just where the Germens attacked? How did it bappen that the Russians knevw
the weak points in the German front and struck at these? Can one still
wonder after reeding the messagee of the "Rote Drei'?

I have said in my preface that the era of great generals is past.
Even the Russian commanders were no heaven-sent geniuses. They - like all
others - were little wheeles in the war machine of their country. They knmew
how to utilize their opportunities and these cpportunities were given then
by the "Rote Drei" with all that stood behind it.

And the complex of the "Rcte Drei” was only & single case. During

World War II there were dozens of such cases and the number of spy messages
trensmitted by them ran high into the thousands.

THE LAST GERMAN OFFENSIVE IN THE EAST AND WEAT FOLLOWED

On 4 July 1943 the German offensive north of Belgerod and southeast
of Orel broke loose. It wes not & surprise to the Russiens; the Rote Drel
had been predicting it with precision for three months. Actually, the
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Ruszians wanted it. They knew that ope-third of all the German armored
forne: on the eastern front was assembled here and to this they were
~pposing artillery and tanks of their ocwn. On the very first day of the
battiz it became evident that the Germans had misjudged the defensive
pover of the Russians. Breaks 1nto the Russian front line were made, of
course, but each brsak was immediately sealed off. The losses on both
cides were enormous. On the Russian side they could immediately be
replaced from inexhaustible sources but om the German side they weighted
heavily. The "nose" was dented a little at the fop and bottom, but that
wyas all. Dring the first two days the Germans lost almecst 1,000 tanks
ami 300 aireraft. On 5 July the losses had mounted to 15,000 tanks,

450 planes, apd 30,000 men. The Germans bad committed 15 tank divisions,
ome mobils ivision, and 14 infentry divisicns in the greatest tank
bettle in werld history. Strangely encugh the German press said little
about it. And when, with perfect timing, the Allied troope under the
cmmmard cf Gereral BEisenhcwer landed on Sicily in the moraing hours of
10 July, there was plenty to divert attention Irom the Russian theater
and the hopeless contest still raging there.

0f tke million Italisn, Romarian, Eungarian and other vassal troops
of the previous year, orly a scant 100,000 men are still aveilsble, not
mere than 25,000 of them at the froaf, the remainder in the zores cof
aczmmunication. The German divisiozs, which had hitherto comprised three
regiments each, wers refcrmed into divisions with two regiments. And
the Russians knew it. They lnew much more. How short German msnpower
was getting was suggested, among cther things, by a decree granting
Cermar sitizenship to so-called Veolksdeutache (pecple cof German blood)
from foreign countries who would serve in the SS, Orgzanisation Todt, or
scme other German crganisation or in & unit of the armed forces. This
lure did not achieve much but did betTay many things and conceal maOy
dazgers.

The high-sounding satch words of the earllier years were replaced
by others: "It is s matter of 1liTe or death!"™ "Vistory or destruction!”

Op 13 July the Germsn offensive was dafinitely helited; two days )
iater a st-cng Russian cffensive btegan. (n the 17th the German lines had
been pier:ed in places to & depth of 50 kilcmeters.

Weile a few Germans -lung ucdismeyed to the old braggadccio and some
nther intentionally closed their eyes, & few correctly sized up the
gsituaticn and began to cffer overt cr covert oppositiocn to the regime.
The vast majority, however, felt ooly a dull resignation. Hitler thought
it necessary to take energetic measuwres agalnst "dafeatism"”.

When on 19 July Hitler and Mussolini met in northern Italy, "mili-
tary questicns were discussed" acccrding to the official report. There
wvas no more talk of complete agreement, of confidence on victory. One
veek later, on 26 July, Mussolini was deposed and Badoglio took over the
government. -

On 5 August the Russians occupied Orel. On 23 August Kharkov fell
and the Germen front began to waiver. On 31 August Taganrog fell.
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Perhaps the Germens never before fought so bravely and with such disregard
for death. The number of deed was enormous, the number of prisoners was
small indeed and most of these were wounded.

Even the Dnieper could not hold up the Russians. On 6 November 1543
Kiev fell, the Holy City of the Russians and the Ukranians. Gomel, the
most important rail junction in the northern Ukraine, fell on 27 November.

During this entire period the Russians handled thelr radio traffic so
toat it afforded the German intercept service very little useful intel-
ligence material. The German command was inadequately informed regarding
the enemy, who time and time asgain threw unexpected "final reserves" imto
the struggle. Tactical detalls - sometimes very valuable ones - were
cbtained often, but from an operational point of view the picture of the
eremy situation remesined obscure. On the other hand, the Russians were
surprisingly well informed regarding the situation on the German side.
They even felt so sure of themselves as to announce in German language
broadeasts the numbers of identified German units, along with the names
of the commanders; yes, they even told the German preparations. They could
efford to - for the "Rote Drei" was working for them. As the final blows
were falling in the east, this organization outdid itself and its reports
bscame more complete than ever before. They covered all military events
not merely on the eastern front but throughout all Europe; they touched
cn pclitics, industry, agriculture, transportation - on everything Russian
intelligence must know. Any change in Italy, France, Norway, the Balkans
or Germany could influence the situation on the Eastern Front. Therefore
German divisions elsewhere must be watched just as closely ae those in
Russia. The destruction of German industry by the RAF interested the
Rupsiens quite as much as it did the British. The political situation in
Eungary and Itely had to be followed closely. So the "Rote Drei" worked
feverishly.

104k: THE YEAR OF DECISION IN THE EAST BEGINS

The year 1943 drew to & close with no halt in the Russien offensive
which bad begun in July. The new year not only brought & continuation of
this struggle but also the beginning of a new cne. On 15 January the
Russians started a new ofrensive between leningrad and Ilmensee; on the
19th they took Novgorod. On the northern section almost 40,000 Germans
were killed in the first week. The Russian superiority on the ground
and in the air became frightfully clear. On 29 January the Russians
began a mighty encirclement in the Ukraine south of Kiev. On 3 February
10 divisions of the German Eighth Army were encircled. Again the
offensive was & surprise because the German intercept service had not
been able to recognize the preparations. A few units succeeded in
esceping, but 70,000 men were killed and 12,000 men were captured. This
left & mighty hole in the German front, & result ¢f the strategic id=as
cf the "greatest general of all times," who naturally had to find a
scapegoet and relieved the commaenders of Army Group Center and Army Group
Nerth, Meanwhile, fron the lower bend of the Dnieper five divisions of
the new German Sixth Army were encircled near Nikopol and seven others
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were crushed by Russian frontal attacks in the same area. On § February
Nikepol was taken by the Russians and the German bridgehead on the left
bank of the Dnieper was elimipnated. Twelve Germen divisions were crushed
and more than 15,000 dead were left on the battlefields. The retreat
across the Dnieper became precipitate. From then on onme disaster after
anocther tefell the German forces along the entire front.

In the light of these events, there w=as a change of attitude in
M™nland and Romania. Later on, people in Germany claimed that the dsfection
of these two scuntries came as a surprise and that the collapse of the
por+hern and southern sectors of the esstern front was due to this treachery.
That is not t=ue. As early as September 1543 it was clear from radio traffic
that Finlsnd was preparing to get out of the war. In the first part of
February 1944 o Finnish delegation arrived in SSockbolm to negefiiate with
tbe Russian Ambassadress Mrs. Kollontaj., Traffic between Sweden and Moscow
increased sharply and was very rsveallrog. he dlplcmatis ~epresentatives
of the U.S.A. in Stonkholm and Mos~ow began tc talk out of sctocl. Similar
chserrations were made in respect tc Romania beginning steut mid-February
and early in March the former Prime Ministsr Stirbey went to Cairs to
disouze with the Allies Romania’s withdrswa®l frem the war., Early in March
Russian terms for an armistice with Finlard becams kpown and on the 15%h
the Fipnish Parliament debated the terms in a secrest sessica. All this
was gnct from rediograms more than $ months before these two sountries
finally vithdrew from the war. The cnly surprizs was for the German
people from wvhom the real situation was scneexled as far as possible.
The tragic thipg was that Hitler, with charscteristis cbstinarcy, refused )
ts see and comprebend things which did not £it in with bis idsasg. It vas
Asrgerous o bring bim reports whiih he Aid net wish to hear or btelieve.
Oniy too late were messures taken and in ecnsenuence an entire German
army was secrificed peedlessly in Remania.

SEVASTOPCL, CNCE ACAIN

The great Russian offensive whizk tegan iz July 1943 ended nine months
later in April 194k, It freed ail ¢f the Ukesime apd White Russia. It
225t *he Germen army terrific loszes in men =znd meteriel. One major task
remeined in the socuth: to foee the Crimea. On % April the Russian attack
tegan and within a few days the German deferse crumbled like a house of
~zrdz apd the Russians took 20,000 priscrerz. The Cermans succeeded in
holding the Tuins of Sevastopcl for three weeks, bui cn 9 May these ruins
were =aptured and the remmants of the Germsr Seventeernil Army, scme 30,000
mer, were compressed on Cape Khersozes, a tiny pexinsula. This wves all
that was lef: of an army which numbered nearly & quarter million men when
it was in the area of Kuban and the fcothills ¢f the Caucasus. What
followed was a slaughter which beggars descripticn. On 13 May the last
remnants of the 17th Army surrendered. On the same day, the official
commurique reported that German and Romanian ships had carried out an
unparalled eracuation. Ia reality, barely 30,000 men were saved. What
the commnigue failed to state wes the fact that just the fipal phase
of the struggle in the Crimea had =ost almost 60,000 dead and more than
70,000 prisoners (Germens and Rcmenisas).
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THEE CASE OF VERMEHREN AND COMPANY

The Second World War was a war of surprises. And not merely military
surprises. They were encountered everywhere at almost every turn. Especial-
ly if you were sitting at & radio apparatus. If you turned the diel, whether
intentionally or lost in thought, you could be sure of finding on some
frequency or other something absclutely new, sometimes of such & character
as to take eway your breath, &t other times to force e laugh. I recall one
evening in February 1944, It was sbout the 8th or 9th and I was sitting
at my radio running over the whole world, figuratively speaking. Suddenly
I ran into & telegram being sent by Cairo. It was in plain text. What
caught my attention was & mention of the German Embassy in Ankara. With
my interest thus aroused, I contimued the reception and what I heard then
and in the next few days reminded me vividly of the Hess case several years
earlier. Three members of the Germen Embassy in Ankars had abandoned their
posts and placed themselves under the protection of the local British
Embasey. They were specialist of the socalled counterintelligence service
of the embassy. To clarify what follows, it may be mentioned that all
German officiel representatives and organizations abroad hed been drawn
into the esplonage service. You could suspect of espionage any German
organization, even & club of stamp collectors in Buenos Aires or Santiago,
for in every case at least one person was directly or indirectly working
for the counterintelligence section of the Ministry of War in Berlin.

This was almost certeinly true of offices which could claim & limited or un-
limited extra-territorielity. Extra-territorieal rights were misused as &
metter of principle. And so under the aegis of the ambassedor, vouz Papen,
end under the direct guidance of the military attache, a German spy center
for the entire Near and Middle East had been built up in Ankara. It had
connections with dozens of big end little agencies and sources of informa-
tion. It disseminated propaganda among the Arabs, Persiens, Egyptians and
Indiens. Here, informetion regarding Allied military, political and
economic measures in the Near and Middle East was ccllected. This was &lso
the gateway by which spies entered the Soviet Union, but this gateway was
like & mouse trap - it almost always closed when anyone ventured inside.

Turkey had become a focal point and the espionage steff at the German
embessy had been increased graduaslly until it numbered several thousand
persons early in 194L. Each of these specialists possessed & dangerous
emount of informetion. The defection of one individual could destroy the
whole network of German espionage, counterespionage, and propagandes in
the Near and Middle East. BSo it was noteworthy, or - if you will - amusing,
that first one and ther two more specialists quit their jobs and went over
to the enemy. They were not mere workers or clerks but relatively high
officiale who were well informed regarding everything. One had Jjust married
a cousin of Ambassador von Papen. What they took a&long in the way of
papers, documents, photos or plans will probably never be known. They
surely did not appear at the British Embassy with empty hands. They placed
themselves under the protection of the Allies and were soon taken over the
frontier. These men were Dr. Erich Vermehren, Willy Hamburger, and Carl
von Klekowski with his wife; the last two were Austrians. It was & nice
catch for the Allies.



Picture, i{f you can, the impression this made on Ribbentrop and Hitler!
The military attache in Ankara, General Hans von Rhode, was ordered to fly
back and with him went four section heads of the embassy espionage service.
But no cries of rege did any good. The damage could not be repaired, The
Allies took care not to reveal what the three men had betrayed to them.
The English did not react "like a flash" as National Socialism loved %o do.
Gradually but surely the whole German system of esplonage, sabotage, and
propaganda was lifted off its hinges. The German position in the Near
East was hopelessly damaged.

But the German press printed not a word on the subject.
On 2 August 1944 Turkey broke off diplomatic and economic relations with
Germany. Even before that, far reaching measures had been taken to abolish

German espionsge and propaganda on Turkish soil. The German espionage and
propagands net in Asia Minor ceased to exist.

ITALY

So far as I know, modern history records no alliance between two states

ch was more pathetically stressed than that between Nazi Germany and
Facist Italy. Nevertheless, rarely has there been an alliance with so
feeble a foundation. It rested sclely on the perscnal friendship of Hitler
and Mussolini. Even the contact between the dominant parties of the two
countries wes very loose, while between the armed forces of Italy and
Germany there was nothing approaching a cordial ccllaboretion; iz fact
between these armed forces there existed a deeprooted distrust, which was
sometimes hidden from view by festivities but was always present.

Italy is the only country in Burope whose diplomatic systems were read
by the Germans without interruption from the end of World War I to the end
of World Wer IT. We have spoken of the results of the military intercept
smrvice; what was learned by reading all the Italian diplomatic messages vas
even more extensive but played no decisive role down to 1933.

When in 1933 and 1934 the bond between Eitler and Mussolini began to
assume concrete form, the German counterintelligence service was instructed
to stop all espionage against Italy immediately. Only the Iintercept and
cryptanalytic services underwent no change, and in 1935 actually increased
their activity. The "Forshungsamt" was monitoring and deciphering all the
telegrams and cablegrams of the Italian Embassy in 3erlin.

Much might be said regarding the results of this monitoring of &
"sriend and ally"” but we must limit ourselves here. One thing was clear
the Italian Officer Corps in general and the General Staff in particular
were not favorable to Germany.

A few days after the war began, Admiral Caparis, Chief of Counter-
Intelligence in the Mipistry of War, called togesther all group leaders,
specialists, and some representatives of the counter-intelligence out-
stations, and delivered a lecture on the palitical and military situation



from the viewpoint of the counterintelligence service. While most of what
he had to say was not particularly significent, that passage in his speech
which dealt with Italy was very interesting. He seid he knew that among the
officers of the counterintelligence service the opinion preveiled that Italy
would prove & most unreliable ally and that, no matter how things developed
for the present, Italy would side with the opponents of Germeny when things
becams critical.

Cansris said it was not the business of the-counterintelligence officers
to deal with such questions; that was the function of the political leaders.
Of course he was right; but the statement that & majority of those officers
. who knew the situation in Italy felt that, in spite of all the agreements
and the slliances with Hitler, Italy still inclined more to the other side
was gquite revealing.

At first this sttitude was not obvious because National Socialist
rropegends was busily trying to convince the Germen people that this
ellience was firm as the Rock of Gibraltar. An outward confirmetion was
seen when Italy entered the war. Up to thet point the German-Italian
Alliance had not been subjected to any strein. This came only after the
feilure of the air attack on England in September 1940 and again in
connection with the Balkan campeign in April 1941.

From October 1940 on, Italian radiograms revealed throughout the
Italien armed forces and diplometic circles & turning away from the so-
called Axis policy. I shall endeavor to prove that the German government
knew about this attitude of important Italian circles and that it acted
in spite of this knowledge when it continued to speak of a hearty accord
with its Italian ally, seeking in this way to throw sand into the eyes of
the German people. On the other hand, I shall show that by their too
frank handling of radio traffic the Italians wers affording German states-
men an advantage of which they had no notion. This is all the more
astonishing becsuse there was collaboration between the German and Italian
cryptanalytic services. The Italian Ministry of Foreign Affeirs was in-
formed that the German cryptanalytic service was quite efficient and should
have figured that Italian diplomatic traffic would be intercepted. Actual-
ly, a1l Italian traffic wes monitored and all "esteri" and "italdipl”
messages were currently deciphered.

The first Itelian efforts to pave the way for & separate peace could
be observed early in September 1941, that is to say, at & time when the
German armies in the East were still advancing victoriously. At about
the same time, serious tension arose between leading officers of the
Italian ermed forces and high officials of the Fascist Party. The military
men were convinced that the Blitzkrieg in the East had failed and that a
viectorious conclusion of the war had become impossible.

In October 1941 things had gone so far that German troops were held
in readiness in case the Italian Government should be overthrown. In
November 1941 the “Rote Drei" could report to Moscow that the Germans were
more hated in Italy than in the occupied territories.
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There was opposition to sending Italian divisions to the Eastern front
in the spring of 1542 and contingents selected were all recruited from
southern Italy and Sicily because the North Italians were in & revolutionary
mood.

After the catastrophe of El Alamein, the shift in the attitude of in-
fluential militery circles and of royal household was completed. It had
long been known in Germany that Crown Priace Umbertc was anti-German at
beart. Now the King openly turned sway from Mussolini and late in December
1942 held conversations with the aim of creating & new government. This
became known in Germany early in Januery 1543. The presence of strong German
contingents in Italy and the slim success of the Allies in North Africa, made
the King hesitate. In February the Italian government declined to send
additional specialists to Germany.

On 13 May 1943 the Tunisian campaign ended. During the final eight
days only three thousand men escaped to Italy. The Ifalian High Command
stopped all work on coastal defenses in Eagterm Sicily and withdrew coastal
defense units. German commanders ir Italy had to force the Italians to take
defensive measures.

On 28 June 1943 Italy expressed to the British exmbassador at the Vatican,
Osborne, its readiness to get out of the war and to open all its territories
to the Allies, There were two condltions:

a. The invasion of Italy should be dalayed to coincide with the
Allied landing in the West.

b. The Allies were to refrain from demands or acticns which would
meke it impossible for the Italians to hald off the Germans until the Allles
were ready to attack on the Western Fromt.

This action by Italy and Italy‘'s attempt to get similar offers Icr
Romania and Finland were revesled to the German Govermment by deciphered
rediograms. Steps were taken immediately to safeguard the German position
in Italy egainst any Allied ingvasion and against the Italian armed forces.
Soon afterwerd the Allies landed in Sicily; in Berlin, fhey figured in mid-
July that Italy would desert them by- the end of August and OKW planned
accordingly. Om 25 July Badoglio took over the government; Mussclini was
srrested, The new goverument immediately entered lato preliminary conversa-
tions with representatives of the Allies to bring about an armistice.

On 29 July the QKW informed Badoglio that the Germans reserved the
right to take all appropriate steps to prevent the allies from establishing
themselves in Italy or ix areas occupied by Italy. Goering went to Northern
Italy. In aoswer, the Italian government reguested Germany to refwrn 200,000
Italian laborers. The German answer took the form of new reenforcements and
regroupings in Italy. On 3 September Italy signed an agreement for an
armistice which should take effect at the moment most favorable for the Allies.
This happensd on 8 September, but the favorable moment had been missed. The
Germans had made preparations. The Italian Fifth Army waited until 11
September for the promised Anglo-Saxon aid and capitulated when this failed
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to appear. Numerous Italian units were disarmed by German troops. The
goal of the Itelian government to prevent Itely Irom becoming & theater of
operations had not been achieved. Itelian radio traffic had betrayed all
plans prematurely and Itely had become & battle Ilcld, for & ycar and &
half.

AGENT TRAFFIC IN CZECEOSLOVAKIA

Beginning early in 1941 one could note in the so-called "Protectorate"
ares of Czechoslovakia an increasing agent traffic which wes controlled
from England and worked for the British intelligence service. Even at that
time the traffic was well established. There was other traffic which served
the Russian intelligence service.

On 3 October 1941 the Germens took by surprise an agent transmitter in
Prague which had been in constant commnication with Moscow. Disclosures
resulting from this seizure led to the arrest of T3 people, among them a
former Major of the Czech army, who was working as head of the Russian
intelligence service in Prague. The other net working with England was the
more important and more dangerous. It was operated by & group of Czechs
who belonged to the Czech resistance movement for the purpose of maintaining
contact with the government in exile in London and transmitting esplonage
material. The traffic was so well camouflaged that only rarely could one
break into this network. Peculiarities of German traffic were utilized
as & disguise.

The attempt upon the life of Heydrich had been planned and directed
over this network. That was & big mistake on the part of the English and
Czechs because it afforded the Germsn radio defense & complete disclosure
not only of the plot itself and those directly participating but also of
all the connections within the Czech resistance movement.

In 1944 German cryptanalyst succeeded in breaking the cryptographic
system of the Czech resistence and emigre organization. Radiograms from
London, Kuybyshev, Istanbul, Haifa, Ceiro, and Bagdad were deciphered.

The content gave interesting informetion regarding efforts of General Gak,
leader of the Czech Legion in the Near East, to cooperate in a military
wey with Russis on the basis of the Benes agreement. These messages gave
details of the organizetion and strength of the Slovak army and of German
forces in Slovakia.

Late in 1943 the Germans succeeded in carrying on for & considerable
time a radio deception with Moscow after picking up & Russian radio
agent in Bohemia.

- Beginning in May 1944 an increased commitment of parachute agents
of the English-Czech resistance movement could be observed in the Protecto-
rate. Most of these groups of agents were picked up at once. There were
some 15 well-trained groups which were to establish direct connection with
London and actively support the resistance movement.
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In Slovakia, which "allied" with Germany and where, according to
statements in the German press, such a thing was least to be expected, the
resistance movement flared up in the middle of 1944 and in this comnection
the traffic of agents and bands played a special role. te in August the
revolt broke out openly. Even before that, increased radio activity of
agents from to this area could be recognized. The revolt had been prepared
long before by the Czechs and Russians. On two radio links, which were
monitored by the Germans, the English-Czech intelligence service of the
Benes Group had made contact with officer circles hostile ©o Germany. The
two radio stations were in Neusohl and Sillein. The uprising was directed
from these sreas. Moreover, a Czechoslovak legion in the Soviet Union had
iropped parachutists with radios in the areas Mucacevo, Uzhorod, Neusohl,
Rosenberg, and Povaska Bystrics; they were to report on the status of
Slovak preparations and on all matters of military importance to the govern-
ment in exile in London and to the Czech military mission in Russia.

In pert, the traffic was developed very clumsily so © t the German
radio defense was informed of events during all phases of this revolt.
Thus it was possible to suppress the rebellion, althcough 1t had been well
organized, and to uncover all its ramifications. This revolt, like that
of the Poles in Wersaw, turned out to be a tragedy for the rebels.

Irn December 1944, Germans in the neighborhocd of Polonka picked up an
Anglo-American mission of 1k men with complete radic apparatus and other
material for handling traeffic. It had been dropped by parachute in
September, was supposed to observe the revolt and later o smuggle through
the lines the crews of aay aircraft shot down.

PRETTY MITXA

There are pretty women all over the world and probably the women of
every country are convinced that their own country hbas produced the most
teautiful type. But just as there are experts on radiotelegraphy, there
are alsc, ostensibly, expert at judging female beauty. Such an expert
cnce assured me he was ready to be bolled and baked 1f it were not true
that the prettiest women in the world were in the Balkans.

Meermwhile he has lost his life in an suto accident and the death he
was willing %o undergo can no longer be izflicted on him. But perbaps his
idea was right after all and possibly the ccuntless wars which have been
waged in the Balkans since the creation of woman are connected with this
fast. Who knows? I do mot. I am no expert in this field. 3But I have
seen a picture of e woman which inclines me to grant that the "specialist”
was right. It was the picture of a Bulgarian woman with the melodious
and significant name Milka.

Milka means "the lovely cmne." ©She was beautiful, that is true.
Whether she was always lovely - who can judge?

Thus far I have spoken only of the women; falrness compells me to
say a few words about the men of the Balkans. They are just as ¢ifferent
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here as in other parts of the world. But - along with their indubitably
good qualities - they usually have one charecterietic in common; they do
not like to occupy much of their time with work. They go on the assumption
that man wes mot created to work restlessly to reshape the world but was
created to enjoy what nature produces, 1f one merely helps out & little.
They teke the sttitude that the penalty imposed on man when he was expelled
from Peradime, nmemely to live by the sweat of his brow, has long since been
peid and is pesse and that we can now lay claim to & condition slowly
approximating life in Paradise.

This view was entertained by the young Bulgarian, Stoinoff. He was
2 man of good mentel ability and, confiding in his intellect and his lucky
star, had considered it superfluous to ruin the golden period of his youth
by too zealous study in school. It was enough for him to have learned a
little reeding end writing and arithmetic; anything else seemed to him
excess ballast and he thought it unwise to render life difficult with too
mzh baggage.

Since he was & consistent fellow, he stuck to this attitude, even
after leaving school. He contented himself with working & little now
end then, so es to earn what was indispensable for his existence, and was
heartily glad when at & dance he became acquainted with pretty Milkas who,
like himself, wae far more inclined toward the Jjoyous than toward the
serious side of life. The two young people took & liking to one another
and the hot sun of southern Ewrope did the rest. They married and were
convinced that heaven would grant them & carefree life just as it does
the birds in the air and the fishes in the water. 3But it twrned out that
heaven was often obscured by heavy clouds and the sun did not elways shine.
Thet induced the two to consider the course of the world and, since the
sun rises in the Bast, they turned their glences toward the East and decided
to journey some dsy to the region where some people cleimed that Paradise
- on earth and the golden age of mankind had dawned.

They didn't consider long but resolved to act. And since you can
go from Varna to Odesse by ship in 24 hours, their resclve one day
became an azcomplished fact.

But it turped out that even in the East ripe frult did not fall into
the mouth of the hungry if one made no attempt to climb the tree end pick
it, and that in the Soviet Union, even more than elsewhere, people ere of
the opinion that work makes life sweet. Sin~e the two had arrived in a
strange country without money and bad to learn to their regret that you
cennot live ir e Commnist stete without cash, they adjusted themselves
to the new situstion with heavy heart end accepted the job which was
generously offered them.

That was in the year 1935.
Stoinoff would have been untrue to his philosophy if he had not
sought some comfortable escape from this uncomfortable situation. And

since the Bible seys one must seek in order to find, he sought and &lso
found one day & connection with & man whe held out prospects of living
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an agreeable life with very little labor. In meking this acquaintance
pretty Milka had helped somewbhat; this does not mean that. I would like to
say anything unlovely abcut the lovely lady.

With a good letter of recommendation from the Russian in gquestion, the
two journmeyed to Moscow, where they were well received and were housed in a
building which looked like a school and turned out to be one.

This time, however, it was not so easy to regard as a joke the
instrustion to which the two had to submit. The Russians turned out to be
st=ict scheclmasters. They learned the Russian language, learned geography;
they learmed techmology - in particular radio technology; they received
ipstruction in the law of Bolshevism; they learmed the Morse alphabet; and
one day they were told that they would now receive the assignment of retuwrning
+o Bulgaris and wcrking there for Russiz as radio agents. There would not
be much to do, they need only gather information iz ecertain ways, meke friends
(in this, pretty Milke could help) and then transmit fo Moscow at 3pecified
timee and on the specified wavelength the information obtained.

Stoino?f and his wife assented gladly; they got some supplemental
training in military matters, industry, communications, aund eccnomics; &
few weeks later, eguipped with a nice little shortwave radio, techpical
material, and morney, they found themselves back in Plovdiv in Bulgaria,
where they moved into & little house and for the moment made some acguaint-
ances on the besis of addresses given them. Meanwhile their family name
bad changed. Their name was no longer Stoinoff but Mirtschefs.

That was the year 1939.

Meenwhile World War II had broken out and Moscow entertained no
11lusions as to how things would develop. t the Belkans would sooner or
later be in Zlames - as so ocften in their history - was clear. It was {ime
te 2et tusy. And Mirtscheff went to work.

Iz him the Russians had not made a bad zatzh., EHe took & liking to his
new job. The radio conpection funztioned well, aocbody disturbed him; the
task of making zontacts and acguaintances and the gathering of information
Just suited him apnd his young wilfe.

Mirtschef? was a clever boy whe sdon susceeded iz recruliing for the
new job his brother Stoino Stoincf? and his trother's wife, Zarsh, who were
in Varna. Stolno was a technician and so had a good foundation for radio
work acd was in other ways a "smart boy." Eis wife likewise did not come
into this world asleep and so there was soon & first-rate commmity of
effort. Milks undertook to train Zarah as radio operator, while Stoinoff
undertook the technizal meintenance of two sets which had meanwhile arrived
from Russia. His main job was gathering information.

The Bulgarian people at that time were politically divided; one party
was definitely pro-German, the other pro-Russian. The two brothers could
use both groups in their work; ome as a source of information, the other
for =onacious cooperation.
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After & year of very intensive activity in establishing connections,
Mirtscheff and his wife had & circle of collaborators and informers which
reached up into the highest positions of the Bulgarian government and of
the militery command, yes, even into the General Staff. The radiograms
which he or his wife and Zarsh sent in cipher to Moscow and Tiflis had
more and more content.

But it was not until the autumn of 1940, when the campaign in France
ended and Eitler was actively preparing for his campaign in the Balkens,
that the messages of the two brothers began to be really veluable. Mean-
while two more agents with radios had joined his working group end these
were followed in the spring of 1941 by three more. They worked from Sofis,
Plevns, Varna, Burges and Plovdiv; also from & villege near the Turkish
border in the vicinity of Adrianople.

Hitherto the German intercept service had not noticed these circuits;
it had been too much occupied with essignments in Poland and in the West.
But the Mirtscheff group was working all shifts. Mirtscheff was the leader
and soul of the entire organization but in the gathering of news Milke was
the leading spirit. All reports on German troop movements, on German
auxiliary sirfields and naval bases, on gasoline supplies, radio stations,
Germen steffs, on diplomatic negotiations, on the cooperation of Bulgarian
officials, orgenizations, and individuels with the Germans, went to Russia.
All events within the Bulgarian army and govermment, reports on populer
feeling, on the work of parties, organizations, industriel output, de-
liveries to Germany - all this was carefully spied out, reduced to radio-
grems and trensmitted. After Romania and Hungary had been occupied by
Germen forces, there was plenty of materiel and plenty of sources. They
merely had to represent themselves as friendly to the Germans in order
to secure useful information.

Behind Mirtscheff's entire organization stood, as protector, Vino-
gradoff, Russian Vice-Consul in Varna, while the Russiean embassy in Sofia
put up the cash.

Not until the sutumm of 1941, when the wer in the East was in full
swing, did some of the German intercept stations repeatedly hear suspicious
traffic emanating from the Balkans (presumably from Bulgaria). However,
they were too pre-occupied with their Russian opponent to find any time
for monitoring. The wer in the East went on and the multitude of partisan
radio stations which eppeared occupied the Germen monitoring service to
the full. A system of intercept stations running on & north-south line
from Riga to Nikolaev was established in order to have e good base for
heering and locating Russian stations. So it was not until the autumn
of 1942 that careful observation of these mysterious Balkan stations Degan.
In November there were already twelve which worked with the characteristics
of Russian agent stations. Now a systematic coverage began.

On & rainy January day in 1943, when the Battle of Stalingrad was at
its dramatic height, great excitement reigned in the central office of
the German intercept service on Matthew Square in Berlin. They had
succeeded in breaking the cipher used by the suspicious stations in the
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Balkans and had deciphered a few dozens out of the meny hundreds of mes=-
sages picked up during the preceeding months. From these 1t was evident
that the radiograms not only contained bighly important information, but
that high Bulgarian statesmen were clearly cocperating with Russia, yes,
thet even ministers and genersls were conspiring with thils group of
agents. The decipherment of additional telegrams proved that an organ-
izati~n was involved which comprised Two groups covering the entire
country. with collsborators in all Bulgarian offices.

Now it was certain that these staticms must be sought in Bulgaria.
But since the German D/F base in the east ran from north to south, the
resulting angles were so acute that the locetion 3ould not be fixed.
Orders were issued by telegraph for other D/F stations to cover %the
Bulgarian stations constantly and finally the epproximate localities
vere determined., Barly in February 1943 a short-rangs D/F platoon wes
dispatohed to the Varna aresa, which soon learnmed that cpe of the princi-
pal stations must be located on the ncrthern edge of the town. The house
and rosm were scon spotted. It was & mansard Tocm 4n-the third story of
an apartment house. -

Mesowhile, pretty Milka was going quietly abcut her work. ZHer circle
of asguaintances was getilng larger and larger. be regeived invitations
and flutiered from one pleasure %o another. But all these pleasures were
hard work fcr aer, expecially when 1t was a guestion of getting proof of
some important piece of news or of getting proc? of some lmportant piece
~f news or of getting cnfirmation Irom various sources. Milka became
the Mata Hari of Bulgaria and Mirtscheff's crganizatiocn became the "Rote
Drei" of the 3elkans.

Milka remsined modest in her manner of life. She bought herself
neither costly 2lothes nor expensive jewelry. Her only weekness was for
gilk underwesr, nice, fine silk underwear with lots of Lace. OSuech things
were expensive in the Balkans; they were easier tc get in Germany, and so
were dainty, thin silk stockings. And it was a piece of irony that she,
who was working against Germany, wes getilng these things from Germany.
Nct directly, btut in roundabout ways. By diplomacy. As diplomatic
taggage. '

Slcwiy the German net <losed about Mirtschef? and his stations.
The first blow was to be struck ageinst the station in Varnpa; 1t was
Zarah's.

For & long time the Germans deliberated hcow to call in the Bul-
garian police to pick up the station, because it was likely that ¢
agents had confidants among the police. Fipally the leader of the
German unit requested some Bulgarian secret police and did not reveal
the actual purpose until the very last moment.

You can hardly call the action of the Germans clever in this case.
Interception of agent messages in Sulgaria had shown that they must be
intersonnected and have personal contacts with one apother. In such a
situation it would have been appropriate to pick up all the stations at
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the same time. Since the counterintelligence forces were not sufficient
for that, they contended themselves with picking up one station after
another. The raid on the station in Varns was scheduled for 21 February
1043, It was known that this operator put through his traffic with
Moscow every morning st 4 o'clock; this was the time chosen for the
surprise.

The German end Bulgarian officials approached the house cautiously
by night and took up concealed positions. The house lay in deep darkness.
At 0345 hours an electric light flashed in the mansard room. Immedistely
efterwards the heavy curtains were drawn together. A few minutes later
two German redic operators, who had brought along & set, heard the agent
send & rather long message. Now they tried to break into the house but
were so unskillful in opening the locked door that & pane of gless broke.
The men climbed the three flights; one soldier climed to the roof and
noiselessly removed the antenna to prevent the agent from sending out a
werning signal when he became eware of the intruders.

Now all was ready. They gathered before the door of the apartment,
not without some noise in the silence of the night. When they tried to
pick the lock they found the key was in it and that the door was &lso
bolted. Making up their minds quickly, they broke 2 pane of gless and
reached in to open the door. Noisily they forced their way into the
kitchen in order to get to the living room. At the same moment, both
Zereh end Stoino Stoinoff appeared with blank astonishment on their
faces to e&sk the cause of this disturbance. Both were completely dressed
and showed no signs of the sleepiness which might have been expected when
people were suddenly awakened et 4 o'clock. :

The Bulgarian police told the couple it had been ascerteained that
they had & radio apparatus in the dwelling and had just transmitted a
message. 2Zarah and Stoino looked at one another in amszement and then
declered there must be an error because they had no trensmitter in the
apartment and had only gotten up to go to the doctor because Zerah had
suddenly been taken ill.

Eowever , Zarsh did not give the impression of being sick but looked
extremely well, And when the German soldiers went into the bedroom they
noticed on the lady's night table an alarm clock set Ior 0345 hours, i.e.
& guarter of an hour before the normel trensmission time. Hence it was
quite unlikely that Zarah knew when she went to bed that she and her
husband would have to get up at 0345 on account of & sudden illness.

Now the whole dwelling was searched but no trace of & radio wes
found. They went through the coal box and stove, emptied the kitchen
cabinet, pulled beds apart, climbed on tables and chests, and created
cheos in &1l the rooms, but they found no radioc. On the other hand,
they did find some tools and parts of e radio set. From this they could
conclude that work on such an apperatus had been done in the apartment.
But Stoino denied this, while his wife seid she knew B0 little about
technology that she couldn't tell & transmitter from & broadcast receiver.
It was &1l & ridiculous mistake and she wished they would be 8O good as
to leave them in peace. .




Now the man was interrogated and it came out that he worked daily
wntil 1630 hours in the German seaplane harbor, T kilometers southwest of
Verma. He was able to prove this statement ab once. Consequently he
eould not be.the operator since the station was heard every afternocon at
1500 hours. His wife asserted she had no ides of how to send radiograms
and knew the Morse alphabet cnly from hearsay.

Now the two wers separated and the man was threatened with all the
tortures of Dante's Infermo if he did not confess. Meanowhile the dwelling
had been searched again with no sueccsess. After long denial, the man
dmsided to confess that his wife was the operator and that the transmitter
was in & hiding place he had built under the floor of the living room.

A Tug coversd the spot but even after it was removed it was hard to dstect
the enver of the secret compartment. When the hiding place was opened they
#2sund not cne transmitter but two, of which one was intended as a spare.
Mcreover, they found the message which bad just been gent and & list of call
signs and operaticnal signals.

New they set up the antenne again; the uninvited intruders departed
with the couple they had arrested, leaving & Bulgerian and a German
behind fo receive possible visitors.

Three hours ter there arrived, all unsuspecting end in the Dest of
spirits, a reserve cfficer of the Bulgarian airforce who was bringing with
him, in addition to some interesting papers and sketches, the sum of 50,000
leve. This was a sum whish he would hardly be carrying arcund with him
ordinarily, but the young men asserted that that was. nobody's business and
refused to give any information. The Bulgarian secret police, however,
remained curious; they locked the cfficer up in a dark cell, gave him
nothing tc eat for the time being, and fetched him out every two hours for
questioning. They suggested certain dlag-eesble conseguencss, smoked some
good Bulgarian cigarettes in his presence, without offering him any, and
drank "sliwowitz."

After two days, he made a comprehensive sonfession. From this it
appeared that the radio fixed by the Germerz in Flovdiv had been in very
slose zontact with the station in Varna. There had been 2lose personal
contact between the two stations. He gave the exact address cf the
Pleviiv staticn.

An automobile filled with members of the German armed forces immedi-
ately dashed off to the address givend. They stormed into the dwelllng
but in spite of careful search found not the slightest trace of the trans-
mitter, although this time they did not forget to inspect the flcoring.
What they did find was an inordinate amount of the finest silk and lace
underwear and a pretty young lady who seemed to go with it and who
complained btitterly at the disturbance, 1ding out in prospect all the
torments of neaven and earth for the intruders, if they did not clear
out at cace.

It was Milka and she was nct unduly surprised by this sudden visit.
She had really been expecting it. For the following reason.




On the day after the Varne station was raided, Milka planned to
visit her sister-in-lew, Zarah. When she saw the broken pane of glass
in the outside door of the house she bacame suspicious. Cautiously she
went upstairs. In the door of the apartment she noticed another broken
pane and was now certain something unpleasant might have happened. She
left the house in a hwrry. She hunted up a couple of her go-betweens
and another redio agent, warned them, and took the next conveyance home.
Mirtsche?f immediately removed the radio and antenna and lit out. Milka
remeined in the spertment although she was the one who had operated the
set, She felt absolutely secure, however, and decided to await calmly
whatever might come.

There was a long hearing, since Milka denied everything. She had
no idee that the Bulgarian reserve officer had betrazyed her. Not until
she was told this did her resistance cease.

Meanwhile, Zarah had been induced to tell something about the en-
cipherment and decipherment of the telegrams. With these hints, all
messages intercepted by the Germans were deciphered, both those from
‘the two stations raided and those from stetions not yet discovered. On
the basis of this information the remsining agents of the group could
be picked up one after the other.

By now things were really moving. The deciphered messages ylelded
deep insight into the entire spy net. The Bulgarien Government was
informed., 3But Hitler had to be told, too. This revelation placed the
entire Belkan situstion in a new light., Eitler reged. Ribbentrop wore
his most stupid expression. BSerious demarches were made to the
Bulgerian King. Czar Boris journeyed to Hitler's Headquarters with a
heavy heert. The Bulgarian goverument was made over. King Borils
bestowed & couple of dozen high orders orn German officlals and officers,
which were pinned on the corresponding breests and bellies or hanged
about their necks. These were supposed to work like essence of valerian
on the mood of the German government.

Now Milke was taken over by the German monitoring service. They
had all the necessary meteriels for & little deceptive game. DMNore-
over, they felt certain the raid hed been executed so cleverly that
Moscow ‘and Tiflis could not have been warned. They tried to persudades
Milke to take part in the game. At first she refused, but leter she
consented and & little game begar which cost the Germans much time
end effort since the Russians had been informed promptly of the arrest.
Milka's cbservations in Varnz and her prompt warning of the other
egents had sufficed to tip off the Center. The pretty lady played her
rcle admirably to the end. Soon cne of the sgents who had been arrest-
ed succeeded in escaping to Russia. Then Moscow got a clear account
of what had happened.

In Bulgaria there were wholesale changes of personnel but this
finelly stopped and there was no change whatsoever in the general
situation. The information which had gone to Russia had been suf-
ficient to cause the Germans serious damage. However, the Germans now
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recognized that Bulgaria was Do longer any real asset.

NOTASLE ZAPPENINGS IN EUNGARY AND ITALY

When the history of World Wear II is written, some odd things will be
discovered regarding Germany, particularly in the second ‘half of the war.
Tt will often be found that the beginning or the development of this or
that was known to the Germans in good season, but rarsly will one be able
to ssk: "What bappened then?®; rather one will mostly have to ask: "What
£ailed to happen then?" Typical ars the cases of Bulgaria, Romania, and
Finland. However, there were cases when the Germans actuelly did some-
thing. Even at the proper time! We have already mentioned the case of
Italy. The second such case - gl though less dramatic and much less signifi-
cant - was that of Hungary.

In February 1943 the German intercept service learned for the first
time that the Hungerien Govermment was putting out feelers through the
Vatican for = separate peacs. Provided Hungary's boundaries remained
intact, the country was ready to support the Allies in case of & landing
in the Balksns. At the same time, Bungary celled for the retwrn of
30,000 woodworkers from Germeny. The negotiations brought no result at
that time.

Early in 194k it was obvious from decrypted traffic-that the Hungari-
ans wers ceutiously putting out feelers to find some way to escaps Ifrom
their difficult gsituation. To bring ebout a change of attitude in
Hungery, the Chief of State, Horthy, wes summoned to Zitler's HEeadquarters
in md-March, Eere it became apparent that Hortay nimsel? was in favor of
thegse e#forts. The Germans decided to act at omce. In the night from 19
to 20 March, "et the wish of the Hungarian Govermment and In cordial
collaboration with it", Eungary was occupied by German troops and Sunday
morming (20.3.) the people of Budapest rubbed their eyes witk astonish-
ment as the Germans merched in., Eorthy was subjected to pressure and
Eitler succesded in inducing him to contizue the struggle on the side of
Germany.

The Kallsy Government had to resign and the Sztojay Government re= -
placed it on 22 March. Kallay #led to the Turkish embassy in Budapest,
was granted sanctuary and remained there despite all efforts to get him.

Dome Sztojsy had been Eungarian ambassador in Berlin and his pame
had been Stojakowitsch. He later changed his name into Magyar but
continued to be regarded as a2 convinced advocate of German - Hungarian
friendship and cocllaboration.

The ever more unfavorable situstion in the east and the obviously
{mpending defection of Finland, Romenia, and Bulgaria created for the
new Eungarian Govermment ever more serious difficulties, which led %o
a new change of govermment. Om 29 August the Lakatos Government was
formed. Now influential military circles, individual members of the
government, and Horthy himself began to think of a separate peace, The
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German collapse in Frence decided matters. DBeginning early in September,
decrypted Hungarian messages exchanged between the government and some of
its representatives asbroad revealed cleerly that the Hungarians through
their representatives at the Vaticen and Ankera, were seriously seeking
en ermistice and & separate peace. This time it was not a guestion of
feelers but of unmistakable preparations for getting out of the war.

Not only this, the commander of the First Hungarian Army, MSklos von
Dalnok, was already conferring with representatives of the Russian army
facing him.

The Nationel Socialist government immediately consulted with leaders
of the Hungarian Pfeilkreuz (Arrow Cross) Party and prepared & coup d'etat
for the overthrow of Horthy after the model of the action in Austries in
- 1938, The Hungerian Government was to give the signal itself. And it did.
On Sunday, 15 October, Chief of State Horthy made over the Hungarian
Broadcasting Stetion his femous decleration renouncing the former policy
and seying it was unworthy of Hungary, in view of the changed military
situation, to continue to serve as protective bumper for the Germans and
to expose the country to destruction. He elready had the main terms of an
ermistice.

Now the moment had come for active intervention. Irn the night before
16 October the coup.was pulled off. Horthy was taken into custody and
Bzelasi took over the Government. Germen troops and officiels rendered
active eid. Horthy was foreced to declare his proclamstion to the Hungarian
people null and void and to announce his retirement.

The Germen people did not learn of the event until two days later.

It seems strange that the two countries which for years hed collabo-
rated most closely with Germany in the matter of interception and crypt-
enalysis, end which therefore must have known the risk involved in the use
of redio and must heve been able to figure that the Germans were inter-
cepting their wire lines and who knew about the work of the German inter-
cept service in deciphering foreign systems, - it seems strange that these
countries made the incomprehensible mistake of compromising thelr most
secret messages by transmitting them by radio in blind relience on the
security of their own ciphers. There is hardly enything more ircnical in
world history than what went on here. The two sllied nations which
worked most closely with Germeny in deciphering the radiograms of other
nations had no idea thet they were being watched by the Germans end that
their secret telegrams were all being read. An explanation may be found
in the fact that countries ruled as these were permit only an orientation
which converges in the top commend. I should like to term it vertical
orientation. EHorizontel orientation, on the other hand, is not only
neglected but consciously suppressed. A classical example is the well
known "besic order" of Adolph Eitler dated 11 Jemuary 1940 in which we
read:

1. No one, no office, no officer is to learn of any matter

which is to be kept secret, if such knowledge is not absclutely essential
for officisal reasons.
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2. No office and no officer is to learn more of matter which is to
be kept secret than is necessary for the carrying out of its or his assign-
ment.

At first sight this order appears quite correct and proper. In practice
the result in countries ruled by terror is that in the face of such orders
#rom the top & sort of fear psychosis results and people act on the princi-
ple: "better tell five offices or people too few than one too many." -

Ne wonder that in such countries the left hand did not know what the
right hand was doing, when what had Deen learned by one office was carefully
kept secret from all others. Wholesale errcrs and failures were inevitable.

Secrecy is good; only it must not be overdome within one's own organ-
ization.

POLISE RADIO AGENTS IN TEE EAST

When the Polish Govermment fled to London iz 1939 it begen building up
s pew Pclish state undergrcund. The mein supports were members of the former
administration who hed remeined in what had been Poland. ZEngland supported
the exiled government, expecting that Polish activity would tle up consider-
able Germen fomsee; furthermore, the intelligence network required to direct
the Pelish resistance movement functioned in the interest of BEritish intel-
ligence. Since the exiled governmenti WaS 80 completely cut off from Poland,
and since speed and accuracy of transmission and adequate ecamouflage were
necessary, the radio became all imporiant.

German intercepts showed thet even im 1940 the Poles had an intel-
ligence network whish covered all Europe. It depernded in the main on radlo
and was sc well camcuflaged that it eluded German observation for & long
time. The pet was constantly expanded but German "Radio Defanse"” did not
recognize its pature and structure clearly until the latter hal® of 194l.

Polish radio intelligence sssumed & more or less dual character.
Leeding personalities scastersd over all parts of the world had-to commi-
nicste with one snother in order to safeguard their interest and to keep
thei» leeders infermed. The scntrcl station wes in Londonm. Ultimately
there was both diplomatic and agent tralllc, although & clear differenti-
aticn was not always possible. The diplomatic stations were in neutral or
Allied countries, while the agents were usually in areas under German
control or in neutral countries.

The @iscipline of these staticns was commendsble. Traffic was so
well disguised that it could be recognized as Polish conly after long
cbservation. Of course on & few occasicns the operators betrayed them-
selves by using Polish words and abbreviations but it was almost a ye&ar
before the Germans realized that they were listening to a net of the
Polish espionage service. Eventually tie cryptographic system was broken.
It was astonishing to see how the Govermment in Exile had built up &
service with its very limited means. Fifty links were recognized. The
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stations were in London, in unoccupied France, in Russia, 1n the Near East,
in the Belkens, in Scandinavie and, above all, in Poland itself, where there
were stetions in Wersaw, Lemberg, Bialystok, Stenislau, Jaroslev, Lublin,
Krekov, Zamose, Bilia, Podlasks, Petrikau, Tschenstuchau, Kielce, Sandomierz,
Deblin, Kowel, Vilna, Grodno, Novogradek, Kamienna, Ostrowiec, Random, etc.
In the Neer East there were stations in Istembul, Cairo, Teheran, Bagdad,
and Jerusslem.

The Polish organization inside the Gouverenment General was split up
into verious cells, with no personal contact between them. Communication
was only vie London. Even the agents employed in Warsaw usually had no
contact with one another.

In September 1942 ceme the first major German raid in Wersew. There
were numerous errests and instruments and documents were confiscated.
Even then, close range action in Warsaw proved very difficult because the
Polish population was clearly working closely with the radio agents and
warned them. When Germen D/F detachments epproached, traffic was broken
off at once and often transmission went on without any break from another
trensmitter at & different location. -

The next mejor blow egainst Polish agents came in December 1942 when
severel itransmitters of the resistance movement were picked up in Wersaw
and other places. Among those arrested was the head of the radio technical
section of the illicit communication service.

The orgenizetion in Wersaw was almost fantastlc. If one station was
picked up and the persomnel arrested, it wes immedietely replaced by another
and operations went on unchanged. No matter how many arrests the Germans
made, the orgenization was unshaken and went on working. After every raid
& new operator with a new set took over the old traffic. At times 15 or
more transmiitters were being watched in Warsaw alone.

This net was plenned to assure communicetions for the Polish military
resistance movement. There was also & special redio net for military
espionage of the Polish General Steff in London. Coping with this traffic
wes difficult, because after each transmission the operators changed thelir
locetion end because they elso had watcherz posted. To disguise their
treffic they frecuently changed their manner of handling it. It should
eleo be noted that women were used a& operators, watchers and couriers.

The organization had its own workshops, high-speed telegraph installations,
etc. :

Whenever the Poles mede use of wireless they were exceedingly cautious.
The operators received the messages in enciphered form; if one was captured,
he was not in a position to tell anything about the eryptographic system
used.

In the summer of 19%3 & change was noted in the radio situation. To
the former radio network two new ones were added:

1. An slerm net with trensmitter in England and receivers In occupied
Poland, and
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2. An operational net with a considerable number of transmitters and
receivers in Poland which communicated with one amother cunly through the
control station in England.

The German radic defemse did not always raid a station when its lo-
cation was known; it often proved more profitable to read the traffic and
thus gain extensive insight into the structure and activity of the illegal
Polish organization. Thus the plans for the August revolt in Warsaw had
been lesrned by the Germens long before the revolt occwrred.

The year 1G4L4 saw the following developments in Polish agent trafflic:

1. Preparation for the genmersl revolt;
2. Touching off the revolt in Warsaw; )
3. Shift in the traffic after the revolt.

In May it was already clear that the movement was receiving increased
supplies and equipment by air. In Jupne it was possible to get a pictwre
of the preparations for opening the revols and it wes no surprise for the
Germans when, co 25 July at 1600 hours, transmissions began over the "Polish
elarm net” which signified the impending start of the revolt. Certain watch-
words were to be sent out over the alarm net as signals for the preliminary
stages "watchfulness" and "weadiness". The "watchfulness" stage might last
as long a8 1lb4 days, while the "wegdinesa”" stage must be followed by the re-
volt within 48 hours.

m™e watchwords sent ocut begimming 25 July all suggested that the —
"ratchfulness" stage had been proclaimed for both zones. Ieginming 30 July
changes were noted in traffic which were interpreted as cancellation of the
"oatoh?ilness" order for the protective zone and one thougnt this was ex-
plained by the rapid advance of the Russiaps., In reality it was & cleverly
executed marpner of procleiming the readiness stage, end the Polish revolt
began precisely 48 hours later.

t was soon noticed that, following the appezl of General 3or IoT
support of the Wersaw revoly, thewe was a acacentsation of agent.radic B
stations around Wersaw. Intercepted t=affic reveeled flights of supply -
planes.

T+ was asserted later that the English left the Poles in the lurch
and did not supply them with arms, ammmnition ete. This is not te true.
Supply was well organized but prompt werzning of the coming of supply planes
by German radioc intelligence mede it possible to keep a large pert of the
meterial from benefiting the insurgents.

During the Warsaw revolt, traf®ic on the Polish diplomatic zet also
ircreesed sharply. + was interesting to see how the Poles tried to
form in London a govermment which would be generally recognized. The
conflicts between the special interests of the U.S.A., England, and the
Soviet Union were revealed, while jealousy, ambition, distrust and dls=-
cord among Polish leaders prevented any positive steps, The Poles had
started a revol:t on their own responsibility. They had merely made
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arrangements with the English for supplies but they had not discussed the
matter with the Russians. Consequenily the latter emphatically disclaimed
any interest, did nothing to support the insurgents, and claimed the revolt
merely aimed at winning the political favor of the Soviet Government.

The Warsaw revolt, which was intended to be Poland's most heroic action,
finally became one of the greet tragedies of the war. On 2 October 194k, on
the 63rd day of the struggle, ceme the surrender. The city was destroyed;
the blood of thousands had been shed in vain.

Information regarding the background of the revolt and the politicel
attitude of the Government in Exile was obtained from intercepted messages
of the Polish Civil Delegetion. Traffic of the resistance movement con=-
tinued undiminished during the Warsaw revolt but after this had been crushed
generel changes were noted, suggesting re-groupings and displacements of
forces within the AK. Radio activity tended to concentrate in the general
ereas of Kielce-Redom, Krekow and the foothills of the Carpathiens.

The attitude of the Polish AK had, toward the end, become in part
definitely enti-Soviet and attecks on the Germens from their rear were
stopped. On the other hand, the attitude of the AK was very undecided.
However, the further course of events in the East soon rendered this
unimportant.

WHAT WAS EAPPENING MEANWEILE IN THE WEST

Heving occupied ourselves at some length with the east and southeast,
we shall now cast & glance toward the west where - according to Hitler -
the war had ended on 22 June 1040. Looked at superficislly, thet wes true -
save for the sir war which was becoming ever more viclent. France had
become en El Dorado for the troops stationed there. There one found things
to eat, drink, end purchase which had long since disappeared in Germany.
Every German soldier hoped to get to France and share in the good things
for & time. But behind the scenes something hed been going on since late
1940 of which very few people knew anything. This wes the prelude to
thet which was to prove fateful to the German forces three and one-half
years later. It was the development of the resistance movement and of
the radio agent service, which we shall now discuss.

THE POLISE AGENT RADIC SERVICE IN FRANCE
AND BELGIUM

After the collapse of Polend, part of the officiels and of the
generel stef?f officers who fled to England via the Balkans, remained in
France end began gathering together all Polish elements. The immediate
purpose was to smuggle Polish citizens to Englend vie Spain and Portugal
for service in the Polish Legion. Since emong the prominent Poles in
France there were many former members of the II Section; i.e., of the
Polish intelligence service, and since the attempt to evacuate Poles was
not very successful, the "out-station France of the II Section of the o
Polish Generel Staff" was ordered by the Government in Exile to set up
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an espionage network for the benefit of the Allies. At the same time, an
exceptionally smooth-functioning radic network was set up for purpcses of
sontrol and to forward the information gathered.

The Polish intelligence service in France had the following tesks:

1. Spotting concentrations of the German army, air force and
navy.

2. Transport by land and sea and naval movements.

3. Ammuniticn dumps; coastal fortificatioms, especially on the
French cosst afier the occupation of Northern France.

L, Selection of targets for air attack.

5. Ascertaining and reporting everything which demanded immeddi-
ate action by the military command.

6. Detzils regerding the French armament industry werkiag for
Germanmy, with reports on new weapons and places,

The Poles sarried on their work from southern Francs which had not
been occupied by the Germans. Beginning in September 1542 it was certain
that Pelish agent stations were located in the immediate vieinity of the
higher staffs of the French armistice army.

In Marsh 1943 Germen counterintelligence was able to deel the
Polish orgenization & serious blow but affer a faw weeks 1t revied,
#allowing a recrgenization. Beginning iz the sumer of 1543 messages
could be reed. They contained military and economic information. The
Poles in scuthern France weorked as an independant group and received
ins+=uctions “rcm Englend, partly by courdier, and partly by radic. They
collaborated clcsely with the staff of General Giraud ir Nerth Africa
ard with Americen intelligence service in Lisbon. Official French
~puriers traveling between Vichy and Lisbon were used, witk or without
their knowledge, to serry reports (iz the form of micrsfilm concesled
in the sovers of bcoks).

The Poles had a special corganization to check o German reail traffic
to Franse. It watched traffic at the following frontier voints: Trier,
Aachen, Sasrtrilcken, Minchen-Gladbach, Strassburg Millhausen and Beliort.
They also watched the Rhine crossings at Duisburg, Coblenz, Dlsseldor?,
K#1n, Mannheim, Mainz, Ludwigshafen, and Wiesbaden. Ten trensmiiters
were used for this purpose.

All the Polish orgenizations in France were directed by General
Julius Kleeberg. They worked primerily against Germany and in three
fields:

1. Espionage and intelligence;

2. Smuggling (persomnel);
3. Courier service.

Head of the "smuggling service” until 1.6.194k was the celebrated
jolopnel Jaklicz, followed later by Lt. Colonel Goralski. Jakliez tried
to pepstrate all Polish organizations and send all available man power
via Spein to England for service in the Polish Army .
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The "courier net" in France served the "Civil Delegation”, the smug-
gler net, and the espionage service by forwarding reports. The function
of the Civil Sector of the "Civil Delegation" in France was to prepare
the Poles in France to fight for an independent Polend by setting up
action groups, to combet Communism emong the Poles, and to fight egalnst
the occupying Germans. The tasks of the military sector of the Delegation
were to organize groups with militery training to carry on sabotaege, to
take part in the invasion, and to recrult Poles for military service on
"D-Dey". The "Civil Delegation" was particulerly concerned with Poles in
the German 0.T. (Organisation Todt) or im the armed forces. It sought to
set up cells which would encourage desertion end to supply information.

Early in 194k this spy net shifted to Northern France and the Channel
Coast. The Poles sought to camouflage this development by sending thelr
messages from the Grenoble aree and permitting transmitters in Northern
Frence to send only occasional operational chatter. The center asked
primerily for reports and figures on German troops, tanks and planes,
the production of parts in France, strength at airfields <fuel deliveries
from Germany, French police, constebulery, concentration camps end control
offices, as well as rocket aircraft, rocket bombs and unmanned aireraft.

In February 1944 the Germans found that Polish agents were getiing
very important informstion by tapping the army telephone cable in Avignon.

In March 194k, the Germens made & successful raid and obtained
important radio and cryptogrephic meterial. Quite a few agents were
errested and the structure of the organization was fully revealed.

Beginning early in June, increased activity of Follish redio agents
in Frence became noticeable. They covered German control points and tried
to report currently &ll troop movements. German counterintelligence was
sble to clarify the orgenization, its members, and its activity, by
reading some 3,000 intercepted messages in connection with traffic
enalysis. With the aid of the Security Police preparations were mede
for the action "Fichte" which was carried out on 13 July 1944 and netted
over 300 prisoners in &ll parts of France.

This, together with preliminary and simultaneous actions, affected:

1. The intelligence service of the Polish II Section,
2. Tne smuggling service,
3. The courier service with its wide ramifications.

The importance of the work of the Poles in France is indicated by
the fact that in May 1944 Lubicz and two agents were commended Dy persons
very high in the Allied command "because their work was beginning to sur-
pass first class French sources.” These agenis bhad supplied the plans of
2l]l Germen defense instellations in French territory and valuable details
regarding weapons and speciel devices.

Decrypted messages revealed to the Germans that & director of the

Creusot plants was supplying the Poles wilth very important information
for England, primerily on plene production. The bombing of the electric
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power plant in Chalons sur Saone was due %o informetion supplied by him.

Down to the middle of November 194L4, Polish egents reported no less
than 162 launching points for flying bombs directed against England. When
the German oczupation of France collapsed, the Polish agent staticns re-
appearsd in November 1344, The organizational Iramework was mainteined
and instructions were given to find ways and means of setiing up a new
intelligence service in the West German industrial area and in other parts
of Germany where Poles were employed or permenently settled. Meanwhile
the Polish II. Section had moved from Chambery to Relms.

In contrest to the radic net of the II. Section, that of the sabotage
organization "Monika," subordinate to the "Civil Delegation," did not cease
trensmitting after the events in Frapnce. I&s purpose now was ©o gather all
eble bodied Poles intc the Allied forses. When Frence was liberated, the
"Ciyil Delegation" moved to Paris and as official representative of Poland
to the French Government meintained redio communication with London and
with an out=-station in Lyon. '

CEURCHILL TAIXS WITE RCOSEVELT

Representatives of the Fascist and Nationsl Socialist states have
claimed thet the persconality of a great statssman can be fully effective
only in & totalitarian state, whereas iz a demoeratic system the energiles
of & leader are dissipated in fruitless negotiations with parties and in
various parliamsntery debates. Onoly & dictaterial leader can procesd
consciously toward his goal.

Probably few people will be inclined to dispute the statemsnt that
Churchill apd Roosevelt during World Wer II were statesmen of great
stature and that they purposefully went their way and so represented
their countries thet once could say: Churchill Is Great Britain and
Roosevelt is the United States of America.

Nevertheless they stood at the head of comsistently democratic
countries. They had not usurped power, had not Zome o DOWer through
a revolution, and needed no SS and SA to remain in power and no Gestapo
to control the attitude of the people.

Hitler knew that these two men represented the will of their countries
and therefore reduced his theory to an absurdity. Since he knew this, he
hated them. And since he hated them, he could not think logically.
Consequently, his impulsive actioms led to mistakes. And since one mistake
always engendered another, his system could only end in disaster.

Chiurchill and Rocsevelt represented two world powers in & common
struggle against doctrinaire Fescism. They led Two groups of states
which were so widely separated geographically that perscnal conferences,
such ag those between Hitler and Mussolini, could take place only rarely.

owever, such discussions were necessary, indeed even more vital in the
case of democracies than between the "leaders” of totalitarian countries.
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It was important that there be facilities available at any time for an ex-
change of ideas over a space of thousands of kilometers and that this ex-
change should not be overheard by a third party.

This was & problem for technicians and the problem had already been
solved before World War II. The principle of scrambled radio telephony
was already known. Just imagine you are standing on the edge of a seething
volecano with a dozen yelping dogs Just behind you and with 2 fev wolves and
lions howling and roaring on the other side of the erater. A4d a gentle
whistle to this sound mixture and you have an idea of whet scrambled speech
is like. It is obvious that one can make nothing of & recording of such
sounds.

Even before the United States entered the war, it was known in
Germany that the two western statesmen often telked in this way. When
Hitler found it out, he gave orders to develop, without regard for cost,
a device which would make it possible to understend such conversations.

Group III of the Cipher Bection was ordered to comstruct such e device.
It was a question of unscrembling these waves so as to restore the original
form of the spoken word. It was not easy, but within & few months & compli-
cated apparatus was constructed at great cost, based on the recognized
rhythm of the known distortions. Now it was possible to listen to the
interesting and significant conversations of the two men. A special unit
was set up and the results were transmitted to Hitler with the least -
possible delay. )

Just as Zimmermenn had been convicted twenty yeers before that his
telegrams to von Eckard were not known to any third person, so Churchill
and Roosevelt felt secure in their conversation. Had they known that a
few hours after they were telking, Hitler had the text of their conversation
neatly typed on his desk, it might have taken more than & pill to ensble
them to sleep. It is well if statesmen do not know too much ebout the
secrets of technology, otherwise they would hesitate to make use of them
or even to open their mouths.

Hitler was satisfied and saw in this new German invention e sign
that Providence was on his side. He bestowed & few decorations but one
day his joy came to & sudden end.

As I recell it, it was som= tim= before the invasion that the system
of scrambled telephony betw=en the British and the Americans was changed.
Whether it was an accident or whether treachery played & part, I do not
know. In any event, the voices could no longer be unscrambled by the new
device and henceforth all conversations between the two statesmen re-
mained & "book with seven seals." This splendid source of intelligence
bad dried up. Perhaps London knows the reason?!
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STRUGGLE BETWEEN RADAR AND THE INTERCEPT SERVICE

The invention of readar was the demth knell for German submarine wer-
fare. However, radar apparatus did not come into being overnight and 1its
£4nal form was the result of years of development and experimentation.
During the phase when radar had noti reached its destructive perfection and
the Germs=ns were still ignorant of its existence, some veIry tense and
interesting contests were going on in the field of technology in which
neither of the opponents knew the sources of information of the other.

At a time when U-boat successes were falling off noticeably, the
intercept service of the German HNavy picked up radlo traffic of a large
Allied convoy in the Atlantic and plotted itsceourse. Some 30 German
submarines then in the Atlantic were ordered to take positions along the
expected course of the convoy. Everything was prepared for destruction of
the transports.

Suddenly, the naval intercept station in Neumfinster picked up a message
instructing the convoy to change its course to the north because several
packs of submarines were lying in walt.

People in Berlin were dismayed and thought at first that the enemy
had solved the U-bcat cipher. A new message wes sent In a spare cipher
commanding them to take batile positlions on the new route. The very
next day Neumlnster picked up another message instructing the couvoy to
chenge course again. This last message gave the precise location of all
thirty Germen submarines. .

In Berlin they were mystified. The essumption that the cipher had
been compromised would not explain this gituation. People slowly began
to reaslize thet the Germe=n submarines were no longer invisible but that
their locaticns and movements were cobserved by the enemy, even when they
were submerged. Again the U-boat packs were ordered to teake new positions;
bardly hed this been done when the convoy for the third time was instructed
to change course, and again the location of the U-boats was given precisely.
This happened a fourth time before the two cpponents finally met in what
proved a costly attack for the submarines.

There were other similer cases, in fact Neumfinster intercepted
messages giving precisely the location cf German submerines at sea;
e.g. : 10 subs in that area, 20 in this, 15 in a third, 3 returning
heme, seven just putting out into the Atlantic, etc. Now the Germans
reelized that the submarines were no longer invisible and soon had to
realize that submarine warfare as hitherto conducted would no longer be
successful.

ERITISE RADIO AGENTS IN FRANCE
1939 to 1253

In the summer of 1939, before the war began, the British intelligence
gservice started to set up & special radio petwork in the west. This did
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not expend greatly, even in the first half of 1940, and the German advance
soon left it behind. It then began working in & .new way, undisturbed by
German countermeasures. The latter half of 1940 was used to expend this
network on the basis of past experience with the aid of newly developed
smell short-wave transmitters.

When the Germen radio defense got on the track of this traffic late
in the year there were elready twenty egent stetions. The control station
was in Englend near Bristol. Almost all the operators were French, Belgian,
or Dutch. They worked separately and their only contact with one another
was through go-betweens. Traffic was only slightly disguised. In general
the agents felt sure their transmitters could not be located. They were
staetioned in both occupied and unoccupied France, in Belgium, and in
Holland. In March 1941 there were 25 stations; new ones were added
constantly. This network now became the chief target of the radio defense.
In October 1941 there were 56 stations, some of them outside of France,
because this set-up had begun to expand over all Europe.

Spain soon becems the door for agents of every sort. Consequently,
despite the watchfulness of the Spanish police, vaerious control stations
were set up (e.g., Madrid, Barcelons, and Cartagene) which corresponded
with France. In November 1941 and in March 1942 radio defense succeeded
in meking its first major breaks into the net of the English agents in
Frence., A number were picked up with their sets, in some cases with full
documentary meteriel. This led to the arrest of four additional agents.
As & result agent activity shifted during the summer of 1942 more and more
to unoccupied France. Information was brought from the occupied areas.

To combat this, the Germans decided to underteke raids in conjunction with
French police in unoccupied France., This "Operation Donar" wes pulled off
on 21 September. Everything depended upon the loyel cooperation of the
French police who bad to make the arrests end screen the materiel. In

the course of three months 12 transmitters were picked up, thus disclosing
the organizetions back of them. Now the Germans were able to proceed

on their own initiative and matters were speeded up.

The close connection between the British Agents in France and the
preparations for the invasion became apparent, when traffic increased
noticeably from 16 to 20 August before the landing at Dieppe. Soon after
that the traffic of severazl English transmitters in France showed that
there were two organizetions in Frence preparing for an Allied invasion
end meintaining close contact with the French resistance movement "Armee
Secrete.” The Chief of Rayon I of this secret army was apprehended on
Lyon. At the same time plans for the landing of airplanes fell into
German hands.

Repeated Germen defeats in the East and in Africa, the American
lending in Algiers, and the decreased effectiveness of the German sub-
marines in 1943 convinced the population of the occupied areas in the
west more end more thet the invasion end their liberation were at hand.
People daily became more willing to aid Allied intelligence and to join
resistance movements. Those Frenchmen who had been inclined to work
with Germeny withdrew, especially as they had to fear vengence from their
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" compatriots. Werk for Germeny was sabotaged and the labor supply was re-
iuced as young people disappeared into Maquis camps. The FFI (Forces
eapcaises de l'interieur) and the sabotage groups of the KFF (Comrmnist
Party of France) were strengthened. In some sections single vehicles of
the radio defense could no longer travel the roads. Collaboration with the
French police also ceased and the police sided more and more with the under=-
ground.

At the same time Allied influence increased, more arms and supplies
were dropped, and the espionage orgsunizaticns, now supported by the
popuiation, expanded. ATthough all France had been occupied since
liovember 1042, the number of spies and saboteurs, controlled partly by
the English and partly by De Gaulle, had become enormous. The SOE (Secret
foerations Executive), a subdivision of Military Intelligence headed by
Generzl Cubbins, handled supplies.

In June 1943 the Germans dealt British intelligence in France a heavy
blow. A surprise raid revealed the whole Paris set-up and resulted in the
seizure of 11 stations. At one place all the documents for the operation
of Paris staticns were found, along with unkmown plems. All told, Lo
complicated radio plans fell into German hands. Close range directicn
£inding had already revealed a large number of shiftipng transmitter instal-
lation in the Paris area which made German counter meesures ineffective.
Astuslly, messages were sent by a mumber of transmitters operating in &
variable secuence. The center sent cut the operators daily with their
messages, plsns, and crystals ©o work with the appointed transmitiers.

The so-called "Vichy-wave" caused the Germans much trouble. Various
1inks had been observed on wave lengths normally used by Vichy. Tae
character of tae traffic showed, however, that this could be only agent
work erd after much effcrt the Germmns succeeded in July 1543 in breaking
into the centrel office of & number of French resistance groups in Paris.
Many of the groups were LnOW picked up. Thirteen transmitiers were seized
and operztors, sgents, and oumerocus leading personalities of the resist-
ance movement were arrested. At about the same time deciphered messages
revesled mueh of the activity of the groups known collectively as
"Mouvements Unis." It was also possible tc penetrate "Ceux de la
liperation” operating in the North. The compositlon of the groups
eround Lycn was recognized and & number of leaders arrested, including
General Delestraint (alias Vidal) and Prefect Moullin (cover name ax”).
This was & herd blcw to the movement in that area. In August 1%k3 a
depot was seized in Paris which ylelded a tumber of radio sets, including
two ultra=-shcrt wave sets.

Shortly thereafter, the Germsns in Marseilles uncovered an orgsn-
ization associsted with the Deuxieme Bureau and disguised as "Service
Redio Electrique de Securite Territoire.” It had been forbidden by the
Germen military commender but reestablished in secret as a military
establishment. It hed 40 stations with over 300 trained operators. It
alsc had a oumber of trucks and plenty of money.

A few weeks later the Germezns siruck at the organizatica of Colonel
Faye, arresting him and several others. This elixinated one of t
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outstanding agents of the Franco-British intelligence service. BHe and his
station had been pursued all over France but had hitherto avoided arrest.

The frequent reids, followed often by the escape of egents after they
had been interrogated, called for extensive security measures. Aside from
frequent change of location and the use of watchers during the second half
of 1943 there was an embitious change in the handling of traffic, which
aimed to make the monitoring and fixing of stations more difficult. Some=-
times two stations worked with the seme system and the same traffic plan.
Spare instruments and operators, sometimes spare organizations, were held
in readiness so that even after extensive raids service was resumed after
& brief time. An instance in point was the breaking up of Colonel Faye's
orgenization in 1943 which was replaced & month later by the organization
"Alliance" headed by & certain "Bernmard."

The Germans had one unususl experience with the "Allience"”. The
head was & French count with the cover name “"Bernmard" and his secretary
was the daughter of a French colonel, whom we will call Miss M. ©She was
& woman of unusual intelligence, energy end - beauty. When the count
was errested, Miss M immediately took over and built up the organization
anew. Later she went to England and served as contact for this movement.

One day she reappeared in Marseilles and was picked up in a raid. At
first she could not be identified. She was placed in the custody of the.
pevel unit in Marseilles for the night. The man who was to guerd her, :
quickly took & liking to the pretty woman and thought to spend & pleasant )
night. However, he was & cautious fellow and locked up all the lady's
clothing in & closet in the next room, to guard against unpleasant
surprises.

Mesnwhile the German officials had been studying photographs and
learned to their surprise that they had made a good catch. In the morning,
when they came to the naval unit to take the woman eway, they found the
guerd fast esleep. Miss M. had disappeared stark naked and was not seen
again.

The activity of the resistance movement in France began to unfold
vigorously in the summer of 1543. In August there were some 20 different
organizations and the radio traffic was correspondingly lively. Although
these orgenizations differed greatly and sometlmes were politically ant-
egonistic tc one another, there was in England an overriding organization,
the BCRA (Bureau Centrsl de Renseignment et d'Action), which guided their
efforts and provided them with material and money. This supply service
employed several parachute organizations of which the BOA and BAP were the
most importent. They saw to it that the materials dropped were properly
distributed. France was divided into & north end & south Zone. The BOA
(Bureau des operations aeriennes) operated in the north, brin?ﬂ.ng supplies
from England. The SAP (Service d'atterrisage et parachuttage) supplied
the South Zone from North Africa. Few of the cryptographic systems were
broken. In November 1943 the Germans scored a great success. By raiding
s single station in Paris they got enough information regarding the
" dsison Terrestre, Aerienne, Maritime, Radio" to pick up 65 personsuand -
3k radio sets by carrying on & series of radio deceptions.
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TEE ERITISH RADIO AGENTS IN BELGIUM

During the entire year 1940 not & single agent transmitter was picked
up in Belgium although the Germens had evidence that a number were working
in this area. Not until February 1941 could they make two successful raids
but even then secured little valuable information. The first really good
cetch was in May 194l, when & transmitter was fixed in the ficinity of
Brussels. The location was finally narrowed down to & row of houses which
were searched until the instrument was finally discovered hidden under
coal in a cellar. The arrested agent, named Martiny, had been dropped in
Belgium on 13 October 1940 with two transmitters. One transmitter was
secured in a raid in February 1941 but Martiny escaped with the second.
When he was captured, he had abundant material which gave a good plcture
of his espionage ectivity which included important military reports to
Zngland.

Sometimes droll incidents occurred in connection with raids. Onece,
when after mmch effort the house in which there must be & station had been
spotted and the police were just about to enter two men emerged. When
they were stopped, one of them showed an identificetlion paper issued by
the German General M, top signal officer in Belgium. They let the fellow
go and did not learn until the next day that he was working for both

- sides, so to speak. As s precautionary measure, he had entered the

employ of the signal officer and received the identification papers while
on the side, he was spylng and using redic sets to transmlit his reports
to England. When they tried to find him again he had disappeared.

One peculiarity of the radio agent work in Belgium was that it was
not limited to Belgisn territory but almost always reached over into France
or Holland cr Luxembourg. The number of "Kappelen" was extremely large,
since the British, Russians, French, Belgians, Dutch, and Foles all used
this country as a base of operations. The "Rote Kapelle"” case has been
reported at length elsewhere; here a few other cases will be mentioned.

“Lagerkapelle.". A raid on the station in January 1944 yielded in-
formation on the connections between variocus Belgian espionage services
end their relations to French groups and the "Service Luxembourg."

"Patriarchenkapelle.” This was related to the "Lagerkapelle." It
worked chiefly in Luxembourg but had connections with three German groups
in the Eifel, Eunsrick, and Sasr areas. The Germans made a mumber of
raids and arrests.

"Depot-Kapelle."” Cereful D/F-ing and a surprise raid in Brussels
by radio defense in May 1944 afforded the first information regarding
the "Belgian Secret Army."

In Belgium as in France the activity of radio agents increased and
reached its peak just before the invasion. All movements cf troops and
supplies, every depot, in fact every headquarters down to company level,
ras repcrted to England.
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The raids in Belgium afforded considerable insight into the orgenization
of the British esgent system. Control was exercised by the "Special Operations
Executive" (SOE) which was set up for the duration within the "Mi1i tary
Intelligence Service." There were sections for the following countries:
France, Belgium, Holland, Denmark, Norway, Greece, Yugoslavie, Czechoslovakis,
Poland, Hungary, Spein, and Germeny. “The Military Intelligence Service"
and the SOE made the necessary preparations for undertakings in other
countries by procuring the necessary information and equipping non-English
military auxiliary forces with egents, money, arms, and eguipment.

In Belgium, which was divided into 5 zones, the SOE made use of the
so-called "Belgian Secret Army" which was made up chiefly of members of
the former Belgien Army led by Belgien officers. At the top were the
heedquerters in Brussels, to which the zones were subordinates; the zones
comprised individual fighting groups.

AMERICAN RADIO AGENTS IN FRANCE

The United States even before the beginning of World War Il had a
central intercept station for monitoring illicit radio links. It belonged
to the so=-called Radio Intelligence Dividion (R.I.D.) and had first class
equipment. According to its own statements the R.I.D. had discovered by
the end of 194k nearly 9,000 illicit transmitters in the U.S.A. and had
jdentified more than 200 transmitters of Axis agents in South America.
Quite & respectable number - if correct! Because the Axis Powers during
World War II did not have anywhere near 200 agent stations in America.

After Americen forces appeared, American radio agents were employed
in much the same fashion as the English agents. By the end of 1943 the
American intelligence service had spread out, in Spain especially, and thus
was able to draw information from France by various routes. Down to
November 1943 only an English radio agent service had been observed in
Western Europe but now an American service appeared which was supplied from
Spain. Late in 1943 the Americans had an organization extending from the
Spenish frontier to Nice, It was manned by American officers and its
duties were to ascertain troop movements, support points, mine fields, etc.
Its stetions at that time were in Lyon, Valence, Montelemar, Marseilles,
Toulon, Chambery, Nerbonne, on Corsica and in other places.

During the first six months of 1944 the American agent network was
expended to 42 links. The control stetion was in Algiers. It made use
of arrangements of the former French 2me Bureau controlled by General
Rivet or Major Paillole and Major lejeune, while Major Lafont, elias
Verneuil, occupied the leading position in southern France. American
officers were gradually introduced into the organization and after the
removel of Genersl Girsud & network was organized along the lines of the
BCRA (Bureau Centrel of Renseignements et d'Action) and officers were
detailed from London. Supply by parachute was chiefly from Alglers.
(Begimning in June 194k the 2me Bureau and the "Securite militaire" were
combined in Algiers and the "Securite militaire Algiers" henceforth
controlled the employment of radio agents in German territory - especially
in Austris - using German prisoners of war by preference).
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The American organization which trained agents was the 0.8.8. (0ffice
of Strategic Services) which was set up like the Secret Service in England.
The he2d wes General Donovan. The eantire American secret service for North
Africa, the Near East and Europe was directed from Algiers. The 0.S.S. had
a school in Naples training men to set up illegal crganizations in hostile
territory and esnother school in Brindisi training radio operators. Itallan
of ficars were used here. <Camouflage apd security measurss wers in general
1ike those of the English but sometimes procedure: was adapted to that of
American armed forces in attempt to decelve the Garman intercept service.
Just bafore the invosion the various groups of agents were combined more
end more and single agents were attached %o existing organizations. They
3id valusbla work in prepering for the invasion. Beginning in June 1oLL
monitoring of thase stations in southern France was largely neglected by
{he Germans, since most of the intercept units were assigned higher priority
missions in portherrn Franes. Coatact with the traffic was lost and this was
one of the reasons for the German catastrophe two months later in southern
France.

THE NORTE POLE CASE*

The episcde about to be recounted had nothing to do with the geographic
or magnetic North Pole. The scene was remote from both and lay in the
Netherlands. But German officials had the hebit of giving a cover name
to every "case" and that frosty designation was selected for tais particular
a®fair, Just how they hit on North Pole T do not know since in reality the
term "equator" would have fitted better, inasmch as those concerned got
pretty warm. EHowever that may be, "North Pole" was the name given and 1s
+herefore the title of this chapter.

In the spring of 1941 the British began building up an espicnage organ-
szation in Holland which was then occupied by the Germans. Tae Government
in Exile handled the matter under British guidance; the practical execution
lay with the organization "Inlichtingendienst.” This was the official
information bursau of the Dutch Government, comparable in a way to the
English "Secret Service."

During the summer of 1941 the German intercept service spotted two
agent transmitters in Dutch territcry which communicated with & control
station in England. ’

At that time the Germans knew little about aay Dutch espionage serv-
ice but the German Security Police had recently apprehended an agent by
the name of Tuin who was said to have a trensmitter. After an aufo
accident, Tuin bad been placed in a nospital in Amersfoort, from which he

* The Washington STAR for 4 Feb. 1953 (Page A8) bas a notice of & bock

recently published in London: "Iondon Calling the North Pole" by E. J.
Giskes, ostensibly the chief of the German counterintelligence unit
involved. (Ed.) :
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was sbducted one dzy. Since the doctor had found that in addition to
injuries sustained in the accident Tuln had a serious kidney trouble and
must be operated on at once, the Germans assumed that he had been done
awey with by his own espionags organization in order to leave no trace.

The “two transmitters, which had besen spotted and which because of
their characteristics seemed to belong to one and the same organization,
were to be picked up simultancously, 1f possible, The raid on the trans-
mitter in the Hague misfired due to poor organization; the locel German
counterintelligence office was anxious to make the raid itself and the
D/F platoon used to pine-point the transmitter was expressly forbidden by
the counterintelligence people to make an arrest; consequently the leader
of the D/F platoon had to stand idly by while the radio agent and his
assistants escaped from the house.

After this incident the second transmitter was seized by representa-
tives of radioc defense two deys later in Bilthoven near Utrecht. That
wes 31 August 1941. Along with the operator the Germans apprehended an
important agent and found & suitcase with some 800 individual reports
ready for delivery to England.

This immedistely revealed the extent of the espionage organization
in Holland, which had ramifications reaching deep into German territory.
There were clues to existing and projected transmitters and from scraps
of paper it was possible to recognize the cipher system employed. More-
over, in the library of the house the key books used for enciphering
the me=ssages were discovered.

The operator obstinately refused to talk and the Germans were un-
able for the moment to make complete use of the material. Various harme
less looking notes, letters, travel expense accounts, etc., yielded
important clues to cover-names and residences of other agents. This
permitted the Germans to interrogate in one night more than 20 persons
end to arrest 12 of them. This meant a swift and significant break-up
of the organization.

After the other agents, who had momenterily gone underground, were
arrested, plans for an internmal Dutch radio service were discovered and
steps were taken to prevent Philipps engineers from setting up trans-
mitters. In this connection the man who had abducted Tuin was discovered
among the agents arrested. Tuin had been placed in e small sanatorium
in Bilthoven. The sanatorium was searched by the German Security Police
without success; Tuin had dressed as & sister and, thus disguised, remain-
ed another 18 monthe in the same sanatorium before being arrested again
in the breaking up of & Dutch-Belgian organization.

The breaking up of the Dutch intelligence service after the selzure
of the Bilthoven transmitter enabled the German signal intelligence
service to establish itself successfully. It was decided to carry on
& deceptive game with the captured transmitter.

The first transmitter seized could not be used because the keys

could not be solved promptly. The transmitters picked up in the fol-
lowing raids could be used st once and eventually &ll the intelligente
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and sabotage work of the "Inlichtingendienst” lay in the hands of the
German counter intelligence and the messages were enciphered by repre-
sentatives of the German radio defense. At times as many as 11 Dutch
trensmitters were being operated simultanecusly and all the agents
dropped by parachute or landsd by speed boats for five different rings
were picked up immediately after landing, Within a short time the
Germans picked up one after another the members of the English spy net
and also took over little by little the radio system and continued
operating it without the change being noted in Epgland.

This hed to be done very cautiously to aveoid arousing suspicion.
It was necessary to send many truthful reports to England but all sorts
of things were introduced which did not correspond to the truth. Thus
the Germans reported greater troop strength and greater quantities of
wespons than were actually aveilable, told of incoming troop units,
fortifications, etc., to make their military position in Holland appear
more secure than it was.

The British must have been delighted with the activity of their
"agenfs" during the next year and a half, for things really were
moving in Holland! The Dutch Freedom and Resistance Movement was
enthusiastically organized. There were local groups everywaere.
Members flocked in from month to month. Acts of sabotage were carried
out everywhere, buildings were blasted, cables destroyed, German
sentries were drowned in canals or otherwise disposed of. All these
were repcrted by the previously arrested agents and the reports in no
wise corresponded to the facts, because all these reports were manu-
factured at his desk by the head of this grandiose deception who had
the several radio stations send them out strictly according to plan.

All these reports were composed and transmitted in such "Genuine"
fashion that London did not become suspiciocus. That was clear from
the fact that all requests for arms, ammmnition, explosives, sabotage
material, yes, even for coffee, cocoa, chocolate, cigareties, and
cigars were promptly complied with. Everything asked for was delivered
by parachute. It was even better: visitors from Epgland were announced.
New agents, new operators, new couriers. They were Teceived promptly,
taken to the comfortable lodgings of the "Chef", where they were
entertained and were able to send their repcrts to England by radio.
Only then did the Germans reveal the true situation apd arrest the

agents.

ALl told, several hundred planes dropped several thousand toms
of arms and other material for the benefit of the Germans, and over
50 pew agents and operators were taken into custody upon arrival.

This game, which lasted fully a year and & half, pleased the
Germans gresily and many of the messages occasioned great hilarity.

The game was played faultlessly until late in the summer of 1943,
It might have gone on even longer, had it not been possible for four
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cf the captured agents to escape from the special prison in Haarlem. When
two of them reached the Bwiss frontier the deception was revealed.

Aoyhow the Germans had succeeded for two years in completely crippling
the enemy intelligence service in Holland and avoiding untold damage by
sabotage. Moreover, early organization of resistance in Holland was checked
by the prompt arrest of all those sent from Englend as leaders. In con-
sequence the resistance movement in Holland was not able to assume proportions
comparable to the development in France or Belgium.

Even before the four agents escaped, the English apparently got wind
of the matter somehow and realized that something was not in order. Without
informing the old group of agents, the British began in April 1943 to built
up an entirely new network. The Germans soon discovered this through the
appearance of new radio stations and did not wait until the English broke
off traffic but sent them one day a message thanking them for all the infor-
mation, cigars, cigarettes, and coffee, and good humoredly bade them goodby.

IN FREPARATION FOR THE INVASION

The year 194l was merked on the Western Front by the preparations for
the invasion, its execution, and the forcing of the German front back to
the frontier.

At the very beginning of the yvear English agent treffic showed increased
interest in the development of cemouflage meesures. Nevertheless, the German
radio defense succeeded again and again in breaking into agent centers and
putting out of commission numerous control stations of the different organ-
izetions. In view of the fact that more than 20 organizations were working
in France and that many of them had tens of thousands of collaborators and
adherents, it was, of course, impossible to pick up &ll of them; neverthe-
less, their activity could be crippled for & time.

It may be assumed that the Germans picked up some 10 per cent of the
agent operators in the course of a month, while in many months the numbers
of sete seized was roughly equal to the number of stations in operation.
However, it was not difficult for the enemy to replace the agents, since
they had at their disposel most of the trained operators of the navy and
aermy and of the police. And since these men were protected in their work
by the populace they were happy to be employed &t good wages in their own
line of work when unemployment was general, especially since they would
&lso be performing a2 patriotic duty.

We may lock briefly at a small selection from among the large number
of "cases" which occupied the Germans during 194k:

"Jade case.” In January 104k the Germans broke up an organization
in France which worked directly for British intelligence, It was directed
from Paris and had stations in Reims and Bordeaux. The head was &
certein Lamirasult, alias Roy. When he was arrested, keys and radiograms
vere seized, which revealed & very significant espionage activity. The
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crganization was widely ramified and had many =gents; on the side 1t also
worked for Russia.

"Cogny cese."” In February near Melun a station was raided which
belcaged to the "Cogny" organization. Decrypted messages showed that this
was a sabotage organization which operated primarily in Brittany and the
Vosges.

"Helios case."” A raid on 8 March 19%4 in Rouen had to do with a group
vorking with the R.A,F. in planning attacks on electric power plants. It
vesulted in the arrest of numerous heads of ground crews and sabotags groupg,

"Surgundy case." In a reid in Bordesux in March a number of members af
the American intelligence service were srrested. A widely ramifled orgam=
1zation was involved with headquarters in Tarbes. Records showed esplonags
missions had been assigned covering coastal fortifications in the Hendays -
Verdon area as well as harbors and airfields.

"Baltimore case." In April 1o4L some 30 persons were arrested wha
belonged to a group working in Toulouse and Bordeaux for the Inter-Alliasd
General Staff in Algiers.

"Denilo case." At the same time e ground organization for parachute
enterprises was picked up in Nemours. It distributed supplies and equip-
ment of all kinds from England to different resistance organizations.

"Raymond cese."” Immediately afterward an organization was crushed
{n southernm France which was supposed to set up a special radio net for
the imvasion and £o discover landing places for gliders and planes along
the Cote d'Azur.

"Monika case." In the same month the Germans obtained informaticam
regarding the structure and intended employment of the "Monika" organ=
ization. This group comprised Polish workers in France and Belgium whg
were to aid an Allied invasion by strikes and active measures.

"Normendy case." (French Section) When German radio defemse picked
up two agents in Montlucon on 1 May 1944, an Englishman, Major Southgate,
fell into the net. Since January 1942 he had built up in France in the
areas of Tours, Poiters, Vichy, Limoges, and Toulouse speclal itrans-
mitting groups and had organized numercus parachute deliveries of arms
and explosives. A study of the captured material enabled the Germans
to identify 62 places used for parachute drops.

™ithridate - Scrbonne case.” In May radic defense picked up an
ultra short wave station near St. Omer. An exceptionally clever and
active agent, Lt. Colonel Domnet, was arrested who had for sometime been
occupied primarily in repcrting on the German "secret weapon.” The
"Mithridate" crganization was completely smashed.

"Seraphim case.” A raid on a station in Bordesux enabled the
Germsns to gain insight into the organization of the Giraud intelligence
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service ("Nile" later "Mithridste")., This last named was taken up into the
BCRA. Arrest were made and numerous messages and keys fell into German
hands.

"Alliance case,"” In June 194k the Germans raided the command post
of the "Alliance" espionage organization in Paris and among those arrested
wes the chief of the "Region Nord." Eis statements revealed that the
"Alliance" was subordinate to the 2me Bureau of General Kinig who had taken
over the leadership of French forces in Englend after Giraud had been de-
posed.

The situation developed during the summer of 1944 in such fashion that
in July the Germans made almost & raid & day in France, but any effective
combatting of the resistance movement was out of the question.

The British intelligence service relied on some 20 organizations which
worked independently of one another and were controlled from London through
the BCRA (Bureau Central de Renseigmment et d'Aviation). Some were originale
ly Giraud organizations operating chiefly in southern France but gradually
they were joined to DeGaulle groups after Giraud had left.

The French Section, led by English officers, worked primarily in the
coastal ereas. It was supplied primarily by the B,.O.A. (Bureau des
Operstions Aerienmnes), while in the south the S.A.P. (Bervice d'Atterisage
et Parechutege) flew in supplies from Algiers. These organizations handled
the airborne landing (Lysander) and perachute supply service and worked
very c&osely with the BCRA. 500 planeloads were dumped in the average
month.

Beginning in May 194k it was noted that the so-called "Eguipes
Jedbourgh® exercised control over military preparations of the resistance
movement in Frence., These were rather smell groups of officers dropped
by perachute and their appearance was an unmistakable sign that the invasion
was impending, but those Germans in responsible positions did not heed it.

The mass appearence of new agent transmitters of Franco-British intel-
ligence in the Vosges-Grenoble-Lyon area during March 194k showed clearly
that the groups of seboteurs there were to destroy communications between
Germany end France when the invesion came. This was also Clear from :

It may be agsumed that about 30% of the material dropped was picked
up by the Germans on the basis of radio games and decrypted messages.
Generally the transmitters of the several organizations could be recogniged
by radic characteristics, so that, before & transmitter was seized, one
knew the agents for whom it worked and also which other transmitters in
the network were still active and which had already been picked up. This
facilitated interrogations, since those arrested reacted quicker to
epecific guestions and were less inclined to be evasive when they dls-
covered thaet detaile of their organization were already known.
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#rom numerous orders of the Chief of the F.F.I. (Forces Francaises de
1'Interieur). This was confirmed in full five months later,

The English, who had set up & wonderfully organized spy network in
Freoce, had in July 1544 espionage centers with radio equipment in almost
all the larger cities of the country.

These intelligence units were seconded at the time of the invasion
by airborme troops of the S.A.S. (Special Air Service) who were dropped
in partisan areas behind the German front. They were to carry out certain
sabotage missions, relying on members cf the F.F.I. who were familiar with
the country. They contributed materially to getting the F.F.l. into real
activity and to harrassing German rear communications and confusing re-
treating columms,

THE SILENT NET OF THE U.C.R.

In preparation for the invasion the British intelligence began late
in 1643 to set up & brand new radio organization. Using existing
resistance groups with their operators and instruments, pew radio net-
works were projected along the coast and in several lines parallel %o it
et distances of about 100 km. Bach of these U.C.R. (Unites de Combat et
de Renseignement) was an independent military intelligence center whose
chief was the local leader of the resistance organization with the great-
est strength in the particular area. The members of all other resistance
organizations in the district were directly subordinate to him and sent
their repcrts to this U.C.R.

The purpcse of the U.C.R. was to provide, under the direction of
its chief, direct commection with the staff of the Allies whepever Allied
operations on French scil should begin and also to asswre transmiss;on
of all information gathered by agents of "fighting France." Beglaning
on the critical day the chief was respousible for all military intelligence
commnications in his ares.

The personnel at his disposal included intelligence agents and scouts,
likewise one or two operators with instruments, and men to guerd commni-
cations. He alsoc had & certain number of concealed quarters with secure
addresses and "letter drops". Special schedules were assigned to the
transmitters, which were not to function until the critical day. Till
then the net was to maintain absclute radio silence and the cryptagraphic
system was not to be employed.

The command expected the U.C.R. to report as quickly and precisely
as possible on enemy movements in its sector. It was not to take part
in combat. Members were strictly forbidden to shoot unless in self
defense or to escape capture.

The chiefs of the U.C.R. were instructed to transmit as promptly as
possible precise information regarding the strength and movements of the
enemy in adjacent territories. This included assemblies and movements
of troops and air units, the construction of fortified positioms, the
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location of mine fields, munition depots, hospital stations, ete.

In June 194k the Germans obteined by accident the keys for the
"silent net of the U.C.R." along with the authenticators of six agents.
This would have meant & wonderful opportunity if the organization had
been functioning like all the rest, but instead it was silent.

Whereas in the case of all the other agent links the German were
dealing with en opponent whom they could hear, observe, locate and
eliminate, here they faced & foe who was not merely invisible but in-
audible eand intangible, & foe who, in a sense, didn't exist at all, who
put in an appearance only when 1t wag too late to combat him effectively.
The Germans knew the generel eree in which he was located but they did
not know & single transmitter location, & single go-between, a single
letter-drop. They stood before an impenetrable wall of mist and all
they knew was that behind it, slowly but purposefully, preparations
were going on which would mean the turning point on the western front.

THE INVASION

If ever a military underteking was prepared for down to the least
detail, then it was the Allied invasion in the night from the 5th to the
6th of June 19k,

We have slreasdy shown how British intelligence was informed of all
details it needed to know regarding the situation in France. The work
of the various French resistance orgenizations made it probable that,
insofer es the German forces were concerned, all France resembled & bog
which geve wey wherever one might step.

Sabotage had so damaged communication lines that they could not be
depended on. Even before the invasion started, defense of the occupied
areas in the West had been so shaken and undermined that - in spite of
the Atlantic Well - only a few powerful thrusts were necessary to cause
the entire structure to collapse. Shortly after the invasion of
Northern France started, the English and Americans employed speclel
groups (Equipes) consisting of two men with an ultre short wave tele-
phone set and shortwave radio for telegraphic communications. These
groups worked under the direction of the BCRA, were meant for purely
military reconneissance in connection with operations of German troops,
and were especially interested in German retealiatory weapons. Working
far in advence of the inveders, each group recruited some 10 local
informers, screened their reports, and radioed condensed versions.

The ultre short wave traffic of British intelligence increased
rapidly with the beginning of the invasion. The German intercept
organization was nowhere near adequate for interception of this traffic;
in some instences interception was not technically possible, in other
cases the service was swamped. Since it was impossible, to cover all
traffic systematically, it was necessary to concentrate on certain links
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which appesred important - & pitiful sclution in view of the tremendous
opportunity..

When one station was raided in July 1944, important information on
the V1 was found. It enabled the British to attack many depots and
launching sites effectively.

In August of the same year ultra shortwave messages showed that very
important reports on the V1 and on military operations were going to
England.

For almost two months it looked as though the invasion were making
no progress. The Germans bad not succeeded in driving the invaders into
the sea, but a stabilized front had been formed which seemed to defy
every attack. Until the breakthrough near Avranches which lifted the
German west wing off its hinges! Just as the Russian offensive came to
a helt, the front in the West began to move. The German west wing was
penetrated on 3 August; on 7 August the Americans advanced via Mayenne
and were 200 kilometers from Peris. They had taken Laval and Chatesu |
Gontier and had slso occupied Vanna in Brittany. They reached the coast
on both. sides of St. Nazaire and thus cut off Brittany. OSince the landing,
85,000 German troops had been captured. 0f 35 German divisions, 13 had
been destroyed.

In Germeny & blocdy purge was raging which had btegun on 20 July.
tler sclemnly received the newly appointed NS sommanders and Himmler
issued an ordsr of the day on the creation of "the Naticnal Socialist
Peoples Army of the Fuhrer and his Reich", while Goebbels proclaimed
"far reaching measures" and release of vasi reserves of power.

In the German armed forses the "Germen greeting” was introduced in
place of the military salute.

SAS TROCPS IN TEE WEST

When the invasion began, it was observed that the British Breadcast
station in Daventry introduced a new special service. Before or after
the entertainment program, scmetimes even in the midst of it the speaker
called seversl times: "Helloc Pierre!" or "Hello Lulul" etc. end then
gave enciphered or disguised instructlions.

As soon as the invasion started, the English dropped so=-called
SAS units behind the German lines., These wers two military units of
about regimental strength, of which one comprised two groups with the
call pames "Pierre” and "Sabu" while the second had three groups
"Jeannette"”, "Jojo" and "Lulu”. Each of these groups corresponded
roughly to 2 battalion. These were sabotage units. Groups "Pierre”,
"Jeannmette" and Lulu" received their instructions in French, while
the others got their in English. Orders apd information for all SAS
units went under the name "Romo"; those for all "Lulu" units were seat
with that pame, etc. Enciphered messages on the other hand were addressed
directly te the individual unit.
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The organization was very rigid and the work intense. It caused the
Germans much trouble and emong other things hopelesely crippled the French
telephone end teleprinter lines upon which the German commend relied. All
that was left was the radio and we heve already seen how dangerous that
can be.

After the Allied advance had overtaken the first SAS regiment, which
was employed primarily in Brittany and Normandy, it took little part in
further operations. Its main body was withdrawn from the front beginning
in September 194k,

The second SAS regiment was not employed to any great extent until
late August. As the Allies epproached the German frontier its employment
increased. Its mein body was dropped in the Vosges, chiefly in the forest
of Senones, north of St. Die. This was the aree where the Allies made &
surprise thrust & few weeks later which overran the area between Nancy
and Strassburg in four days and resulted in the capture of Strassburg on
23 November. Here zgain the SAS units had solved their problems
brilliantly.

ENGLISE RADIO AGENTS IN ITALY

Imnediately after the defection of the Badoglic Government, British
intelligence took over &ll Italian commend agencies, in particular the
BIM (Servicio Informezione Militari) and used them to set up its own
agent radio service in Itely. From then on this serviee played a
considerable role. :

The SIM was absclutely & British service and its chief task was to
provide British intelligence with agents. The central office was set
up in Brindisi with Colonel Massaioli in cherge. Agents were recruited
smong officers, in work battelions, and in prisoner camps. OSome were
Itelians who had been drafted for the Canadian Army and were now sent
to Italy for employment as &agents.

When recruiting, the SIM did not reveal the character of the work;
some persons were not recruited but were selected and detailed to British
intelligence which then treined them is schools for agents and finally
delivered them behind the German lines, either by parachute or by
submarine. Their radio control station was in Bari.

At first the Germans were able to hinder the development of the
hostile radio agent service. Even in the early months of 1944 when the
British employed more and more asgents, most of them were arrested or
remained quiescent since many simply went home to their families.

Beginning in April 194k, however, there was a marked increase in
egent traffic since British intelligence tried to make up by quantity
for what was lacking in the quality of the agents. Following & raid on
e station in Rome late in April, captured documents and interrogations
disclosed that an organization was involved which worked mostly with
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the illegal parties (known collectively as the "liberation committee")
which had aceess to material in the highest Germen military offices. The
Germans gained valuable information in this case by playing a radio game
and were able to learn the structure of the liberation committee and
prove its collaboration with Allied intelligence.

Te organization "Otto" wes dealt a serious blow in Genoa in April
19k, Its function was centralized supply and military leadership of
partisans in Piedmont and Liguria. Several groups of radio agents were
picked up along with & mass of radiograms, many of which were later
deciphered. These gave & terrifying picture of the true ~aituation in
Italy. A control station, which issued espionage assignments, was located
in Bari end commnicated with fully = dozen stations in those parts of
Italy occupied by the Germsns. There was a second control staticn in
Tarentum which commnicated with partisans in upper Italy.

Early in July an esgent station was picked up by the Germans near
Pisa which had been an important link cf thne partisan organization in
Tuscany. The purpose cf the group was:

1. To combine resistance forces into partisan groups.

2, To select dropping points and regulate supplies of all
kxinds.

3., To trensmit military reports.

L. To pass esgents and important documents to Allied
" headguarters.

In time Bari became arn important Jjunction point for all sorts of
iptelligence services. The Russians set up a radio station, as did
the Poles; the tier communiceted from here with 21 stations in German
occupied Poland.

British intelligence was not able at #irst to set up any sizeable
organization in northern Italy because many agents wers arrested upon
arrival.

On the other hand, the Germens were able tc use the documents
found on agents to carry on several deceptive games with the control
station in Beri. 3But in spite of all the German successes the number
of agent transmitters in northern Italy increased to 42 in July and
63 in August. This was largely due to the fact that the agents operated
in territory held by partisans where raids could be carried out only by
large detachments.

Early in 1945 the radio agents were told %o attach themselves to
the political organizaticns and partisan formetions Ifrom which tkey
were to gather military informetion and to spy out wortowhile targets
for air ettacks. They were also to report on the situation and
strength-of partisan groups and arrange for supply by parachute. More-
over agents slipped across the northern boundary and a regular courler
service between Italy and Switzerland was established.
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AMERICAN RADIO AGENTS IN ITALY

Americen intelligence, directed by 0SS (Office of Strategic Services),
set up the ORI (Organizatione Resistenza Italie) and recruited radio a-
gents. To facilitate the work, most of those employed in the 0SS were
Italian Americans. Redio communieation was directed by the control station
in Naples. The agents were generally trained in American uniform and put
in civilian clothing only when they were sent out.

Although there was some colleboration between the English end
American services, it was apparent that both followed the same goel but
thought to reach it in & different fashion.

In May 1944 the Germans succeeded in picking up an American station
in Milan after an exchange of fire with the agents. When the materiel and
traffic had been sifted, it was clear that this group was part of an organ-
ization extending &all over northern Italy and down to Rome.

By following up the clues obtained, the Germans eliminated & large
number of persons charged with important espionage missions. The Germans
discovered -the regular communication routes used and prevented very
important material from slipping through: e.g., a report by Marshal
Graziani to Goring on the newly created Italian army and its new positions,
together with a complete reconnsissance report oo the German line of
defexjuae from the Adriatic to the Tyrrhenien Sea (the so-celled Gothic
Line).

In September the Germans picked up znother American group near Genoa.
This raid proved the most profitable of ell those made in Italy. The
principel agent had exercised control over all the groups and single
agents of the intelligence service of the American Fifth Army. He was
also concerned with the crganization of the resistance movement, with
sabotage (as far north as the Brenner Pess), and with the recruiting of
agents. As & direct result of this raid five other groups were picked up.

The control station of the American radio agents was initielly in
Naples but was leter moved to Bari.

With that all the radio agent work of the Allies in the south was
united in one place =nd was directed as a unidt.

Late in 1944 two centers of English and American agents were noted:
the Milan-Genos eree (where collsboration of the Itelian Maqui with French
troops along the frontier could be noted) and Udine-Venice area., Here
agents were instructed to reconnociter highways, bridges, the width and
depth of rivers, supply etc. This was in preparation for the swift
advances of the Allies in the spring of 1945 which caused the entire
southern front to collapse. A net of radioc agents had been set up
which reached far into Austris and, as & result, anything that took place
behind the German front no longer remained a secret.
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ACOLDBATH,ACRAMPIN'EEECALF,ARDOTEERNOMORTEIMAITERS

What person who knows life will deny that one of the most beautiful
components of which a woman is put together is a pair of shapely legs?
And who will meintain that a bath in a bathtub with water Just a little
above the freezing point is something everyone desires?

I once saw a photograph of G. B. Shaw taken just as he was bathing in
a frozen pond through a hole cut in the ice. I saw the picture 15 years
ago but when I think of it even today I get goose flesh and am grateful
to the engineers who invented the water heater for bathrooms.

And what does all this have to do with "War Secrets in the Bither"? -
A great deal! '

In my youth I had & teacher who often asserted that the Middle Ages
with their applied cruelty were gone forever. I eam glad he died long
before World Wer II, otherwise he would have had to admit that his theory
was the grestest mistake of his life and in the philosophy of the 19th
century.

But ymi still inguire what comnection there is Dbetween "War Secrets
i{n the Ether" and my philosophical remarks. Pardon the digression, my
deer reader, I will tell you.

We have already spoken seversl times of the fact that agents or thelr
operators were arrested by the German police and that some of them made
statements which afforded considerable information. Thus far, however, we
have said nothing about the wey in which such people were induced to talk.
For it is cleer that as a rule they were not at all inclined to glve
information regarding their organization and to betray their own cause.

On the other hand, the whole system of agents constituted for German
intelligence such a serious danger that one tried by all available means
to get these men and women to talk.

_The orgens of the German Secvrify Service (s.D.) = corresponding to
{ts nature - nad a very simple recipe. Those arrested were cruelly mis-
treated. The result was generslly very slight. The abused person roared
with pain and then grew silent. Or e fainted. ter this treatment
most of these men were so embittered and fanatical that they would have
preferred to be executed rather than say a single word. The agents of
the armed forces had in such ceses & hore humane” method of interrogation.
Essentially there were only two methods, but they were quite effective.
One was used principally with women, and the other with men. Ia the case
of women they applied to each calf a clamp with 2 fairly wide surface
which could be tightenmed by means of & screw. The result after a short
time was & cramp in the calf which could be endured for & few minutes,
perhaps, but not for long; it became torture and - especially in the
case of women who were concerned with the beauty of their legs and did
not care to get varicose veins - quickly opened the mouth. If the
clamp was removed, the cramp soon let up and the leg showed no trace
of abuse. In the process not even the sheerest silk hose would be
damaged.
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Equally "considerate" wes the method employed with men. The delin-
quent was stripped, bound hand and foot, perched on the edge of & bathtub
filled with ice cold water. With the open hand, water was splashed on
the man's back. The effect was like that of an electric shock. If this
didn't suffice, the man was lald or seated in the tub and that had a more
powerful effect. However, it did not always suffice to break the person's
resistance. In such cases the man was immersed and held under water until
his tongue was loosened and he was ready to talk, Frequently brief
electric currents were sent through the water to stimulate the bather.

Many of those arrested tried to commit suicide in the tub by throwing
themselves into the water and viclently swallowlng &nd breathing water.
They were then fished out promptly and none of these "guests" ever made
e second such attempt et suicide.

The "cold bath" slmost alweys worked and, like the cold bath had the
advantage of leaving no marks. Along with the cold bath and the cramp in
the calf there was another - and indeed more humane - way to get the
desired statements from the apprehended agent. He was put in & sort of
trance by & narcotic and specific gquestions were put to him again and
egein., This recipe did not always work but it did in many cases.

It is well known that people are not exactly gentle in the Balkans
when they get an enemy in their power. German close-range detachments who
had to raid asgent stations often got into difficult situations. And woe
to those who fell into the hands of the partisans. It happened more than
once and then there were tortures such as the German Gestapo never dreamed
of.

A favorite method was "lighting up the socles". They suspended the
prisoner by his hands with his paked feet some 30 cm above the ground.
They then placed burning candles beneath them and patiently walted for
the results. By fettering the legs one could prevent the tormented
victim from pulling them up away from the heat.

There were other methods of bloodless torture but I do not wish to

enumerate them here. The human race is bad enough; I do not wish to
teach it any more evil tricks.

ENGLISE AND RUSSIAN RADIO AGENTS IN NORWAY

Norway had been occupied in May 1940. The Government, with King
Haskon at its head, had gone to England. The Btorting in its final
session bad decided thet 1if an independent government within the country
were not possible, it should go outside the country for the time being.

Thus the cabinet with Prime Minister Nygaardsveld contlinued to be
the legitimate government of the country. It issued ardent appeals to
the people for passive resistance. Dally broadcasts in the Norwegien
language gave the people all they needed to know. The armed conflict was
at an end. The spiritual conflict was beginning. And the man who bhad
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undertaken to represent the Norwegian people and the Norweglan state, Vidkun
Quisling, had firm ground under his feet only so long as he was under the
protection of German arms. Beyond the range of German guns he had no power
end his pame had becoms throughout the civilized world e symbol of treason
and = term of opprobrium.

As early as February 1541 some agent transmitters appeared in Rorway,
which obviously belonged to the British intelligence net. It could scon
be recognized that British intelligence was proceeding here as in France
to build up an agent metwork, utilizing the Norwegian resistance movement.
Thanks to the geographic peculiarity of the country, these agents found
ideal protection in the mountainous regions which were difficult of access.

During the year 194l this agent network spread over the whole counixy
so that 2ritish intelligence could get reports from all perts of Norway.
Among other things there was developed an crganization called "Scorpion”
for reporting on shipping. It was directed from Drontheim by ship's
engineer Rolf Lystadt and shipyard director Groen. Reporting units were
set up slong the entire coast of Norway; they observed ship movemsnts and
reported them to England by radio.

To safaguard the traffic one soon resorted to short traffic periods
end clever disguise, just as was done in France. Agents were cften able
to avoid arrest by frequently changing their location.

The Germens tried to locate these transmitters by long range and
short renge D/F-ing, and D/F readings taken from Storch planes,.But rarsly,
wes a raid successful, and if one did succeed a new devotee of freedom
{mmediately stepped into the gap.

In May 1944 the Germans reided an agent station on the island Onoye
where the trensmitter was located in a cave from which shipping could be
observed readily. An abudance of apparatus and Qocumentary meterial was
secured. All observations had been passed to England., It was virtually
impossible for a German ship to enter or leave a Norwegien harber or even
to sail along the Norwegian coast without & signal going to England
immediately.

By picking up an egent station in Norway in March 194k the Germans
secured informetion on the military organization cf the resistance move-
ment and of the English radio intelligence service in all Norweglan
territories. It wes directed from London by the "Defemse Commend". In
Norway there was the central control unit which issued orders to the
several districts, sectors, and areas. An extensive intelligence net
was being built up in Norway which was intended to start functioning
when military operations began or in ccunection with a possible Germsn
withdrawal.

Until Mey 1944 the number of radio agents working in Norway averaged
15, From-then on the network was expanded greatly. In June the number
of transmitters had doubled and early in September another large increass
in pumber was noted. In October there were not less than 86 stations.
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In view of the character of the terraine, the German radio defense en-
countered great difficulty in its efforts to suppress them. Not only were
the agents protected by inaccessible locations, they also had & chance to
get what they needed either by water or from Sweden with virtually no
interference.

Most of the egents were charged with watching shipping and reporting
their observations to England. However, there was an increasing number
of agents charged with preparations for sabotage end with support and
furtherance of the Norwegian resistance movement. A supply service by
parachute was orgenized which at times assumed great importance in the
area.zround and southwest of Oslo.

Lete in September 194k an agent station was picked up not far from
BYmlY and the operators, Ragwald Mack and Rolf Kjoz Hansen, were errested.
Decrypted radiograms found there contained reports on fortifications in
the Stavanger area, on troop transports, troop organization, and submarine
reports. The chief asgents, Ernst Arkildsen and Artur Bekke, succeeded in
escaping in & speed boat.

In October 194k4 the English Major Adamson was captured near Bodoe.
He was leader of e detachment of "Speciel Forces" which had been sent
in to carry on sabotage end reconnsissence. He had landed with some
15 parachutists to look up suitable see and air landing places in the
Helgeland district, to block Highway 50 - possibly by destroylng bridges
near Viskiskja and Krokstranden - and later to cut the Northern Railway.
The purpose was to interfere with Germen withdrawel.

A raid by the German redio defense in November 194k disclosed en
organization which worked across the frontier into Sweden and was concerned
with reporting on shipping and weather. (Loedinggen-Narvik case).

Lmost without exception the agent transmitters were located in the
southern helf of the country (south of Drontheim). The majority were
near the coast. From this face one could conclude that they were working
exclusively on shipping. It is true, of course, that most of them were
carefully watching the shipping eslong the coast day and night and reporting
their observetions to England and that for this reason they had to be
located in coastal areas. It is also true, however, that the concentration
of radio sgents in these areas cen be explained by the geography ol the
country and the fact that the interior is thinly populated in comparison
with coestel areas. Wherever fairly densely populated areas were to be
found in the interior, e.g., in the area of Oslo, one also noted an
increased employment of radioc agents.

In addition to this net of radio agents controlled from England there
was & similar net of Russian agent transmitters which—also handled thelr
traffic very skillfully and constently menifested e desire to mislead the
German redioc defense. The central station was in the Murmansk district
and the control stetion was in Kola.
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During the first half of 1343 it was noted egain and egain that the
Russians were very guickly and very accurately informed regarding shipping
in the nor:th of Norway since ships would hardly heave put to sea before
hostile aircraft would appear and attack them. It became clear that
Russian intelligence had planted radio sgents along the Norwegian coast
who reported currently on German sea transport to the Murman coast. The
agents were put ashore by submarines and since the distance was short,
wave lengths of 80 to 100 m with low output were used which could not be
picked up by the German monitors.

In the f2ll of 1943 the Germans succeeded in raiding several Russian
egent stations and the ensuing radio game with the Russian control station
was successful. The Germans succeeded in enticing in and probably sinking
& Russisn submarine, as well as in apprehending agents when they were
landing. Apparently the Russians did not become suspicious and the

ception went on for some time.

RADIO AGENTS IN DENMARK

English and Russian radic agents appeared in Demmark too, but were
not of great importance. The number of agents there was small and not
until October 194k was any great activity observed. In November there
were iwice as many agents active as in the month preceeding and the volume
of traffic swelled rapidly.

A raid on a Russian agent station in Copenhagen in December 1942 was
the first step in ummasking a large Danish Comlntern orgenization. A raid
in November 154k crippled a sabotage group which operated againsti the
railroads. Just when a sort of barrier of sabotage detachments and radio
agents had been set up in Alsace and in the Burgundian Gateway - a similar
phenomenon was noted in northern Denmark. Here three groups of radio
agents were noted: one in northern Jiitland, a second in easterz Jitland,
and a third near Copenhagen. The last was the most important and
exercised scme influence upon the other two; its traffic with England wes
very active. The purpose cof these groups were to reconnoiter military
objectives, to transmit messages and tc prepere and cerry out acts of |
sabotage. The speed with which things happened in the spring of 1045 aid
not give this orgeanization a chance to accomplish mach.

RADIQ AGENTS IN HOLLAND

HEolland is the only country in which the English radio agent service
had downright bad luck, simply and sclely because of the arrests in the
"North Pole Case." Not until 1943 did the English begin slowly and
gropingly to develop a new net. In August three transmitters appearesd
on the west cosst but again the Germans carried out several successful
raids. =

On 3 February 1944 the Germans picked up an agent station in
Amsterdzm. That led to & major bresk into the newly organized Dutch spy
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organization "Ordre-Dienst.” The principal agent, von Borsum-Buismen,
wes arrested. Documents seized revealed that the former radio deception
become known in November 1943 when Dourlein and Ubbink escaped to
Switzerland.

Later the Germans made further raids but did not succeed in breaking
up the new organization. A new invisible spider begen spinning its net
over the country. Before the invasion started, the work of the British
agent stations in Holland had expanded enormously. That remained true
efter the new western front had stabilized for s time, Moreover, an
absolutely new orgenization of the entire Dutch resistance movement had
resulted. The three major groups

Ordre-Dienst
Rasd van Verzet
Knock-Ploegs

now combined to form & triangle, the so-called "Delte.”

Beginning eerly in September 1944 the military forces of the Dutch
resistence movement (including those in German occupied territories) were
placed under the unified command of Prince Bernhardt, who in turn was
directly subordinste to Eisenhower. At the same time the Dutch Govern-
ment proposed to recognize the resistance organizations officially as
Dutch armed forces.

Orders were then issued to the resistance orgznizations to protect
importent public works, such as water works and electric power plants,
the docks &t Rotterdam, Amsterdam, Ymuyden, the brosdeast transmitters,
telegreph offices, end repeater stations. They were also to seize a
number of bridges end prevent the Germans from blowing them up. Mine-
fields were 2lso to be merked and advancing Allied troops were to be
aided by agents familier with the locelity who were to report in pairs
with 2 password to the signal officer of the nearest brigade.

The Government zlso tried to induce experts on harbor administra-
tion and the regulation of rivers to sgree to be smuggled to Eindhoven
by agents. One route ran via Culemborg - Piel. Later agents were
ferried across by cenoe.

0f course the Germens raided some of the agent stations but they
merely succeeded in getting & picture of the organization and work of
the "Delta" without being able to combat it effectively. Partial
success wae achieved, in particular in respect to the famous English
perachute action near Arnheim which tuwrned out disastrously. Now all
the resistence movements in the country were assigned to intelligence
work in order to procure dependesble informetion. This required time,
naturelly, and never assumed great proportions, elthough 2t times some
30 stations were working.
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Late in 1944 the transmitters working in Holland might be divided into
two groups:

1. A group with some 15 radio stations of the "Delta" triangle,
2. Another group of about 15 stations which apparently belonged
to a British organization for airborne and parachute troops.

What now ensued on the German side was a hopeless struggle, just as
hopeless as the one a year before in France.

O0f the more important "cases" on Duteh 3oil the following mey be
mentioned:

"Gerhard case."” The seizure of an agent staticn in Zaandsm in
Merch 194k dealt the "Ordre-Dienst" a sericus blew. 1L sets were seized,
along with cipher deta and operation schedules.

"Fallschirm case.” In October 1S4k the German rsdio defense seized
an agent station in Leiden which worked on ultraz-short wave and had sent to
England reports .on the use of the V1 (Vergeltungswaffe). Only pert of the
clever group of agents was apprehended.

"Rotterdam case." Ir December 154k 2 station was raided in
Rotterdam and a complete plant for the production of false identificaticn
papers with numerous rubber stamps of German military and party offices
fell into Germen hands. In this case an crganizaticn was invalved which
supplied resistance groups and sabotage unitsa.

POLISE RADIO AGENTS THRQUGHCUT TEE WORLD

Aside from their agent nets ic Foland and France, the Poles had a
great system of agent networks which covered all Europe and extended into
the Near East. It is obvious that because of its central locaticn and
neutrality Switzerland afforded favorable conditions for setting up such
a net. An organization was developed here which incressed in importance,
especially after the end of 1943. The connections of the Poles with
Switzerland were more extensive and varied than those available to the
verious French organizations. Moreover the lceal chief, Captain Choynacki,
was one of the best Polish intelligence officers. Over a transmitter in
Switzerland espionage reports were sent currently to London. Beycnd a
doubt the British "Secret Service"” is one of the best secret services in
the world. There are people who claim it is the very best and I am willing
to believe it. And even if it didn't work with poison, murder, bombing,
safe cracking, and burying pecple alive, as National Socialist propaganda
clzimed, it undoubtedly had pulled off many a clever stunt with the result
that over the ,decades the British Government has been one of the best in-
formed in the world. It was that way before Werld War Il and it was that
way during the war. HDowever, twice during World War II its work was out-
shone as the moon is by the sun. Onece by the work of the "Rote Drei”,
which has been deseribed in detail., And the second time it was again by
a group working ir Switzerland. This time it was by the work of Captain
Choynacki in collaboration with the offize of the Polish military attache
in Berne.
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In the "Rote Drei” case proof has been offered. In the Choynacki i
case I should like to omit such proofs. If I were to give all the
messages - or even the most important ones (and who can say which message
was not important?), if I tried to give all the telegrams from the Marne
to Brest-Litowsk, from the "Rote Kapelle" to "Otwock", from the North
African Theater to Stalingrad, then it would make not 2 book but 2 slze-
able library!

I hope, therefore, that the reader will believe without proof that
the "Berne case", =5 we shall call it, belongs slongside the "Rote Drei”
&s one of the most sensational cases of World Wer II. What was sent out
from here by the Polish secret service was of great, in many cases decisive
importance for the Allied conduct of the war.

The fateful thing for the Germans - just as in the "Rote Drei" case -
was the fact that the intercepted telegrams were deciphered much too late.
When they were deciphered and laid before influential persons in Germany,
it was well that the office chairs of these gentlemen were sturdily
contructed, with stout broad arms which kept them from falling from their
seats and allowed them to rest the hand lamed by terror on those broad
erms and say with resignation: "Ben Akibe lied! Such 2 thing never
happened before.”

The gentlemen were right, even though they were often wrong.

As & semple of this Berne case I should merely like to mention the i
fact that that dramatic final Germen offensive in the East, which begen :
on 4 July 1943 near Orel and showed in the very first hours that it must
inevitably fzil, had been betrayed in all details back in the spring of
1943 by this Polish group! Three months before the first shot of this
offensive was fired, every detail had been transmitted, including every
diviesion, every tenk, and every gun! All this znd much, much more!

The content of decrypted Polish telegrams revealed two things:

1. Thet the man who supplied the information was undoubtedly
in Hitler's immediate vicinity;

2. That the content of foreign diplomatic and military messages
dscrypted by the German cryptanalytic service was known to
that m=n.

The German Chief Signal Officer, Fellgiebel, Chief of the entire
German Intercept Service and Signel Service (who was hanged by order of
Hitler for perticipation in the comspirancy of 20 July 194k), then
igsued orders thet decrypted foreign messages should be shown to only 2
limited number of perscns. This number was cut down more and more. The
Chief of German counterintelligence, Admiral Cenaris, personally conducted
en investigation for the purpose of discovering the mysterious source of
this Polish information. All in vain! The riddle remained unsclved!
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In June 1643 the transmitters of the Polish agents were distributed
as follows:

Epgland
Francs
Switzerland
Italy
Poland
HEungary
Romania
Turkey
Irag
Egypt
Iran
Palestine
Algeris

[
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The Polish agents in Rommnia pulled & hct one in 1543, Two Poles
employed by the Japanese zttache in Bucharest used the transmitter of the
Japanese military attache to transmit thelr messages in & feeling of
absolute security. In addition they installed &two additional sets, one
of them concesled in a large broadcast receiver. These transmitters
caused the Cermans a2 headache for & long time but at last & suwrprise
raid was pulled off with the consent of the Japanese, who were not a
little astonished to 2ind they were harboring Polish zgent transmitiers
in their own quarters.

The Poles wers arrested; the materisl confiscated. This gave
considerable insight into the organizaticn of Polish espionage in
Romania.

Subsequently Major Ziemianski, the principal Polish agent in
Romenia, was apprehended end the organization broken up, at least for
s time. It had been directed by the Polish espionage service in Istanbul.
The craziest thing about the whole crazy affair was that the two Polish
operators were cleverly using the couriers of the Japanese embassies in
Bucherest and Istanbul to carry their reports.

THE NEW FRONT IN THE WEST

After the new front in the West was formed and had stabilized in the
fall of 1544, the Germans began intensive intercept activity for the
purpose of learning the grouping and intentions of the enemy forces. In
this connection it is very interesting to study the extent to which the
seversl Allied armies gave the Germans information regarding their
situation by their use of radio telegraphy. .

The Canadian First Army was extremely cautious in its use of radlc
so that the Germans learned almost nothing.

The English Second Army was a little more gensrous but even here the
results of the German intercept service were rather modest. The American
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Ninth Army was very silent and usually gave the Germans little to work on,
50 little that on many days the German intercept service had nothing to
report.

Conditions were similer in the case of the American First Army.

The'most profitable target for the German intercept service was the
American Third Army; it sent an exceptional number of radiograms and was
very incautious.

The American Seventh Army, on the other hand, could be compared with
the American Ninth since it was very careful and sparing in the use of
radio.

The French First Army was elso very cautious at first, but in November

shed its reticence and later supplied the Germans with very good intercept
results. '

AGENT RADIO AS INDICATION OF OFERATIONS PLANNED

The monitoring of agent traffic, when combined with careful evaluation,
often made it possible to recognize the area in which the enemy was plan-
ning new operstioms. If & comsiderable number of new agent statlons
eppeared in an erea occupied by Germen troops, it could be assumed with
ecertainty that this erea had been picked for 2 major operation. Hence
the mers fact that such stations appeared wes enough to justify far
reaching conclusions. For instance, in the spring of 194k there was
considersble increase in agent traffic along the northern coast of France.
On 6 June followed the invasion of Normandy.

Beginning in May 194k an incresse in the number of English stations
in southern Greece 2nd on the islands of the Aegezan was noticeable. In
October most of these islends were occupied by the Allies.

Beginning early in June 194k it was noted that & center of agent
activity was developing on the French coast between Toulon and Nice and
in the Grenctle eres., Five weeks later came the Allied landing.

Iz the very early days of August 194k agents were dropped by parachute
in Holland, primarily around Eindhovou, where British eirborne forces were
employed in September.

Moreover, the intention to shift the focel point of operations in the
east to Hungery was revealed early in this menner. There was 2 regular
parachute invasion by agents.

On 30 June 1944 the Germans ceptured the Russian parachutist Beatrice
Markovich south of Budspest. Shortly thereafter the operator who bad
dropped with her was errested. Beatrice M., was supposed to use her
knowledge of the language to contact German officers and gather military
information.
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On 9 July along the Slovak - Eungarian border east of Humenne a group
of Soviet agents was dropped and all efforts at apprehension proved vain.

In the night from 26 to 27 July, 13 Russian agents (10 men and three
women) were dropped with two radio sets, explosives, armmunition, maps,
etc., near Ssrkad - Hokviese (east of Beressba). Scme wers arrested or
shot but most of them escaped.

In the Benat socuthwest of Novi Bejee, @wo BEnglish officers parachuted
dowp in a2 uniform with Soviet stars., They had four radios along and were
assigned to the English military mission to Tito, for which they were to
gather information from the Bapat and Belgrade.. Both escaped.

On 17 August nine parachutists were dropped east of Grosswerdein.
Two were srrested, cne operator was shot in the melee, and another
operator was apprehended.

A1l these cases indicated clearly areses which were to be focal points
of actiocn in the pear future. .

Beginning in mid-July 1944 e considersble lncrease in the pumber of
English agent stations behind the then southerm front was noted. This
was & sure sign of impending major operations in the ares.

The most striking example of the extent ©o which impending enemy
action could be recognized by watching the employment of agents was to
be found on the east front between August 164k apd 12 January 1545. This
was the initial phase of the finpel Russian offensive.

Beginming in August 1944 the Germans noted in the western part of
Poland an increased employment of Russian reconneissance groups with radio
equipment; they worked with the characteristics of partisan radio. The
individuel groups were well armed and combined into bands of several
hundred men. They were in.contact with radio control staticns in the
Russian front area.

As the Russian front approached the Zrontier of East Prussia, the
Vistula and Slovekdia (late October 19kk) there was a change in the employ-
ment of Soviet espionage and reconnal3sance. Ever since summer there had
peen & noticesble decline in reconnaissance in depth and in strategic
espionage on the part of the highest Russian authorities. Apparently the
veason was thet a large number of reids and German radio games had caused
the velue of this type of long-range reconnaissence to sink in the
estimation of the Russiams. Moreover, military cperations had already
prospered to such an extent that the Russians could now dispense with
strategic long-range reconnaissance, since for flmal success purely
military means, supported by tactical and operaticpnal recomnaissance, were
adequate.

The epproach to the German srontier had overtaken and left behind

most of the pertisan bands (except in Slovekia) and thus eliminated one
of their principal sources of intelligence. Moreover, the Russians
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could no longer count to the seme extent as before on the cooperation
of the natives.

Espionage now beceme primarily & concern of the front staffs and
served chiefly for operational aims. Agents were employed 1ln areas where
militaery opserations were planned and this shift in the use of agents was
soon recognized. The missions assigned by the front staffs and the
general staffs included reconnoitering basic factors in the enemy's
military defense. Few sabotage missions were assigned. The groups
employed were to limit themselves to pure intelligence work.

The Russian front staffs now received reconnsissance results from
the following sources:

1. From agents: (groups of scouts beyond the mein line of battle
ranging to & depth of almost 300 km.)

2. General reconnaissance by the troops (air and ground).

3. Signal Intelligence (intercept service and cryptanalysis).

L. From evaluastion of own sources (captured documents and
statements by prisoners).

The employment of esgents before the great Russian offensive d4id not
take place 21l et once but started slowly asbout August 194k and long
before the front stabilized in October it indicated the focal points of
coming operstions. Thréee principel periods of time could be distinguished: .

a. To mid-October,
b. From mid-October to early December,
¢. From early December to the beginning of the offensive.

If we examine the groups of egents employed in these periods and
their work, we see clearly the focel points and lines of thrust proposed.
It was interesting to see the almost unbroken sequence in which the
Russians reconnoitered militery objectives, supply routes, fortifications,
etc. in the arees of interest to them. It was patent that in East Prussia
where the German counterintelligence network was closer meshed, eny groups
eliminated were always replaced by new ones, That was proof that the
Russians were especielly anxious to spy out this area.

Since the Russians used e large number of these scout groups (average
strength some 6 men with one operator), it was frequently possible for
them to check reports of several groups egainst one another and eliminate
some of the false statements which consciously or unconsciously appeared
in agent traffic.

When groups were dropped, they were given the ususl set "Sewer"
(output about 2.5 watts, range about 500 km); the supply of batteries
was generally used up in two months; consequently if a group was still
operating after two months it was clear that it had been supplied from
the air. That meant that the Russian staff stressed the achievements
of this group, since only those groups whose work came up to expectations
were supplied by air; others were either recalled or left to their fate.
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By concentrating on areas of importance for impending operations, the
Russian spy net became so demse that in such sections as East Prussis, the
Posen or Krakow area, virtually every bit of rsilway was under constant
observation; other important military objectives were likewise constantly
checked by radio agents.

Regarding their conduct in the areas of commitment we should note the
following: groups employed in the summer of 1944, in particular on the
3rd White Russian Front, had some fighting strength. They generally
consisted of scme 15 qualified agents under the command of a Russian
cf?icer and moved about in their aree of commitment in the manner of a
small partisan detail. The results of thelr reconneissance were very
comprehensive, es was seen from decrypled messages.

By a very clever adaptation to the gituaticn apnd by staying in
{insccessible areas, several individual groups were able o carTy on thelr
work successfully for months. If such a group found conditions favorable,
1+ would recruit informers among the local population or would use local
people as watchers to waxm of amy danger. The missions of these groups
included, along with spying out military objectives and reporting on
transportation, reports on the morale of the population, subversive ac=-
tivity and - occasionally - sabotage. They were also to watch German
administrative measures, the use of identification papers, police
regulations, the economic situation and details on all leading person-
alities.

When a grest mass employment of scout groups begaa in October 194k,
these groups had fewer people and their missions were more precisely
defined. They were forbidden to contact the local population. German
priscners of war were often assigned them for the procurement of
provisions, The missions were generally to be completed by the time
Russian troops arrived.

How successfully the Russians had prepared for this #insl, wholesale
employment of scouts is apparent from the fact that about 100 such groups
worked uninterruptedly for longer than two months and passed their
reports by radio to their employers. Mcreover, more than 200 other
groups of radio agents were commitied which were not directly identified
by the German monitors (the first mentioned 100 groups were recognized
positively!). This meens that the final Russian grand offensive,
which began on 12 January 1545 end crushed the German eastern front, had
been prepared for by some 3,000 agents with approximately 500 radio
operators! -

Working with the security police and other agencies, the German
radio defenmse was able to break up approximately 100 scout groups in a
period of about 4 months; this, however, was not even & third of the
number comzitted by the Russians. Nevertheless, what was learmed in
combatting Russian radio agents was quite adequate to give the German
military command clear indications of the operational iatentions of the
Russians and the proposed line of advance of thelr army groups.
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If the German top command hed evaluated the reports es they deserved
and had shaped its own measures accordingly, the German eastern front
would not have been split up into single groups. Rigid adherence to their
own operational notions, contempt for Russian leadership, disregard of
everything which gave strategic and operational intelligence regarding
the enemy, and slavish execution of the strategic ideas of the “greatest
general of all times" resulted in the smashing of the German eastern
froot within & few months.

No doubt the mass employment of radio agents greatly facilitated the
military success of the Russians. They were able to gather the ripe fruits
of this sctivity so quickly only because the Germans utterly rejected any
active evaluation of the warning signs obteained by monitoring Russian
egent traffic. Consciously or unconsciously one no longer tried to take
effective countermeasures and to launch new operations on the basis of
the intelligence gained. The upper echelons simply allowed themselves to
be guided by the will and whimsy of Eitler. One either was resigned or
one placed hope in the use of those fabulous wonder weapons of which there
had been so much talk for two years.

In no enemy offensive could the deteails be foreseen so promptly and
so completely as in the case of the Russian offensive of 12 January 1945
and in no other case were the results of our own intelligence so utterly
disregarded. ‘

FROL AND COMPANY

Generslly speaking, the agents and their radio operators were very
cautious and clever. But there were some who, despite their ability,
were incautious and so prepared for themselves & speedy end. A case in
point was the agent Frol, employed in Berlin by the English. Ivan Frol
was & Croatian by birth who had had an unstable life as technician in
Italy, Germany and South America.:.Ins2943'he was located by a Yugoslav
embassy in South America .and sent to England as one subject to military
service. Because of his good knowledge of German, he was immediately
trained as an agent. After several unsuccessful sttempts he was dropped
by parachute near Heilbronn on 2 October 194k with his radio man
Betzinger, From there they made their way to Berlin by train and found
lodgings in Berlin-Charlottenburg, Sachsenplatz 5, an address given
them in Englend. Here they set up their radio set.

The two began work. Their radio connection was good. Frol
fathered information which Betzinger forwarded to England. That their
w;rﬁ was not unimportant is obvious from & message sent on 21 October
at :

"It is urgently necessary to bomb the General Btaff
Building in the Bendlerstrasse. Position is 100 meters

Md of bridge over Landwehrkanal. Destruction will interrupt
intelligence communication with all fronts. Reenforced
concrete roof 4 meters, walls 2-1/2 meters thick. More exact
report follows by courier., Source B."

265




The f4irst rash act on the part of the two was to traosmit diligently
without changing the location of their set so that the Germen intercept
service soon noticed this new traffic and learned the approximate
locaetion by close range D/F-ing. Still it might have been weeks before
a raid would have been possible, if Iven Frol had not been guilty of the
same kind of stupidity that proved fateful for so many. He talked.

He liked especially to talk and érop hints during air raid alarms
and when he met e man with a Polish sounding name in the air raid
shelter nesr the Zoo and discovered that the man lived in Reichstrasse
(in the same erea as he), his shyness disappeared and he proceeded to
tell how he had come #rom England and dropped by parachute and that he
had important things to do. The man with the Polish name erranged to
meet Ivan shortly thereafter at the cormer of Leipzigerstrasse and
Friedrichstrasse. He also reported the matter promptly to the pelice and
Frol was arrested at their rendezvous on 28 October,

He immediately confessed everything, identified his lodgings on
Sachsenpletz and his operator.

The following dsy the police raided the station. Betzinger defended
himsel? with & gun and was shot down after a long exchange of bullets.

With that the activity of this group was at an end.

TEE GERMAN CHRISTMAS OFFENSIVE 1oLL

Who has forgotten the howl of triumph in the Natiomal Socialist
press when on 16 December 154k the celebrated German Christmas Offensive,
between St. Vith and Monschau broke loose against the American First
Army. It was the last offensive which the armies of Adolf Hitler were
to undertake. The press brought out article after article on the un-
congquered and unconguerable strength inherent in the National Socialist
State and its armed forces. And when the first successes were reccrded,
people were fairly tuwrning somersaults. Now the Americans would be
shown & thing or two! Now they were to be driven back to France and
annihilated.in great battles of encirclement., Broadcasts were made in
the Flemish language, appealing to the population of Belgium to prepare
for the new coming of German troops, not %o leave their cities but to
wait patiently for = new liberation. Within a short time all Belgium
would be occupled.

But it did not turn out that way. After ten days, during which
certain successes were obtained, the German offensive began to bog
down; on 29 December it was completely stopped. A bitter struggle
began. Then on 10 January the German retreat started slowly. The
dream was over. The coffensive had shown not how strong Germany still
was but how little offensive power was left in the German army.

How was it possible for the relatively weak German forces to score
such remarkable initial successes? How was it possible for the offensive
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to take the Allied High Command so completely by surprise as to bring
the American First Army into & critical position?

The swift change in the military situation in the west in August
194k did not for the moment greatly change the radio agent situation.
These agent opersators did not move back with the retreating German
forces but remained in their own areas.

After the front had approached the German boundaries, the activity
of radio agents in France and Belgium fell off gradually. Most of them
ceased sending during the second half of October.

In September 1944 & new situation srose in the west. Till then the
Allied agents had had an easy time working and building up resistance
organizations among the predominately anti-German populetions of France
end Belgium. Now it was necessary to use German speeking agents in
German territory. Such agents were not available in great numbers and
their work was not as easy as that of the French and Belgians in the
occupied territories had been.

At the northern end of the front in Holland end at the southern end
in the French Departments Doubs, Haute Seone, and Vosges conditions were
more fevoreble for the agent. Here he was given stout support by the
Dutch and French population. Hence Allied spies worked from the two
ends of the line over into the Germen area of operatiomns. It was )
possible to introduce into this aree relatively quickly & large number
of egents, although many of them were promptly epprehended by the
Germens - not less than 450 in the single month of September 194k}

Sometimes the Germsns were able to carry on very profitable "radio
gemes", e.g., on the southern sector in November 1944, On 1 November
they apprehended a-French agent le Touche as he crossed the lines near
LeForge with & redio set end various imstructions. He was "turned"
.and used for a deception which was meintained almost two months.

Greduslly, however, & kind of vacuum arose on Germen soil for
the Allied redio egent service so that by the end of October 1944
this means of intelligence virtuslly had to be written off and no
informetion was obtained regarding the situation behind the German
front. That is why the Germans were eble to assemble Troops for the
"Christmas offensive” quite unnoticed by the enemy.

On 26.12.L4 Generel Peyton Merch, Chief of Staff, stated that the
lack of dependsble information on the military situation of Germany
had been responsible for developments on the western front.

On the sams dey one U.S.A. intelligence agency reported that the
success of the German offensive in the west was attributed in official
cireles to the failure of Allied intelligence. A clean-up was to be
expected which would extend into circles ¢close to General Eisenhower.
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validity of this statemsnt is not open to criticism, World War
hes sgi:l£:i&ii;zstakable proof. It is all the more surp?isfng thenhthat
the Germen air force, which had manifested decisive superiority in the
first two years of the war, began to decline in the first phase of the
Russian campaign, one may even say had begun to decline }at first
scarcely perseptably, but then more and more obvicusly) in t?e autuﬁn
of 1540. After the campaign in the west, after experiences in the "air
battle over England” in August - September 1540, after experiences over

— Crete, etc., one would have expected that every effort would be_made

to develop the German air force, especially since the German intersept
service and other means of intelligence showed clearly that in England
and in the USA the value of the air force in moderm war had been recog-
aized gquickly and the output of the aviation industry was being
increased to the limit. The figures reported “rom Ameries were so high
as to challenge attention before the middle of 1540. Nevertheless, in
the fall cf 1941 it was clear that the German air forees was being
eclipsed and in 1942, when the British began air attacks on German
territory, people in Germany asked enxicusly what had become of the
German air forece that was to prevent such attacks. The summer and
sutumm of 1942 showed that the Germen air foree no longer dominated the
air over Germany. How had this been possible?

Tc answer the Question, it is necessary to recall the crigins of
the German air forsze. It had been developed by a smell group of
officers with a high degree cf technical and tactical training, These
included Wever, Udet, Loeb, Kesselring and Jeschcnnek. Wever was a
real strategist and tacticlan, and ide=al German general staf? officer,
Udet was the leader in practicel work and commitment tactics, Loeb was
the man of visicn who planned end promoted the German aviation industry.
Kesselring wes a good organizer and administrator - perhaps e bit too
grandiose in his ideas but a man of ability and energy. Jeschonnek was
the genius ¢f tactical planning. The others who came into the picture
were - apart from a faw capable specialists - bealthy and ambitious men
looking for a careser. Wever was killed in en accident before the war.,
Udet lcst his life ia the Russian campaizn under peculiar circumstances.
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Loeb hed e fetel accident in the summer of 1940. Kesselring - yes, his .Fj
was & peculiar story; he became & General Field Marshal end held high
commands in Itely to the end of the wer, but strangely enough in the
army rather then in the air force. He was & victinm of the most debated
person in the Germen air force: General Field Mearshel Milch. Many
people have called Milch the evil genius of the German air force; he was
& cereer maker of the purest sort.

Germany found no replecement for these men, or perhaps did not know
how to put the proper men in their places. The decline of the German
eir force began back in the summer of 1940 ané this decline eventuelly
proved fatel for the Third Reich and fateful for Germany.

There were plenty of reasons for the gigantic catastrophies of 194h -
1045. Without question, one of the most important reasons for the German
collepse was German air inferiority from 1942 on.

Mention has been mede of the fact that the German intercept service
recognized during the first half of 1540 thet the development of the
aireraft industry in the U.S.A. was assuming alarming proportions. It
wes no great trick to figure out when the results would begin to be
manifest in the European theater.

People in the German Ministry for Air and in OKL underestimated
the capecity of American industry and did not believe these reports. -:)
Hitler himsel? celled the figures "astronomic and of no significance
because they were Utopian." Nevertheless it was certaln that the
struggle with the fast expending American superiority in production
could only be cerried on successfully by superior and cleer sighted
leadership.

Even before the war, work on & new type of propellerless turbine -
eir stream propulsion (jet esircraft) had led to promising results. In
the spring of 1938 the possible use of such propulsion devices wes
discussed. Computations and preliminary studies at the Messerschmitt
plants from the fell of 1938 to the spring of 1939 showed that & plane
with the new device would have far more speed than the old planes with
gasoline motors. Work began at once on plans for & "S¢rahl jiger. "

In June 1939 & project of the BMW* for & pursult plane with two
jets was leid before the Ministry for Air. Thie was given the model
designetion "Me 262," which later beceme famous. This model correspond-
ed, except for some minor dsteils, to the final Me 262. On the basis
of thie draft, the Ministry for Air ordered the comstruction of three
experimental planes; construction was to begin in 1939. Early in 1940
the experimental workshops were busy producing devices and single
parts and ebout the middle of 1940 the first plane reached the
essembly stage.

This mechine represented the first stage in & development calcu=-
leted to bring about & basic chenge in air warfare. There were two
reasons: speed and fuel economy. Speed is of decisive lmportance in

* BM# = Baverian Motor Works.
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a pursuit plane and the Iilrst year of the war had shown that the superior
performance of German planes could hardly be maintained in the long run
because high perfcrmance gasoline mOTOrs were not available in Germany.

1% ncw appeered that the producticn of the Jet power plant could not
keep pace with the development of the sireraft. On the one hand, great
dieficulties of & purely technical character were encountered in davelop-
ing and testing a pew type of propulsion; oo the other hand, surprisingly
enough, en incomprehensible lack of interest iz this revoluticnary novelty
was displayed in cfficial circles. What happened was the exact cppesite
of what might raticnally have been expected. In the firm convicticn thal
the war would end with a guick victory, pecple thought that asctive fursher-
ence of thiz work was not urgent. They thought the jet plane would come
out much too late to play aan important part in the war. This attitude
orevented suitable continuation and expansicn ol the intensive work alresdy
dope. It is true that a few people in the RLM did have vigion, but their
effort ceme to nsught "in offizial channels" leeding through their
superiors.

Not to let time pass unused, :the Messerscamitt Cempasy installed a
ncrmal gascline motor in the abbraviated nose of the £is%t experimental
apparatus. On 18 April 19bl the Me 262 (without jet propulsion) made its
#4rst flight. Scme valuable information was gathered but the primecy
purpose - development of the jet planes - was not furthered. Thus 2 full
year passed, a costly year that could never be made up for, because *the
delivery of the Zirst jet engine was delayed & a1l year due %o ine
adequate support of the company. Fizmally, ca 25 Marah 16k2, the Me 262
started for the first time with %two BMi jets. These experimental flights
showed, however, that the engine was not yet up to expectaticas.

Meamwhile the Junkers Compeny, which was working oa a similar ecgine,
echisved & fairly good experimental Zorm and there was hepe cf getting
anead faster with this model. A second Me 262 was equipped with this
engine. The first flights were made about the middle of July 1642, The
Junkers engines still showed varicus defects, especielly in regard to
regulation, bui they were reliable enough to Justify experimental
operation.

The pilot who f£lew the plane was enthusiastic abcut its performance.
It had oow been proven that a wonder-plame had actually been created.

In 1540 Schulze-Boysen (see Rote Kapelle case) learmed of the work
on this new type of aircraft. Ee took a great interest in the matter
but agreed with verious high officials of the RLM that nc usable machine
of thisz type could te produced in the fcrseeable future. t may be, of
course, that Schulze-Boysen was the man who intentionally belittled the
project in the Ministry for Air in crder to sabotage development. There
is evidence that he put out propeganda against the Me 262. Through
Schulze-Boysen the egents of the "Rote Drei" learned of the development
and through them word reached England iz 1542, Here the reports were
initially considered day dreams and not until 1943 apparently was any
serious effcrt made %to spy ocut the truth. EBarly in 1944 England was
fairly well informed regarding the state of development.
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Any sensible person would assume that after the brilliant results of
the ®irst triasl flight with the jet engine, people in Germany would have
done everything possible to get this device into assembly line producticn.
Quite apart from some valusble tacticel advantages, the Me 262 with a
meximum speed of 870 km per howr afforded an adventage of more than 200
¥km en hour over the fastest planes in the world. And that at a time-when
gll countries were on & 50 nearly equal footing that they were straining
every nerve to gain an advantage of even one kilometer.

Nothizg of the kind happened. The Ministry for Air late in 1942
issued an order for & total of 5 experimental planes (I repeat: five!)
and 20 others which were to be delivered by the end of 1543! At the
time a program was worked out providing for & production of 20 machines
of the Me 262 type & month (I repeat: twenty a month!).

Whenever before and during the war people compared notes .on the
three armed services, it was generally agreed that the German air foree
wes relatively the most advanced, thet it acted most swiftly and took
account of changing situations faster than the others. In the present
cese I should consider the term "sleepy heads" & piece of flattery.
There is absolutely no word for such an attitude. Obviously the people
were not cepeble of estimeting even approximately the importance of this
new invention. Perhaps there were people in the Ministry for Air who
didn't wish to. But it was not only the RIM which revealed the lack of
interest, even OKL clearly manifested the same indifference. The Office
of Development of the RLM addressed several letter to the commeand of the
eir force describing possibilities of using the device and offering to
reveal the specifications they wished to meke for this aircraft. The
letters remained unenswered! Only after repeated admonitions by RLM did
& message come from the command steff of the air foree early in 1943 to
the effect that the number of jet planes specified for delivery in the
progranm wes considered adeguate and that after gathering sufficient
experience at the front this number might be increesed at the expense
of other types. Anyway the air force staff was not concerned with
leying down any specifications for such an aircraft! That was the
upshot of efforts of the German air force through "channels."

This didn't help the German aviation industry - in this case the
Messerschmitt Company. What the company needed was & sympathetic,
intensive furtherance of the project from above, since the capacity
of its plants wes by nc means egual to the current demands, to say
nothing of providing for large scale production of the new machine.
Before the Me 262 could go on the.essembly line everything would have
to be rearranged and brought up to the minute, since the project was
already three years old! At the time development, comstruction, and
servicing of & number of other types bhad to be carried on with a very
small number of workmen end draftsmen. The necessary technicians
could only be drawn from the avietion industry itself and for this
the &id of the RLM was essential. The total capacity of German
aviation industry wes fairly great and if work had been concentrated
on & reletively smell number of critical tesks, it would have been
possible to make ample deliveries of the tactically necessary types.
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It was the duty of the RIM to exercise control in this matter., But this
wes precisely where the leadership failed completely. Late in 1942 no
less then 53 types of planes (&isregarding various sub-types and series)
vere in use 6r under construction. General Field Marshal Milch could not
comprehend the need for changing this situation and d4id not stand up
egainst the special wishes of the genersls in the vericus services and

it was due to these special wishes that the multiplicity of types had been
developed. This explains why the cutput of the aviation industry was so
mich less than capacity. It also explains difficulties of supply and
with the ground organization.

The agents of the "Rote Drei” were very well informed regarding
these conditions and numerous reports on the subject went from Switzerland
to Moscow.

Repeated suggestions by men in the ipdustry thet production be
1imited to 6 or B basic types in order to get higher productlon were not
listened tp by Milch. Iz the face of such an attitude 21l efforts at
inereasing production were virtually doomed to failure.

In April 1943 the Messerschmitt Compeny #4nally succeeded in
interesting the troops in the Me o262, Captain S., ghief of an air force
testing commend, flew the Me 262 and was enthuslastic sbout it. EHe
jeclared that even in the experimental model it could be used to great
advantage at the fromt. One month later Major Genersl Galland took off
#rom Lechfeld on & fairly long experimental f1ight. He retwrned greatly
impressed. He was convinced that +with tactics adapted to the performance
and peculisrities of this plane eir warfare would be completely revolution-
ized. He called Zor delivery of 100 planes before the end of 1643 ané for
the building as soon as possible of large nmmbers - in addition to the
previous program for fighters with gascline motors. EHe promised to con-
vince Hitler through Goering that the Messerschmitt Company should be
giver the necessary support. Shortly after Galland's visit Milch called
sor detailed plans for assembly line production of the Me 262 and promised
to take special measures to assure supplies. At the same time he stopped
production of several other mechines.

Gelland's request for delivery of 100 machines by the end of 1943
could not be complied with, = too much time had been lost. This number
could not be turmed out until Mey 194k at the earliest. Quieck producticn
1n series could only be guarsnteed if the RLM met the conditions which
had been discussed repeatedly. These were:

1. Giving the Me 262 top priority.

2. Absclute protection of the workers against claims of the
armed forees (hero catcher Program.)

3, Prompt fulfillment of detailed, specific requirements in the
way of material, machipnes, men and space.

A few weeks after the Messerschmitt Company stated its requirenents,

it was cleer that these could not be met by the ELM. Obviously no
progress could be made without the aid of Speer, Minister of Armaments.
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The cheirmen of the Messerschmitt boerd, Seller, then had & conference
early in July 1943 with Sauer in the Ministry of Armaments and laid before
him various facts: that in the view of General Galland and other
experienced officers the Me 262 afforded the air force &n unparalleled
opportunity, that the RLM was not in a position to supply the men and
machines necessary for this program, that General Fiecld Marshel Milch

had shown no sympathy with the suggestion that the number of types in
production be cut below 53 to get capacity for the Me 262, and thet in
consequence the support of the Ministry for Armaments was urgently needed.
Using reports from agents in France, Pregident Seller endeavored to prove
that the air superiority of the Western Allies was increasing Irom week
to week although the command of the German alr force was not drawing the
proper inferences from this fact.

Sauer pointed out thet he had been told & few days before by Hitler
to take charge of the construction of submarines in order to increase
greatly the production of these vital weapons. For this reason elone
he would not be in a position to intervene actively. Moreover, he thought
thaet Seiler wes .-too pessimistic in his view of the air situation. The
enemy was suffering in its attacks losses which 1t could not stand in the
long run. At the present there was going on & test of morale which hed
to be won. In spite of &ll the air attacks since the spring of 1943 only
" eight percent of German industry had been put out of operation by the
beginning of July. The only decisive weapon was the submarine; he was
con®ident that submarine warfare would be resumed on & large scale in
November 1943. -

It is hard to say which of Sauer's lines of thought was the more
surprising. World War I had clearly shown that submerine warfare does
not decide & war. Now, when the Allies were combatting submarines
effectively with their radar, one could no longer count on & Buccess
with this weapon, even if thousands were employed. Regarding the
increasing superiority of the enemy as & temporary test of morale when
Americe was just sterting to produce bombers is simply incomprehensible.
One can only comprehend it if one assumes that Sauer was getting his
information on other countries sclely from the broadcasts of Hans
Fritsche.

After an interview lasting nearly two hours, Seiler left Mr. Sauer
with the impression that the latter simply did not comprehend the simple
fect that & modern war cannot be waged with any prospect of success with-
out clear superiority in the air. Speer was soon to get & sharp lesson.
The British attack on Bamburg showed what the score was. In the wake of
this catastrophe Bsuer delivered & lecture at Hitler's Beadquarters and
mentioned Beiler's suggestion. BHe said he would be ready mow to take
over the guidance of the aviation industry but on condition that he be
given full responsibility. The German leaders, however , were not at
that time ready for any such incisive measures. Agein months were
ellowed to pass and this was in the summer of 1943 after the disaster
in North Africs, after Bicily, after Btalingrad, when Allied sir raids
were increasing in number and vioclence.
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In September 1943 Seiler approeched General Field Marshal Milch once
more, supported this time by Director General Frydag of ring's council.
The two gave Milch their opinion that & number of models of the Messer-
schmitt, Dornisr, Junkers and Focke-Wolf lines must be dropped to get
capacity for the Me 262. But if the gentlemen had assumed that under the
influence of the Hamburg disaster Mileh would grasp the need for new
revolutionary decisions, then they had deceived themselvss mightily.
Mileh accused Frydeg of accepting bribes from the Messerschmitt concern
becsuse he was representing its interests. The interview was fruitless;
not & single type was dropped. The motto everywhere (not merely in the
air force and RLM) was "wash my hide but don't get me wet!" The fact
that this was jousting with windmills and evading the issue, that the
aviation industry had only limited resources and was heavily overburdened,
either was nct comprehended or else people purposely closed thelr eyes
and played stronog man. 'Oh, well, we have %o do it, nevertheless!"
strong wcrds, but feeble brain work.

Air Force Program number 223, drawn up late in Augus< 1943, provided
#or serial production of the Me 262 in January 194l and for an increase
to 60 planes per momth by May 154k, Beginning in October 154k after a
complete change over to large scale production, the output was to jump
to & maximm of 1000 planes & month in September 1545 - I repeat: 1945,
i.e., two full years &away. I# this program was nonsensicel at a time
when the air superiority of Britain and U.S.A. was beccming more manifest
every day and when only quick sction could be of any avail, if was obvious
that the program was & mere pipe dream in view of the inability of the
RLM to meet the requirements of the Megserschmitt Company. All these
programs were drawn up witn an eye to their propagands velue, so that
the prcpeonent might play the strong man in lecturing on the subject at
Eitler's Headquarters and perhaps get 2 decoration.

British and American air activity over Germany showed that assembly
line production of aircraft in Allied factories had really started. The
restoration of Germsn air superiority had become a vital matter. The
problem could only be solved by a complete break with previous m=thods.

Meanwhile the British agent service had Dot been asleep and as 2
result people in England were fully aware of the danger threatened by
the Me 262, They decided to act. On 17 August there was & heavy
bombing attack on the Regensburg plant which wes badly damaged. It was
due solely to the initiative of a few of the leading men that production
could be resumed in a relatively short time. The system of moving,
camouflaging and protecting the workshops had justified itself completely.
Nevertheless valuable time had been lost once more.

In October 1943 the manager in Regensburg induced Goering to agree
to inspect the reconstructed plant. AL the same time he wished to hear
all complaints ebout inadequate support of the Me 262 program in the
past, On 2 November Goering appeared with Milch, Galland, General
Vorwald, Colonel Diesing and several engineers of the RLM. President
Seiler had agreed with all his men to take full advantage of this one
favcrable opportunity to tell Goering all their desires and all their
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complaints, even though the gentlemen from the RLM end Milch might not
be exactly delighted.

Reichsmarshal Goering opened the meeting by requesting the gentlemen
of the Messerschmitt Company to speak quite openly and set forth ell their
desires and complaints. In the conference, which lasted several hours,
the history of the Me 262 was given in deteil and with absolute frankness,
likewise all efforts to secure machines and personnel, which thus far had
brought no satisfactory results. Using tables and diagrams they
demonstrated that, because of lack of hundreds of technical men, production
was so far behind that the delivery dates suggested in the program would
have to be delayed by months, entirely due to inadequate support on the
part of the authorities, The statements by the men at the Messerschmitt
Company were confirmed by a staff engineer from the staff of Colonel
Diesing, although Field Mershal Milch kept popping up with objectlons
like a jack-in-the-box.

After four hours the meeting came to an end. Goering promised to see
to it that comstruction should be furthered so as to make possible the
production of considerable numbers of machines. The truth of the matter
is, that Goering's visit did not help the Messerschmitt Company at all,
although &ll the leading men reminded the offices concerned of the-
promises made by Goering.

It is an elementary observation that the employment of & new weapon
can only be successful if:

1. It comes as & surprise and
2, It is used in great quantities.

If this is not done but the weapon is used in homeopathic doses, the
enemy has & chance either to imitate it or to invent a means of defense,
or to change his tactics and adapt them to the new situation, or to
interfere with production of the new weapon. Obviously there could be no
thought of surprise. It soon appeared that the British and Americans
were starting to change their tactics for the safety of the bombing
squadrons, The criticel factor, however, was that the general air
superiority of the Allies had elready increased to & point where they
could begin systematic destruction of the German air force and of the
eviation industry thus redueing the stock of airplanes and also prevent-
ing mass production of jet planes. Ome plant after the other was
attacked and production sank repidly. Moreover the German air force was
used up in the efforts to combat the invading planes. The Allies hed
elready dealt the German air foree & frightful blow by the attack on the
BExperimental Institute of the Air Force near Peenemiinde and the mass
employment of flying bombs had been postponed indefinitely. Both the
"Rote Drei" and the British radio agents had meanwhile picked up so

much informetion that people in England and the Soviet Union were pretty
well informed on the subject of the jet plane.

Prodded by the Allied air attacks, the Supreme Command finally
decided to do something for the air foree. In March 194k when the
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sparrows were already chirping about the coming Allied invasion, the
"Jigerstab" was formed under Sauer, a staff of men Irom the Armanent
Industry of Speer. This office controlled laboer, machine construction
and the procursment of material, as well as transportation. Actually
this transfer of respomsibility for producing pursuit planes brought
extraordinary results., Aircraft production reached & figure several
times as high as in the days when the plants were still intact., There
was large scale shifting and bunkering of productiocn facilities. The
"JHgerstab" signified for the aviation industry a great boost by rendering
available all those things which the Air Ministry never had at its
disposal. But this was no longer the point. It was now necessary to
creats something absolutely new and that could not happen. There was no
change in the basic attitude of the top comnand. The countless types
continued to be built; the chief emphasis was shifted to production of
¢ighters but the production of bombers of a1l sorts still tied up a
large pertion of existing capacity. £ was no longer a question of
equaling the production of the English and American industry but of
catching up and swrpassing 1t; of course this was not possible. There-
fcre the only way of regaining air superiority was by building the
greatest possible number far supericr fighters. It was necessary to
shoot down so meny hostile bombers that the enemy would fall behind

in the race.

The Me 262 was not immediately affected by the "Jégerstab.” Its
principle duty was to overcome &s quickly as possible the results of
sir attacks and to incremse production. Nevertheless the general
support also aided the Me 262 in modest measure so that the first
serial numbers could be delivered to the troops beginming iz March
164k, To put it mildly, that was late enough.

The use of the machine by test units of the air force in Bavaria
against hostile reconnaissance planes and long-range fighters definite-
ly established the superiority of the Me 262 cver any other aircrafti.
The number of planes shot down and the moral effect of this new type
airera?t had the result that for weeks no ememy reconnaissance planes
ventured into this area., These results justified the assumption that
the jet pursuit plane Me 262, if properly employed, would restore air
superiority in a short time. The results of the intercept service
revealed that the English were not only giving much thought to the
Me 262 but were sericusly worried lest the Cermans succeed in produc-
ing the machine in large quantities. From this it could be inferred
that neither the English nor the Americans had a model capable of
opposing this aircraft. Even if they succeeded in copying thesrachine,
it would be a long %ime before it could be employed by the #Z1ies in
quantity. The last chance had come for making extensive use of this
weepon. All the more astounding was the news that Eitler at this time
had ordered that the Me 262 be used as a highespeed bomber., Why this
order was given never became clear. There are indications that Milch
advised it., It is elso quite possible that Hitler, in his lmpulsive
headstrong fashion, hit upon the ildea and put it through. In any case
it was done for purely propageanda pwrposes. The German people and the
enemy were to be shown that the German air force was still able to drop
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bombs on the terget unscathed. So the Germen propagands mechine raced
eway madly and Fritsche got & new lease on life,

0f course the Me 262, like eny fighter plane, could carry bomb loads
for certain purposes but in the first model as & straight fighter plene
without sighte for bombing the success was bound to be slight and not
worth while., As came out ultimately, the effect of such missions was
uwnimportent. ALl efforts to get the order rescinded feiled. General
Galland, who sew himself robbed of the only chance to lead his fighters
to success, retired in vexation after vain attempts to alter the
gituetion, Hitler forbade any discussion of the guestion. England
breathed & sigh of ‘reliaf..

This story shows how far the German Supreme Cormmand failed to assess

orrectly the tactical possibilities of the air force and in particular
the value of the jet fighter. Only at the beginning of the war wes the
employment of the air force correctly planned and executed, and this was
due solely to the foresight and hard work of a few men who were no longer
in charge end for whom no adequate successors had been found. Later on
everything waes improvisation end was based on propaganda considerations.
This explains the ccmmitment of the eir force, the many types, the
constantly changing construction programs, and the changes demeanded all
the while by the troops, which together with the incompetence of the
leading figures of the RLM, hampered the German aviation industry. When
the Allied landing took plece eerly in Junme 1944 and the German Air
Force was herdly esble to impede, much less to stop enemy operations, the
lack of a strong air force was felt keenly. Only then did people in the
highest places see in the Me 262 & means of regaining air superiority.
Ssuer meanwhile had expanded his "Jgersteb” to an armament staZfiwhich
was to look after the entire srmament industry. In this connection he
had teken airereft production over into the field of competence of the
Miristry of Armaments. In his proposed progrem dated 22 June 1944
Sauer celled for sharply increassed production of the Me 262 with &

nthly production of 500 planes by December 194k,

The program could not be fulfilled. Too little preperatory work
had been done and production of parts was far behind, due to want of
technicians, The reguest of the Messerschmitt Company for equipment
experts and tool makers were forever being questioned; several
commissions were appointed to check on the demands, elthough these
elweys turned out to be justified. Allocetions remained absolutely
insdequate and at this time could not be satisfactory. It was too late.
As a result, the need for common laborers to keep production golng
insressed all the while. There was also & demand for experts and
administrators for the numerous depot workshops and to look out for a
large number of foreigners who had been employed. Even the Armament
Staff was no longer in 2 poeition to meet the requirements of the
Messerschmitt Company in full.

In the spring of 194k the Allies began their attacks on plants

making synthetic gascline. One plant after the other weas badly demaged.
During the summer a point was reached where the resulting shortage of
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aeviation gasoline forced the elr command to limi$ radically the number
of types. A number of types which had been ready for replacement before
1043 were now discontinued. The Messerschmitt Company thought this
would release overseers, experts and machines Ifor the Me 262, and permit
a rapid increase in production. Instead, Hitler in August ordered the
construction of a 1-TL-Fighter of Type 162. This is the story: the
Beinkel Ccmpeny had meanwhile been working on the development of a Jet
tighter and developed a cheap model with only ome jet. Comstruction was
completed in the summer of 1944, It was the avove mentioned Type 162.
It was to be put on the assembly line and be used esxrly in 145 in large
pumbers. The period from initial production to serial production was not
to exceed pine months; in the light of Messerschmitt's experience this was
an impossibility, since there would be the seme difficulty in regard to
personrel, machines, ete. Even assuming that Type 162 was chesper than
Type 252, ever if we graut that it was simpler and hemce could be built
more rapidly, yes. even if we grant that 1% would perhaps be better than
Type 262, we must nevertheless copnclude that ia this c=se the better was
not merely the foe of the good but became the foe of tbe entire cause.
The time when this decisicn was mede was not 2 sultable time for trying
+ime-consuming experiments. There was time in 1940, not in 1G4k, The
Me 262 was slready thoroughly tested, was on the production line and
called for 2,000 hours, in crder words was cheap. It was only necessary
to deveiop the necessary capacity for mass prcduction, Instead of
getting large scale production of this model going, rscourse was had
once more o the scheme of splitiing up material and persornnel and-
instesd of reduci=g the pumber of types, one more Lype was put into
production. cording to all previous experience tae result could

caly be that neither the one nor the other model would be ready in
quantity in the spring of 1545. Furthermore Tirpe 162 was inferior to
Type 262 in cme respect sad it also was based cn 2 jet motor of the

BMW waich was not yet iz large scale preduction and was not yet
technically right. The whole thing boiled down o Tivalry between

the twe firms, whick meant a wastage of energy.

Ea=ly in October 1 there were large new drafts for the armed
#o=ces and the Messerschmitt Company was oot spared. If the qucta
demanded by the armed forces had been relemsed, the prcductiozn of the
Me 262 would have been out of the questicn. President Seller weat
to see Geebbels as plenipotentiary for utilization of men-power since
he was respcnsible for the apew draft calls. The interview took place
on 10 Octcber in Berlin, Dr. Goebbels expressed astonizhment that the
locg promised "wonder weapon" was not yet coming out in quantity.
Seiler gave him the whole story of the Me 262, Thereupon Dr. Goebbels
sent his Chief of the Persomnel Division, Dr. Schultz von Dratzik, %o
check up on the spot. He found that what Seiler had reported
correspeonded with the facts. Goebbels now intervened and the Messer-
schmitt Company were excused from supplylng men to the armed forces
and were assigned a mumber of first class specialists and other
uwrgently needed helpers. But the basic question of changing the entire
sireraft program could not be sclved even by Goebbels,
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The occupation of the Ruhr, the loss of Upper Silesiz and the un-
restricted air superiority of the enemy ushered in the final phase of
the war. The Germsn armament industry had to contend with extraordinary
dirriculties. therto the unparallelled aisclpline ol the German peopls
ae a whole had made it possible to keep the work going in spite of
constant attacks on the cities. Now a new phase of the alr war began:
the systematic destruction of means of commmnication. The dispersion of
menufecturing plants, which had been accomplished in the preceeding years,
now presented almost insoluble problems when normal transportation ceased.
The German air force was frittering itself away and using up & large
pcotion of its strength in the counterattacks of January 1945, It was
no longer eble to keep the enemy from achieving his aim. The German
pecple waited in vain for an effective employment of the new "sronder
weapon." Only rarely did one hear of the use of individuel machines
which indicated the unusual superiority of the Me '262. But the totally
inadequate tactics prevented any decisive success. Everywhere in Germany
you could see the Me. 262 just as you couwld the bezooka (Panzerfaust)
which was on display in offices, armories, omnibuses, guard houses, etc.,
everywhere except where it could be used in great numbers. It was dis-
heartening to see the Me 262 standing by the dozens on airfields ready
to start and offering & perfect target for hostlile bombers and fighters.
The erder to start did not come. Why? - I do not know. It was no
longer possible to protect the aviation industry itself from low-flying
hostile aircraft.

In the last three monthe of the war events crowded one another and
in edministration and command circles there were powerful words and re-
sounding phrases which merely served to disguise the chaos. Finally
they had become aware of the fact that the Me 262 should be the focel
point of production. Production of all other models, including the Me
162, which had bogged down because of poor tests results and the un-
satisfactory condition of the BMK engine, was stopped. If that had
been done & year earlier it would have made sense, now this hasty
mesesure only resulted in snarling up production as a whole. Sauckel,
Gauleiter of Thuringie, promised Hitler in resounding tones an
additicnal large scale production of the Me 262 in his plants, giving
incredibly near term delivery dates to which it was obviously impossible
to adhere. In February 1945 Degenkoldb, who had become prominent by his
successes it the program for building loecomotives, was put in charge
of the production of the Me 262 and given plenipotentiary powers. Four
weeks later Speer had to turn over the Me 262 program to the S5, which
bed long since betrayed its intention of getting control of industry.
SS-Obergruppenfiihrer and General der Waffen-SS Kammler was appolnted by
Hitler Commissar for the Me 262; he had all authority and placed his
officers in all plants engaged in work on the machine., But it was too
late to think of any well coordinated production. The swift advance of
the Allies made it necessary to move the shops into those parts of
southern Germany which were still unoccupied. Transportation was such
e problem that a large part of the materisl was often on the railway or
highway for long periods. Anyone with & grain of sense was already
convinced that all efforts were now useless. Kammler, however, continued
issuing his unintelligible directives and threatened to have his SS-men
shoot anyone who did not follow out his instructions at once.
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The advance of the Allies became more and more rapid. Soon the
entire area of Germany was occupied. The hisftory of the Me 262 came to
an end.

I have not described the struggle of the Messerschmitt Compeny in be-
hel? of the Me 262 in this volume to give prominmence to the concernm; there
were other companies in the aviation industry of no less importance whose
perfcrmance merits equal recognition. The story has been told because 1t
involves a matter of decisive importance for the course of the war and
becsuse the history of the Me 262 is typical of conditions in Germany.

On the ope hand, manifestaticns of real genius on the part of the indi-
vidual scientists and technicians, on the other hand, the fallure %o
recognize the big oppertunity because of the obstlnancy and indifference
of men in high positions. Active, untiring effort on the part of indi-
vidual industrislists and long drswn out handling of affairs by high
offisisls; mighty plans intended to meke & good impression, which could
not pessibly be carried out; comsclous closing cf the eyes to the
catastrophicz sericusness of the situaticn; working at cross purposes by
the individual agencies, and the watering down of any really great plan
"in official charmmels." This is symbolic not merely for the Me 262, but
actually for everything that happened in Germany. Consequently in the
history of the Me 262 we really have & ¥it of the history of the German
people.

ERQADCASTING IN WORLD WAR II

A fat Tolume might be written on the propaganda broadcasts of the
various belligerents of World War II. No doubt scme ccmpetent person
will do this. In this volume we shall only menticn broadcast propegands
in a genersl way, in particular with regard to the manper in which it
was reflected in the intercept service.

The word "propeganda” has gotten a bed ccarnodation during the last
decade and & half since; unfortunately, we have had to accustom ourselves
to its use, noct to gain recruits for & good cause but o force upon .
others against their will ideas which are neither good of themselves nor
useful tc those upon whom they are imposed. Things have gcne so far
that there is a general aversion to everything coznected with propaganda
and an immediste resistance where propagands is even suspected.

The different countries made use of broadcasting in different ways,
and certain develcpments resulted in all countries on the basis of
observations made. If I mention so-called broadcast propaganda, I do
g0 with reference to the role which broadcasting played as a means of
peychological warfare.

The use of broadcasting as a means of propagands by govermment
originated in the Soviet Union. In this federation the enormous
possibilities were recognized which centrally controlled broadecasting
has for propagating specific ideas., With revolutionary resclution they
set to work and created a mighty crganizaticn for the use of the govern-
mert and the Commmist Party.
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In human effairs one must slways be very cautious about making
comperisons. This is especially true when comparing forms of government,
countries, peoples, and the like, Of course this may be done objectively
in order to recognize differences, but one must guard carefully sgainst
attaching any estimste of velue. These are sure to be one sided znd to
yield a distorted picture.

Thue if we observe the type of Russian broadcast propaganda within
the 1imits of the Soviet Union, we find much that is very primitive.
However we must not forget that Russian internal propagande is intended
for the Russian worker and peasant, who stands on & low mental level,
and that it is calculated precisely for his concepts and his attitudes.
Consequently it has its effect in these circles. The extent to which it
achieves its aim of affecting the entire population was shown clearly
during World wWar II.

When the Russians broadcast in the same manner in German to Germans,
then they showed that they knew little of the soul of the German people.
Only during the course of the war did they learn to take actual conditions
into account, both regerding what they must say to the German people and
to how they must say it.

But in spite of everything, Russian broadcast propaganda played
only & subordinate role during the war. It began to have & certain
effectiveness only when ceptured German generals, officers and enlisted
men appeared on Russian broadcasts and addressed their messages to the
German people and the German scldiers.

Psychologicel warfare had begun in Burope long before the outbreak of
open hostilities. Soon after the assumption of power by Netionel Social-
ism, an erdent effort was made to proclaim loudly to the world the
Naticnal Socialist doctrine as & panacea for all countries and all peoples.
In conjunction with other "cultural asccomplishments” of National Social-
ism (struggle eagainst the churches, struggle against labor unions,
persecution of Jews, subjugetion of the press, concentration camps, etc.,)
this activity aroused opposition in all foreign countries and this
opposition found expression in foreign broadecasts. In reality these were
not counter-propegands transmissions but merely efforts to discuss the
validity of National Socialism and its practical methods, coupled at ;
times with ecorrections of Netional Socialist claims, insofar as they were
applied to other countries. But even that was enough to make the National
Socialists denounce these broadcasts as pure propaganda and atrocious
lies.

The British were very reserved in this matter. The French, on the
other hand, were somewhat more active, and in time (beginning ebout 1936)
the Btrasbourg transmitter became the mouthpiece of liberal democratic
ideas.

Indicetive of the skepticism with which National Socielist propagandes

was secretly viewed in Germany is the fact that the Strasbourg broadcaats
wvere listensd to by everyone who had & suitable receiver.
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Even at that time people in the Ministry of War and Ministry of
Propaganda in Berlin were sware that in any future war 2 large part of the
population would regularly listen to the broadcasts of other countries.
But sinece National Socialist propaganda worked chiefly with iovented or

torted srguments, there was serious danger involved in listening to
foreign broadcasts, because untruths are only effective when there is no
cne on the spot to diserm them by a convineing presentation of the truth.

An attempt was made to render the German people immme to foreign
broadcasts. This was to be done primarily by shifting the whole German
broadcasting program over to wire radio. The instruments were to be so
devised that it would be absolutely impossible to hear foreign broadcasts.

Tis was a gigantic program and considerable time must elapse before
it could be realized in full, The preliminary stage was represented by
the so-celled "people's receiver" which was plaoned to recelve only
German transmissions. When World War II broke out, wire radlo was still
in its early stages. It was necessary to find some other way of keeping
foreign breadeasts from the German people. It was decided - with
characteristic Natiopel Socialist thoroughness "= to use the universal
cure of strict prohibiticn. The death penalty was fixed for listening
to foreign broadcasts. They even went so far as %o include listening
to broadcasts of allied countries under the same ban.

Tt has been claimed that the Nationel Socialists were good psycho-
logists. In gemeral that is true. At least by perscnal experience they
recognized all the negative aspects of German character and took the
point of view that their own attitude, their own inper inferiority mst
be assumed tc be present in all other people, They kuew perfectly well
that the breadcests of other countries would be listenmed %o in spite of
all prohibitiomns. But in corder to reduce %o 2 minimm the resulting
dangers, they established that maximum penalty for listening and passing
or what had been heard, They had no choice. Thelr system of having
everycne spied cn by everyone else would see %o it that listening to
foreign brosdcasts did nmot get out of hand,

Immediately after the outbreak of the war the French started a
viclent agitation, using transmitiers in Strasbowrg and Paris., It was
directed against the National Socialist govermzent c? Germany and iis
regponsibility for bringing on World War IZ. The management of this
propagands was poor. One attempted to use a clumsy instrument on a
clumsy object and in so doing caused more damage than would be suspected.

When the military events turmed against France in 1540, the broad-
casts of the sbove mentioned stations became a wild scolding and with that
lost all effectiveness., These transmissions were listened to only with
loathing and shrugging of shoulders.

Scmewhat more clever were the transmissiocns cof the British broad-
cast stations but they revealed such a lack of knowledge of actual
 conditions in Germany that the listener often had to shake his head.
Ead the English been asleep these past six years? Didn't they know
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what hed heppened in Germany since 19337 What had become of their cele-
breted "Secret Berviece"? If it hadn't learned more then appeared in the
sometimes downright simple propegenda, then the British were indeed badly
off.

Many of the statements could be checked at-once and shown to be in-
correct. No, propaganda, if it were to be crowned by success, was not
that simple! One got the impression that a number of newspaper reporters
were working here confusedly without centralized control, without any
comprehension of the actual situation in Germany. Only the reports on
events in England end America were of interest, including reports on the
sessions of Parliament, on the industrisl situation, on ideas regarding
the future course of the war., From these it was sometimes possible to
drav all sorits of deductions, frequently more then - from a military
point of view - was good for the British. But since people in Germany
were sccustomed to regerd broadcasts &s pure propagands, they gave no
credence to those reports to which it would have been wise to pay some
attention.

There was & basic change when Brandon Bracken took over the Ministry
of Propaganda. The way in which the entire style of broadcasts to forelgn
countries changed in sbout four weeks was really striking. From an unsure
and tortuous path, one shifted resolutely to the only correct path under
the circumstances - to the path of truthful, factual reporting. People
in Germany had plenty of intrusive propagands and because people knew
that the press and the radio were not describing things as they were,
but in the way National Socislism meant them to be regarded by the German
people, there developed & reel hunger for some objective reporting on
burning questions of immediate and vital importance, & reporting which
should be free from scolding, accusation, self-glorification, and distor-
tion. The British didn't need to do anything more than tell the German
people the ‘truth. That was enough. That alone wae so hard and
annihilating for National Socialism that any added propagands terms, any
injected propagands purpose, could only weeken the effect. It was ’

- mecessary to depict things in such detail and in such fashion that anyone
could at any time check their accuracy.

And &t the very time when the British broacasts were making truthful
reporting the foundation of their propagenda, Dr. Goebbels was proclaime
ing openly in Berlin: "propagenda is never limited to the truth but is
only determined by the purpose.”

The enemy of the lie and of distortion is the truth. Only when
unadulterated truth is used as a weapon can it be effective in the long
run. Netionel Socialist propagends relied on the principle of the "lie
of the moment"; that is to say one boldly asserted anything and thus
achieved for the moment the desired effect. If time ultimately revealed
the untruth of the statement, one had accumulated meanwhile & number of
pew "facts" which could be trotted out with much to-do and which would
so fully claim public interest that no thought would be left for the
former "stupidity."
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English propeganda - if we insist oo using the term - began with the
coming of Brandon Bracken to work on & long term basis and this assumed
that there should be no contradictions in the stories teld cr in the
arguments. On the other hand, people over there could now afford to
collect and toss back in wholesale fashion the contradictions in the
speeches of German statesmen and propagendists, in German publications,
in the press and in broadcasts. That alcne was very effective. For
this purpose they recorded in Epgland every speech of Hitler, Goering,
Goebbels, and others, every lecturs of a military or pclitical nature,
every article read over the Germau broadcast stations, and so were able
to produce, as it were, a multitude of living witnesses. That was
dammsably peinful for German propeganda, especially as there was nothing
to offer in return. So the English indulged in entire programs in which
nothing was heard but skillfully selected extracts from speeches by
rrominent Nationel Socialist leaders. Ouly one course remained for
reducing the effectiveness of these broadcasts - that was jamming.

So now the Germans used every available means to meke reception
of the German languege broadcasts from London impossitle. However they
were rarely successful because the English sent out their broadcast
similtaneously on 3, 4, 5, sometimes even 8 to 10, different frequencies.
Reception was always possible on at least one or two of them. Naturally
this varied from place to place. The jammers did not really interfere
everywhere and anyone who seriously iatended %o hear the 2fferings of
the British Broadcasting Company generally succeeded - of course there
were exceptional cases.

I am not asserting that the Engiish like lily white =ngels limited
themselves to 100 percent fact with no tropeganda. By nc means! They
sent out what were admittedly propegands broadeasts, only they always
separated them from straight reports. As I sald, these were admitted
propaganda and everyone knew that things were invented. However, these
broadcasts were spiced with so much spirit and humor that pecple liked
to hear them. They had not been hewn with a btroad ax like the products
of the Ministry cf Propaganda in Berlin. As a rule they betrayed a
cleverer hand and were pretty well worked ocut.

As an example we may quote the reports of "Pfc Adolf Hirnschal"
who was at first cn the easterm front and later in various other sectors
or stations from which he wrote letters toc his wife which begen" '"Dear
Amelia, beloved wife! This is to inform you that today has been the
best day of my life and am going to tell you Whyeseoo" Listening to
them, it was hard to keep from laughing so hard you fell off your chair,
they were so full of spicy wit ané irony. There were pecple who waited
impatiently for days for the next "letter of Pfc Adolf Hirnschal."

Once a week there was & "report” on the meeting of two Iriends,
Kurt and Willy, pamely senior teacher Kurt Kruger and Willy Schimanski,
counsellor for the Ministry of Propaganda, in their regular cafe on
the Potsdamer Platz, later - after the bombing of Berlin began - in &
lJerlin suburb. The wey in which the methods of Goebbels' Propaganda
Ministry was shown up was very amusing.
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Now and then "Mrs. Wernicke" put in an appearance and talked on life
ip Berlin but these broadcasts were among the least clever, they were
only suitable for people "who were very modest in their demsnds.”

One of the best broadcasts came daily at 1800 hours; it was the
"oroadcast for the Germsn armed forces." It gave & good accurate survey
of the situstion on the fronts and of general military problems connected
with the war. Of course, events &t the front which were unfavorable to
the Allies were not stressed too greatly; sometimes one forgot to mention
them. Those were exceptional cases. Otherwise the description of the
gituation tallied with the facts and it was possible from these descript-
jons to get & dependable picture of military eveats. Not only of military
events, but also of the situstion in Germany. For, if British intelligence
had been almost completely uninformed on this subject during the first
year of the war, this had changed as the war continued.

Perhaps some dsy somesone in the British intelligence service will
reveal how and by what means the great apparatus was built up which
permitted the British to learn very quickly about all events in Germany.

I am sure British intelligence got & mejor portion of its information
from radio agents, since through these it had available the services of
confidential agents (men or women) in the very highest offices in Germany.

How well informed the British were regarding the intentions of
Eitler's heasdquarters was revealed, for instance, when in April 154k the
london radioc amnounced that Hitler plenned, after the collapse of the
eastern end western fronts (at that time on the Dnieper and the Atlentice),
to employ the "strategy of the storched earth” in Germany and meant to
realize in terribly tragic end gruesome fashion & "heroic epic of the
death of the German people.” And this was & year before he began to
convert his intention into deeds.

Long before they were used, the British reported openly on the new
German jet fighters and described their good and bad qualities. Some -
times somebody wes incautious and by premature reporting endangered the
sources of information. On the whole, however, I must say the English
knew how to build up & first class intelligence service under most
difficult conditions and also to derive benefit from its results. Results
both for military operations at the various fronts and for psychological
warfare, especially by means of radio.

There is cne other series of broadcasts I would like to mention here -
these were the broadcasts to German women sent out twice a day. These
also were adapted to the outlook and the spirit of the German woman but
in general failed to be effective because - from the standpoint of time -
‘they were badly placed and because German women were not sufficiently
accustomed to thinking for themselves to be able to face these matters
with sdequate understanding and the necessary critical epirit.

The so-called "workers progran” was not especlally fortunate; it more

or less missed the problems and offered the German worker little of
positive value.
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While in Germany the pemalty for listening to foreign broadcasts was
death, the British Govermment did not attempt to limit listening to
Germen broadcasts. The Germans had organized a grandicse progranm in the
English langusge as informetion service for listeners in England, but if
anybody ever missed the mark, if any laborious effort ever achieved a
100 percent failure, it was here. It even reached the point where the
British recommended listening to the German stations. What was offered
either provoked & shaking of heads or a compassionate smile. I once
remarked that the National Socialists were good psychologists. This was
true only in respect to their own people. When dealing with other
countries they displayed without exception a total inabllity to enter
into the thinking of other people. For that reason German Naticnal
Socialist propagands was usually merely a flash in the pan, unless it was
suppcrted by very practical economic interests. The United States of
America set up a Germen language brosdcast, the ™Voice of America, the
Voice of One of the United Nations" immediately after the beginoning of
the war. The broadcests, however, were difficult to hear and found
little following.

0f ell the American broadcasts in the German language the most
interesting were the addresses of the well known author, Thomas Mann.
They were permested by much spirit and knowledge, were excellent in
style, and inspired by a glowing hatred of National Socizlism. Mann wes
always well informed regarding developments and conditions in Germany.
The trend of thought always climaxed in the theme: "German people, how
mich more must you fear victory than defest.”

National Socialist leaders called Thomas Mann the "Peck's bad boy of
the Apocalypse"* and it is safe to say that rarely has so much truth been
expressed in so few words. It cutlipes clearly the enormity of the actions
of the Nationel Socialist leaders of Germany and also suggests how petty
this whole group of men really was.

Thus far I have mentioned only broadcast stations which worked
openly and without disguise, i.e., could be recognized by the anncuncer's
statement as being in Moscow, London, New York, etc. 3But there were
other transmitiers which worked with the most varied disguises. I one
watched carefully, however, one could always determine after a while the
country in which this or that transmitter was located. For instance there
was the "Transmitter of the SA-Fronde." It worked in the Scviet Unicn and
tried to give the impression that it was located in Germanmy and represent-
ed an oppositiod group inside the SA. The "German People's Transmitter”
was likewise in Soviet ferritory. It was usually easy to recognize trans-
mitters working from the Soviet Union because of the number of times
"Kameraden!" occcurred. Almost every second or third sentence began thus.

The so-called "Atlantic Transmitter" was listened to by many Germans.
Its offerings were not always well chosen, its information not always
dependable. It worked from Algiers and was the U.S.A. propaganda station

Apokalyptischer Lausbuben.
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for the German ermed forces. The so-called "German Freedom Station" was in
the seme eres and under the same direction. For a time "Gustav Siegfried
Eins" mede guite & stir. It was loceted in England and used as theme song
the melody " - bis an dein killhles Grab", i.e., the continuation of the
theme song of the "Deutschlandsender.” It soon became known populerly as
"jer Scheissensender" for the following reasons:

Seversl times each evening at seven minutes before the howr this trams-
mitter brought & talk by the "Chef." This chef's language was enough to
meke & hard-boiled soldier at the front turn pale. He never used & noun
without prefixing “Scheiss -" and there was & generous interlarding with
"prschl8chern”, "Scheisskerlen", "Misthunden" etc. He gave descriptions
of the private lives of the National Socialist big-wigs. Generally these
were pure fiction or at least greatly exaggerated. One of the maddest
pranks was the report on "Schwarze Juttse,” the supposed lady friend of &
German sdmirel and the principal heroine of the wildest orgies. .

This wild scolding wearied and repelled the hearer. These broadcasts
aid not heve the least effect. People asked themselves: "if the 'Chief’
uses such language, how will the ‘underlings' talk?"

There was & huge number of other transmitters but their importence
was slight.

The importance attributed to foreign broadcasts in official circles
and the danger one saw in them during the war 1s apparent from & decree
of the Chief Signal Officer, General Gimmler, dated 11 October 194k, re-
gerding listening to foreign transmissions. ‘Among other things he said:
"It is & sign of the most pitiful baseness and of the most dangerous
weekness when one listens to foreign broadcasts.”

And in view of the character of the Netionel Socialist propaganda
1t was downright grotesque when he then repeated Goebbels' words that
propagands is never confined to the truth but is only limited by its
purpose. Finally the order ends up: "l order ruthless intervention with-
out regard for person or rank whenever this greatest of a1l crimes is dis-
covered”.

Along with the type of broadcasts already described, there was one
other - shell we sey "active"” use of radio, especially by the British;
I mean the so-called speciel messages which were intended for agents
employed in Germeny. They were short and might read somewhat as follows:

"Stettin is in Germany", _

"Mary's brother bought two chairs and a table”,
"The first window is lighted, the second is dark",
"My mother is at home",

"Vienne is in Austria”,

"Keep your children at home, it is still too cold",
"England's women ere happy", etc.
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These were messages agreed upon in advance which had reference to
parachute drops, agent meetings, changes of frequency, and the like.

O~zasionally pieces of music were played to zcnvey prearranged
messages, primerily in the Polish broadcast of the British Broadcasting
Company which were intended for the Polish resistance movement. They
refarred chiefly to parachute drops; these were regularly announced by
melodies, e.g., the soldier song "Es reiten die Ulanen sesas o Ok du
mein Bosmarin, entfalte dich ....", or "Die tausend Tapferen" and so om.

-Summing up the role of broadcasting as a means of psychologicel war-
fare, we can describe it as far reaching and significsaxt. But if anyone
should get the idea that the German people lost the war because it
surrendered to the poison of hostile broadcast propaganda, he would be
missing the point emtirely. If things had worked this way, England
would have had to lose the war because German broadcasts for five years
gimed at breasking down the will of the English pecple to resist. Or
else the Germen people should have given in late in 1940 when British
propaganda was trying to divide and infiltrate. But it merely met with
resistance, just as the broadcast propaganda of Dr. Goebbels was rejected

ir Epngland.

The importance of the English, Russian and other broadcasts seems
to me to lie in another quarter; they helped the German people in its
- gearch for the truth, in its effort to learan the real relations of things,
in its conmscious and unconscious urge for spirifuel recovery, its
searczh for a way out of the labyrinth of aberraticns. £, after the
outward ccllapse of the National Socielist reign of terror - a ccllapse
which was inevitable - the German people showed that & vast majority
had long since broken with that negative system and created conditions
favorable to & positive course, then a good part of this cure may be
ascribed to the critical searching of the broadeast frequencies.
rcadsasting showed that it can only be effective as & weapon 1f it
uses the truth. And that is a lesson for the future.

WAS THE GERMAN INTERCEPT SERVICE
IN WORLD WAR II WELL ORGANIZED?

Perhaps from what I have said the impressicn may have been gained
at times that the Cerman intercept service during World War 11 was very
poorly organized and failed on that account. I do not wish to say
anything of the kind. In its several parts the intercept service was
very well set up and achieved useful results in numerous cases. However,
it did suffer from some defects to which I shall come back later. That
which was definitely defective was the use of the resulis of this
service.

Natiopal Socialism was & system which sabotaged itself in every
way and in the long run achieved the very opposite of what 1t sought.
‘e can find plenty of confirmation of this this. I will pick out the
“following typical example in connection with the intercept service:
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n In the Cipher Section of OKW & group bad been set up at considerable

' expense end with good technicael equipment for monitoring ell transmissions
intended for any considerable circle, including broadcasts, radio telephone,
press end economic radiograms. Hundreds of messages were copied daily,
evelusted, and put together in so called "Chi-Nachrichten.” When worked
over intensively, they were & regular mine of information on the armament
gituation in enemy countries. But this called in the first place for a
genuine search for the truth, i.e. for the actual situation - no matter
whether the findings egreed with one's wishes or not; in the second place
it was necessery that the circle deeling with these "Chi-Nachrichten"
should not be too smell, lest it fail to extract from them laboriously
ell that might be extracted.

Neither the one or the other condition was satisfied. In the Third
Reich the seerch for truth was synomimous with hostility to the state. The
universel wetchword was an Arsb proverb: "Pie up the ass where your master
wishes it to be tied." Such & system as the guiding principle of & state,
is well suited to give the uninitisted an impression of "powerful nationel
unity". In reality it conteins the germ which will bring on its own
destruction.

Fear lest the truth become known domineted the leaders of the state.
Insteed of evaluating the extensive and significant cipher messages and
thus learning sbout developments in hostile and neutral countries, there
: was an order by the Fllhrer that these summeries should be glven a very
limited distribution to only & few office chiefs. It was forbidden to
n pess them on. Now an office chief is & men who in view of his duties as
administrator cannot, even with the best of intentions, read through 10 -
20 pages of decodes daily, digest them and derive Irom them a clear
picture, EHe has barely time enough to glance at them. Actuelly the up-
shot was that the recipient of these decodes initialled the upper right
corner and put them in the safe. Every two or three months came & "des-
truction procedure"” and the stack of paper which had accumilated mean=-
while was burned. All the laborious effort of many people, &ll the outlay
of meterial, equipment and time had been useless. Thet is the way the
Filhrer would have it. And so in countless ways & system degenerated in
which the truth always got & negative lasbel while mistrust elways received
e positive score.

I said before that the Germen intercept service suffered from scme
defects. We shall take up two of them here. One was also characteristic
of the armed services of the Third Reich as & whole; rearmament had
proceeded too fast on an inadequate foundation. The result was &
critical lack of good experienced specialists. You can not train
scientific traffic evalustors on the drill ground. People had spread
out but hsd not achieved depth. There were many intercept companies but
only & few useful evaluators. Much importance was ettached to externals.
In the Red Army form meant nothing, content meant everything; in the
Third Reich outward form occupied the foreground at all times. Many
things were organized to death.
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The other defect was the splitting up of the German intercept service.
Even though one may grant that each of the three services was Justified in
heving a separate intercept service corresponding to its peculiar needs,
nevertheless ell other facilities for monitoring the radio trafiic of
foreign countries should unquestionably be combined in one centrsl organ-
ization. Only thus could there be any guarantee that all available
messages were evaluated and made the Dbasis of reliable estimates of the
situation in hostile and neutral countries. This, however, was not the
case. Instead of one central strategic radio intelligence there were
almost a dozen crganizations working in this field. There was either
absolutely no collaboration among them or the collsboration was very loocse
and suffered from mutual mistrust.

Quite prevalent, on the other hand, was a sort of competitive struggle.
Each of these organization was ambitious to beat the others. Each wanted
to appear to work faster and better than the rest and slways tried to
represent itself in a favorable light and its rivals in an unfavorable light.
The concept of unselfish and complete cooperation for the benefit of the
country was fcreign te all these crgenizations.

This splitting up of the work used up an undue number of valuable
workers; esch individual worker diligenily and with interest but on the
whole a considersble portion of these workers and of their efforts was
wasted. The same was true of the machines and other instrument ities.
With mentrslized control several times as much work could have been turned
out and the damage caused by overlapping and antagonistic efforts could
beve been avoided.

This resulted in & peculiar situation where the individual organ-
izations functioned well but the intercept service as & whole, due o
over-organization, did not achieve the results it might have achieved.
A patient cannct be treated success?ully by a dozen physicians, of wbom
one feels his pulse, another listens to his lungs, and a third examines
his throat, etc., and each one subsequently makes his own independent
diagnosis. That is the way things were in the German intercept service
after the middle of 1539.

One other circumstance might be menticned which was calculated to
let the results of the labors of the intercept and eveluaticn services
g0 up in smoke uselessly; the important persconages before whom these
results were laid for utilization had a preference for so-called "hot

- ones," i.e., for individusl messages with an especially interesting
montent. That is all right once in a while but such messages merely
bring details into the limelight. That which is of real value in the
intelligence work of & modern war is the totallty of the meny little
single hints, evaluated and combined in lnstructive surveys. And there
was a general dislike for this detailed work.

It is hardly possible to reproach any individual for this situation.

Bvery cfficial person in the Third Reich - including the armed forces -
was at all times so0 overburdened with superfluous nonsense that be simply
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had no time left for calm, scientific, critical work. Thus the most
importent pert of strategic intelligence was lost in the mad scramble of
unproductive, intentionally or unintentionally purposeless business.

The development of the German intercept service during World War II
was & remarkable one. Not in the metter of orgenization - here there was
1ittle change - although individuel technicel and organizationsl measures
were always being put through. The development of which we shall speak
had to do with the assignments.

The artless reader will probably start out with the eassumption that
the German intercept service during the wer had as its primary assignment
the monitoring of the traffic of hostile countries and as & secondary
assignment the monitoring of peutral countries whose attitude was open
to doubt. He will hardly hit upon the ides that the monitoring of the
traffic of countries ellied with Germany would find & place, since that
would not merely indicate mistrust of one's allles but from the very
start place the alliesnce on & very unstable foundsztion. An alllance
which is not based upon complete mutusl confidence, an elliance with
mentel reservations, especially in wartime, resembles & contract which
either of the two parties is ready to sbrogate at & moment's notice.
Whoever enters upon & life and death struggle relying on such allisnces
admits thet his cause is & poor one and knows that his partner intends
to escepe from his contractionel obligations in case of a crisis. This
mesns & wer with two fronts: & visible outward front egainst the enemy
and en invisible inwerd front egainst one's friemd, e front which may
burst into flame at any moment, probably when one's strength is most
urgently needed on the outward front. :

When the Third Reich entered this war it had a politicel ideclogi=-
cel and military alliance with Italy and with Jepan. There were halfl a
dozen similer egreements with other countries. The alliznces with Italy
end Jepen had been celebrated for years in every key, painted in every
color, and discussed in countless articles. "Never yet" had there been
anything with so firm & foundation. "Never yet" had an ellience been 80
stoutly supperted by & common philosophy; "never yet" had there been
such indissolubly close, such cordial alllances as these. Moreover
there was such & strong personal friendship uniting the leading states-
men! This wae the quintessence of ell alliences the world had ever
seen, the Himelaya of mutual confidence.

That is the way the public saw it, Yet in the schedule of the
German intercept service were listed Itely and Japan end ell the other
countries sith which there were treaties and agreements. But that was
_pot all. The portion of the time of the German intercept service
devoted to these two countries amounted at the beginning of the war to
elmost one-eighth of the total working time. In April 1943 the number
of Itelien messages intercepted was four times as greel as in November
1939.

The proportion of intercepts of "priendly” countries in comparison

to those of hostile countries increased from month to month as the war
went on. Far behind the scenes, way out in the darkness back stage, an
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invisible struggle was taking place - without swords and noise to be sure -
the effects of which were bringing death, wounds or captivity to thousands
and tens of thousands at the front.

This was the struggle between cryptography and eryptanalysis, While
British and Russian cryptographic security was constantly increasing and
the interception of the messages in these systems retreated more and more
into the background because decryption proved impossible, the German
cryptanalyst kept in touch with the system of the allied states. This
was & poor testimonial for their systems. It was a poor omen for this
struggle in the dark which was merely a precursor of the struggle at the
fronts. So the proportion of messages of friendly powers contizued to
mount unchecked. In the spring of 1943 these amounted to more than a
quarter of the total intercepts.

Instead of warning the lesser allies and calling their attention to
the vulnerability of their systems, there was rejoicing over the crypt-
analytic successes and the interest manifested in the trafflc of these
countries was as great as the interest in that.of the enemy countries,
sometimes even greater.

There was a further reeson for the increase in the propertion of
ellied and friendly messages intercepted and decrypted and it was Jjust
as serious as the first. The attitude of these countries towerd Germeny
was becoming more uncertain and meore unreliable from year to year and
from month to month. So it was necessary to pay mighty close attention
to these "friends", if cne wished to be safe from surprises. In the
case of Italy, Hungary, and Finland this "checking" proved very veluable.

I cannot conclude these remarks without saying a few words about
the German cryptanslytic service. From 1522 to the end of the war 1t was
under the direction of Ministerialrat Femner, who was well known abroad.
As an individusl he was one of the most debated personalities in the
German intercept service. Regarded professicnally, he was an organization=-
al genius who developed the art and science of German cryptanalysis to a
high state of perfection. BHe was born and grew up in Russia (in St.
Petersburg, the later Leningrad).

His right hand man was a Russian emigrant by the name of Novopas-
chenny who in Czarist days bhad been a professor at the astroncmical
observatory in Pulkovo near Leningrad and had rendered good service
during World War I in the Imperial Russiazn Navy, He served on a Russian
destroyer in the Baltic until it hit a2 mine and sank. His cocl bath
apparently did him no permanent harm. The Bolshevists duwring the great
Russian revolution made it hot as hell for him and sentenced him to death.
Novopaschenny thought their treatment unfriendly and f£led to England
where he worked for a time in Scotland Yard, In 1921 or 1922 he twrned
up mysteriously one day in Germany, became acquainted with Fenner, gained
hig friendship and was magically instalied by him in his section in the
then Ministry of Defense, though Novopaschenny (who was called in the
outfit "The Old Man of the Mountain" and sometimes the "Sheik") remsined
& man without a2 country, they kept him in the German cryptanalytic service
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where he developed true mnalytic decryption. The originally very smell
group of cryptanalysts was expanded graduslly and & times during World
War II numdered more than 150 persons.

Strange to relate, Fenner proved to be e fanatical, egocentrie chap
who refused all collaboration with the oft mentioned "evalustion service”
end obstinately stood up for his own section without regard for the
functioning of the intercept service as = whole. To this lack of cooperation
may be ascribed the fact that, despite excellent performance by the crypt-
anelytic section and excellent performance by the eveluation service, the
final result of the intercept service as & whole was not what it should have
been.

Fenner typified the wide spread German characteristics of eccentricity,
pride in his official unit, and rejection of all that did not fell within
his own nerrow province. BHe was an opponent of Nationel Socialism, not
from philosophical conviction, but due to his basically negative ettitude.
He had been iust as vioclent an opponent of the Weinar Republic and had
mocked and scorned every administration from Scheidemann to Papen and
Schleicher. He was the spirit which always denied - as Goethe said.¥
But he represented German crypteanalysis and was its soul and inspiration.

It seems eppropriate in this connection to mention enother matter
connected with the central office of the German strategic intercept ser-
vice in Berlin, the so-called "Chiffrierabteilung"”.

World Wer II began in September 1939, hence in November 1943 more
than four years bad slready elapsed. Aerisl warfare had increessed in
intensity, the bombing of cities had become more extensive. 3But still
the "Chiffriersbteilung" worked undismeyed in its own querters on the
Tirpitzufer in Berlin. During the early pert of the war an alternate
location had been selected outside Berlin but this was given up later.
Most of the records were kept in single copies in the workrooms in wooden
or =t best in steel cabinets. They acted just as though the alrwer were
of sbsolutely no concern to the Cipher Section, as if it were impossible
for this center of the strategic and military-political intercept service
to be destroyed by an air attack.

Shortly after the beginning of the war this important agency got a
new Chief, a Lieutenant Colonel Kempf. He was & typical drillground
officer without eny spiritusl or humesne gqualities, a2 stickler for re-
gulations in the worst semse. It would bardly have been possible to find
in the entire army & more unsuitable head for this center of technical
signal intelligence. In his mind the lmportant things were correct
uniform, correct saluting, correct bearing, and a2 military heircut. EHe
had not the faintest conception of this special service and still less
of how to get slong with people in such & sensitive organization. On
the other hand he succeeded in ruining any pleasure his esscoclates

* In Goethe's Faust Mephistoteles says "I am the spirit that always
denies. "
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might have found in the work. In plece of any joy of accomplishment the
motto besame "duty.”

A few weeks after his deperture (hailed with joy by all concerned) came
the terrifia British attack on Berlin in the night of 22 November 1543,
With astounding precision bombs hit all the buildings along the Tirpitzufer
which contained sections of the "Chiffrierabteilung.” Ia a single hour
all the keys and reports, card files end crientation.folders, tables, and
sketzhes, that had been created during decades of painful effort, were
destroyed. It was not long before the effects of this blow began to
be felt. &+ was as if the main nerve center of a human being had been
dealt & heavy blew with a blackjack. A sense of being crippled fell
upon all the work of this center and this was eggravated by Iater air
attacks. Work went on of course. Files were started, new counts and new
card files were produced. But the actual creative work recovered only
slcwly and imperfectly. Far too much hed been destroyed that night.

On 1 October 1943 Kempf was replaced by Coloznel Kettler, a2 man who
already had considersble practical experience in the intercept service
and who had been chief of the interzept control station of the army for
geveral years. By dealing with his personnel in an ocutstanding fashion
he was able to inspire and maintain ar interest in the work. 3But he
r~esched this position too late. Had this man with his clear insight and
understanding guided the agency frcm the beginning of the war, prcbably
many a fateful piece of stupidity would never have been perpetreatfed.

BIG FRY AND LITTLE FRY

Pumping the servants has always been & farorite method of finding
cut what the master and mistress of the house were up to. In the secret
serrices of the various states this course has been followed frequently,
cften with good suscess. It may seenm scmewhsat strange to say the same
method ~an be used in radioc intelligence and yet during Werld War II
scmething cf the sort did happen, though perhaps instead of the class
distin~tions "master" and "servant" we should speek of the big and
wealthy cn the one hand and the little poor -fellows on the other. Or
perhaps we should distinguish between those who are at the moment
Mine haves" and their "dependents.” What I mean is this: Hitler's
attacks on the small states of Eurcpe Irom 1938 to 1941 bad fcroed the
governments of these ecountries to take refuge abroed im order %o
~ontinue efforte for the recovery of national independence. Mest of
these govermments in exile had gone to London. EHere they meintained
1ittle ministries and kept in touch with their representatives in
foreign countries, i.e. with their embassies, consulates, mlssions,
delegations, and the like. They made extensive use of radio telegraphy
and thus supplied r=w material for the German intercept service. And
this "rew material” was - first class! At least in most cases. And
for two reasons: in the first place, the cryptographic systems used
were not ordinarily first class - the Germans usually solved them very
quickly. The second reason wes that these decrypted messages vwere
exseedingly informative. Since these governments in exile really had
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very little to do, they had emple time to pick up information in all
quarters. And as soon as the Minister for Foreign Affairs or the Minister
of War fourd out something, he was just itching to pass the information
on to the embassies, etc.

Everything that the "big fry" (i.e. the governments of Great Britaim,
U.S.A., Soviet Union, etc.) strove to keep secret, these "little fry"
diligently tattled. It was fun to read their messages. Poland and some
of the Balkan governments were the worst. An especially fruitful source
was opened for the Germans in June 1943 by the solution of the system
used for Polish military attache traffic between London and Bern. The
"regults" were cutstanding!

The Turke likewise gave the Germans valusble information throughout
the course of the war. The Germans had to give up monitoring Russian
diplomatic radiograms because every attempt at decryption felled, but
beginning ebout the middle of June 1941 they were able to read Turkish
diplomatic messages between Moscow and Ankara end so obtained very
veluasble clues. Persias was also quite fruitful. Beginning in September
19%1 the focal point of the entire intercept work was concerned with
the links

Ankara-Moscow and Moscow-Ankara
Ankara-London i London-Ankara
Teheran-Moscow I Moscow=-Teheran
Teheran-London L London-Teheran

If Mr, Churchill and the British Foreign Minister and the Commissar
for Foreign Affeirs, Mr. Molotov, had known how their little "boarders"
were tossing their secret measures to the Germans like hot biscults,
such heir as they had left would have stood on end.

0f the "big fry" the USA provided its enemies most amply with
information. .. Among other things & special radic network had been set
up in 1942 which covered the entire globe., This was the "WVNA-pet"
(named from the call-sign of the station in Karachi, Indie, which was
the firet one heard.) Most of the exchange of messages could be read
currently; it afforded informatiocn on Americen military measures in '
the Far, Middle, and Near East and in Africa. The followlng survey
chows the extend of the network in November 1942:

WVRA-net

Call eign, location, cover name and mterﬁtation

war Washington agwar = Adjutant Genersal, War Department

milid = Attache

erypto = Secret commnications service

victor = Proper name, (head of "erypto")
"Signatures: Arncld, Cambels, .
Groninger, Kronmer, Loughry,
Marshall, Ohnstaed, Osborn,
Reybold, Sommervell, Strong, Ulio.

295




vwvnonasa Karachi speck S proper name
(India) Sigpatures: Jordan (Vice-
Consul)
Wheeler (General and hesd of
the USA military mission)

wvymt Basra amsir = American military section Iraq

(Iraq) Signature: Connolly (Vice-
Consul)

wvyanv Cairo amsme = Americé.n military section
(Bgypt) Middle East

wvant Asmara amseg = American military section Egypt.
(Formerly Signature: EHodges
Italian-East
Africsa)

vVymy Teheran amus = American military section Russila
(Iran) Signature: Ondrick (Mil. Att.)

8 9x Delhi aquila . =z Cover name for American air

(India) forces.
_ : ammdel = Americen military mission Delhi
emobsin = American military observer Indie
Signatures: Tiger, Speck
(only there for a short time)

nekci Chungking ammisca = American military section Karachi
(China) office in Chungking.
amilat = American military attache

Signature: Stilwell (General amd
Commander of U.S. Forces in China)
Barrett (Military Attache) Gauss

(Ambassador)
372 Kunming ammkun - Amrican military mission
(China) Kunming.
- Gura amgad el ¢
(Zormerly Signature: Bishop, Signals.
Italian .
Bast Africsa)

"Pst!”

It was in the summer of 10khk when little slips were pested up all
over Germany which bore nothing but three letters: "Pst!"”. They appeared
on the windows and doors of railway cars, on lstter boxes, on match boxes,
on the mirrors in barber shops and even in toilets. These were intended
to keep pecple from gossiping. But apparently that was only meant for the
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leymen because in "initiated circles" they were diligently chattering
ocut of school.

In other connections cases have been mentioned where the German broad-
casts or the German press compromised the work of the German intercept
service by revealing deteils which came from the ilmtercept service. North
Afrize (Fellers) and Sicily are examples. Those were in the year 19k2.
However, the lessons were not sufficient to prevent repetitions in the
year 1944,

After & long time and infinite pains the Germans had succseded lo
breaking one of the cryptographic systems used by the Polish resistance
movement 8o thet they could read the intercepted messages currently. Ome
dey late in October 194l they decrypted a message telling that the
Russians had set up in the ares they occupied & concentration camp for
memberg of the Pclish resistence movement where the prisoners were
confined under disgraceful conditioms.- Numerous details were given.

Three weeks later there was & German broadcast on conditions in the
part of Poland occupied by the Russians, in which that decrypted message
was repeated verbatim. On the previous day the "Ostdeutscher Beobachter”,
published in Posen, had also printed this message verbatim. Of course
it wes not stated that this was & decrypted message of the Polish
resistence movement but the content was enough to catch the attention of
the Poles.

It is a well known fact that in this life extremes often meet.
Alongside the tendency to gossip there was something else which led to
serious compromises.

The excessive secrecy within the German armed forces, which had
nothing to do with eny sensible or necessary secrecy, led each of the
services to msintain an anxious silence with respect to the others. If
there was any real orientation, it was usually limited to commanders
vho then kept their wisdom to themselves. Thus the right hand frequently
did not know what the left was doing. This explains the countless
compromises which resulted from ignorance of real conditions and their
consequences. It also expleins many compromises in broadcasts, in the
press, etc. ]

Unclassified memoranda, which were distributed down to the companies
" and doubtless fell into the hands of the enemy, often referred to the
possibilities and assiguments of radio intelligence. The cover
designation "S.Qu." (sure source) for decrypted messages was explained.
The consequence was an increasing reticence on the part of all owr
enemies in the use of technical means of commnication; this was felt
especially begimning in July 1944 when during the retreat of German
troops on &ll fronts &ll kinds of material fell into the bhands of the
epemy. A further consequence was &n intemsification of all camouflage
measures. That resulted in & new decline in intercept results. And
this led in November 1944 to an order by General Praun (successor to
Genersl Fellgiebel) regarding new cover words. "S.Qu.-Nachrichten"
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was replaced now by "Heinrich-Meldungen", "Otto-Meldungen" and others.
But the result wes the same.

VERMEEREN Nr. 2

Ben Akiba said that all things are repeated in life and that every-
thing that happens consists only of copies.

We have already reported the Vermehren case which happened in
Ankara. Half a year later something similar happered in Stockholm.
Eere agasin the rats deserted the sinking ship. Beginning 10 October
19k non-German broadcasts brought sensational reports in rapid suc-
cession. One member of the German embassy after the cther rencunced
Netional Socialism, deserted the German Embessy, placed himself under
Swedish protection and requested that a passport be issued him as a man
without a country. On 13 October 8 people had already taken this decisive
step, inmcluding the press attache, two secretaries and a niece of Dr.
Hjalmar Schacht, who had been errested a short time before by the Gestapo.

The Germsn press said nothing about this but foreign countries were
all the more interested and it is easy to imagine the impressiocn produced
there. Whet did the boestful words of Party bigwigs signify when members
of the German missioms preferred to break away from the National
Socialist regime and placed themselves under the rrotection of a foreign
power in spite of all the dangers threatening them from the Gestapol
How hopeless the situation in Germany mst be for the second alr attache
at the Germen Embassy in Stockholm to quit on T November 194k, to rencunce
Neticnal Socizlism openly and to place himself under Swedish protection!
What a 1if% this gave other countries!

Nor did these matiers remsin hidden from the German people. For &
long time everycne who had a good broadcast receiver had been listening
to foreign broadcasts. The prohibiticn sgainst listenming to such broad-
casts carried with it the threst of impriscoment and was intended to
rrotect the German pecple against lmproper influences; actually it
beceme a challenge to discbey. It is worth noting that the workers ware
the opes who f£irst began openly listening to foreign broadcasts. German
broadcasts lost interest more and more. Goebbels had lost ground. And
8c had the entire National Socislist system.

SMALL TOWN PRANES

Whoever has followed attentively the description of radio agent
activity and the way it was combatted can hardly have reached any other
conclusion than that the German "radio defense” was by 2o Desns adsquate
to keep pace with the development of the mighty network of foreign
agents, let_alone to overcome it entirely. The few units assigned for
monitoring and D/F-ing had their bands full if they tried to cover the
most important links and £ix the transmitters.
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But which were the most importent, i.e., the most dangerous trans-
mitters? Frequently this was not learned until it was too late. The
mein evaluation unit had plenty to do. There could be no thought of
complete interception and current coverage of agent traffic as & whole.

Despite the fact that this service had nothing whatsoever to do with
that of the so-celled Staffs of the Zones of Communications, it was alwaye
affected by cuts and reductions which applied to all rear area services.
Insteed of strengthening "radio defemse", it was always being weakened.

To have some protection against this, the following expedient was
devised: the two battalions of "radio defense"™ which comprised the
ex.isting companies were combined to form 2 regiment. And most of the
people serving on the steff of radio defense were "transferred” to this
regiment, (Actually only on paper.) Thus they disappeared from the
liste of OKW; one had made an "extensive reduction in force" and could
now commandeer these people back to "radio defense™ from the "Regiment.”
The fact that this "regimental staff" was located in the same place as
the staff of "radio defense" is an observation we may keep to ourselves.

With this the old situation was virtually reestablished! But the
execution of this measure had called for & terrific number of negotia-
tions, conferences, letters, and lectures - & gigantic expenditure of
energy and pains that should have been needless.

I+ was necessary time after time to use such childish methods to
protect oneself against lack of understanding in one's own camp. And
the resulting loss of time and waste of energy hurt the work itself.

In eddition to these metters, a struggle was going on due to
jeelousy between the radioc defense of OKW and thet of the police. From
the beginning of the war to its very end the struggle was going on .
behind the scenes. One agency was jealous of the other, begrudged it
ite successes and was delighted at every failure of the other "party"
which it could use as proof that its own work was better. From the .
very beginning OKW tried to gain control of all anti-agent activity and
to have the police agencies subordinated to itself. The police
resisted and tried to do the very oppesite, relying on Himmler who was
almost all-powerful.

Even when the Allies were in K8ln and Koblenz and the Russians

- were in Stettin, Kflstrin, and Girlitz, this internal fight contimued
and even became more bitter from day to day. Is it any wonder that
the work suffered seriously? Since the summer of 1944 the whole
structure cf the German ermed forces and hence of the anti-agent
activity had been so rotten that the struggle was more concerned with
questions of competence between police and armed forces than with
actual combatting of the agents.

Soon military events took & turn which inevitably brought about
the end of the "Thousand Year Reich" of Adolf Hitler.
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People in the German radio defense were proud of the fact that in
10i3 they seized twice as meny agent trausmitters as in 1942 and that
this was repested when they seized twice as meny in 194k as in 1943. They
boasted of it and led themselves and other to believe that anti-agent
activity was gocing along very successgfully.

Actually this was merely jousting wvith windmills for the number of
radio agents wes incressing so fast that it would hawve been necessary
to pick up ten times as many as in the previous year, just to keep pace
with them. The existing resources of radio defense and of the palice
were by no means adequate for thls purpose end the struggle between the
two did its part to slow things up. The mich tcuted German unity
remained a dream, even in this field.

On 21 December 1544 the Russian offensive broke locse ageinst the
Germen bridgenesd in westernm Latvia where some 25 diTisions were putting
up & hopeless struggle, gquite cut 022 from their pative country. These
were the first flashes before the fimal storm in the east. And while
the Russians were prepering for their great push, cffizers and officials
cf the German armed forzes were being detacbed to Natiznal Socialist
treining centers for "spiritual and ideclogisal training". Even the
~ipher section and radio defemse with all their subordinate units had
to detech from their scanty personnel pecple fcr ideclogical training.
The =f2izers indoctrinated at these tralning centers then traveled
around as "Netionel Socialist Leadership Officers" (NSFO) visiting
garrisons and sgencies and delivering f£iery propagenda speeches. In
Zinna near Jfiterbog, where the central office of radio defense was
located and the mass of work coming in every day had everybody swamped,
an NSFO colonel turned up once & week and deliversd gpeeches lasting
#or hours which everyonme was cbliged to attend. IHe declared that the
situation was serious tut by no meaps hopeless. Thoere was constant
refarence to Frederick the Great, the Seven Years War, the Napclecnic
Wars and other historic events. Otherwise the mein thing was proper
saluting and a good military bearing. These wers the basis of the
fighting power of the people and the will %o resist. Amcng other
undesireble phencmena of modern civilizaticn the lipstick was the
greatest evil!

At the High Command of the Army they created the pogition "General
of Signal Intelligenue attached to the Chie?f of Staff of the Army
Signal. Service in the General Staff of the Army." It bhad taken five
and a half years of war to bring thls sbout! Now the army alone had
28 intercept companies, while the armed forces hed no more than 50
all told. That was & sizeable organization. But its work £izzled
because all these compenies were not under centralized control but
all sorts of staffs were sandwiched in between and this caused
delay and dissipation of energy.

TEE END

Every end has a beginning but it is hard to £ix the beginning
of the end of World Wer II precisely. In my opinion, this end began
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promptly in comnmection with the bogging down of the Germen December
offensive in the West in 1044, Up to that time the structure of the
entire Germen militery epparatus and of the state bad stood up pretty
well in spite of heavy burdens and the whole mechine was functioning,
although serious disturbances had long since been evident., With the
early days of Jenuary symptoms of collapse became so0 obvious that no
one could mistake them. And now something heppened which is not with-
out & touch of tragliecomedy.

Six months earlier a group of officers, who recognized the sense-
lessness of continuing the war, tried to avert the worst by an act of
violence. The attempt failed. The newly appointed Chief of the
Replecement Army, Himmler, now introduced a discipline of terror. It
resulted in giving the structure of the armed forces in all its
branches an eppearance of great solidity. Everywhere people "did their
duty" diligently. BEveryone avoided speaking ebout the wer and its
prospects or else they spoke with feigned conviction of the certainty
of finel victory end made mysterious mention of the impending use of
pew and decisive weepons. This was especially true in officer circles.
At dinner in the cesimos ceremony reached ridiculous proportions.

What had been & free and easy ms=al becams & demonstration of discipline
and of Netiopal Socialist thinking. The "German greeting” and a
sneppy clicking of heels becams trump-cards. A meal without raising
one's erm five or six times was no longer conceivable. And at the

sem= time there was an epideamic of reorganizetions which were fatel

to ell reguler work. Combing the lists and giving up personnel (and
combining units) slowly but surely upset the former exact system of
work and administration at the upper levels.

The speeches and addresses of the commanders at so-called officer
gatherings kept getting sharper and "smarter". The check on rallway
treins and stetions reached & point where enough people were employed
to form whole divisions. And they increased from day to dsy. But
this very thing led & careful observer to think that, in spite of
outward discipline, the inner structwre of the ermed forces was in &
state of dissolution. The "flying" and "motorized" courts martial
didn't change matters. BExecutions by the firing squad and publication
of them in reilroad stetions and in cities brought no change.
Degertions becams more mumerous, even among officers. Listening to
foreign broadcasts became generel in spite of all prohibitions, because
these brosdcests revealed with terrifying clarity the hopeless measures
" in Germany. On 12 January 1945 the Russian offensive broke loocse from
the bridgehead near Baranow (near Sandomir). On 15 Januery the
Russians were et Eielce. Soon the entire east front was in motion.

On the 17th Warsaw and Tschenstochau fell and the Russians were
before Krekow. On the 19th they took Strassburg, and advanced to
Graudenz. Lucenesc fell.

Up to that time there had been an out-station of the German
intercept service in Tschenstochau which monitored radio traffic of
the Polish resistance movement and of Russian Agents. The existence
of this station was known to both the Poles and the Russians.
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Whern the front began to draw near to the city, the station repcrted
the fast to the headguerters in Zipna and asked where it was to go. At
the control station they played big brave boy. The head of the service
belcnged to that group of National Socialist officers who always shut
their eyes to every critical situation and ccucealed the true pleture
from themselves and their subordinates by braddadocio.

The answers sent to the out-station were hardly what might have
been expected: they should not regard the situation as more seriocus:
than it was; for the present there was no dangesr whatsoever, they would
kindly refrain from spreading panic; withdrawal would be ordered when
the time came, and so on.

The result was what one might expect. When the Russgian tanks were
rclling into the city, the head of the out-station hastily ordered his
peopls to pack up what they could ley hends con quickly, with the result
that everybody thought of his private possessions whick he loaded on
the few available trucks, and the unit raced out of town with the
Polish rebels firing at them from the windows of the houses. Not until
they were several hours away did they recover from thelr Zright
sufficiently to realize that documents of the uitmost lmportance for the
counterintellizence service had been left behind, including e report
which had aerrived just 24 hours earlier with all details that had been
learned regerding the Russian radic agents.

Although people in Zinna near Berlin were encoursging the out-
stations at Tschenstochau to be of good cowrage, they themselves had
begun preparing to evacuate in case of a Russian advance. However, the
way in which these measures were carried out showed how completely
the cormand there had lost its head. TFirst they began packing the
old f£les in boxes. Then they discovered they didn't have anywhere
near enough boxss. New ones were not to be had. So they unpacked
again and burnmed all the files down to the end of 1944, This bad to
be done as swiftly as possible and it was insvitable that in their
haste they also bwrned up the things they needed for their curTent
werk.

Meaowhile croping attempts were made to find out where the control
station of radio d=fense should go if the situation becames critical.
In conferences of officers, on the other hacnd, it was stated firmly
that they had no intention of changing location and would stay hers
£i11 the very last minute. They set up ridiculous btank blocks.
Bazookas wers stored in the offices and gas masks were tested out.
The Russian prisconers of war saw this and grinned.

All the vhile things were moving at the froats. In the west the
Allies occupied Bastogne and Eosfalize. The last three weeks had cost
the German army 100,000 dead and wounded.

On 28 January the Russians vere 6 km from K8nigsberg. Fosen aad

Therr were encircled, Memel was in Russian hands., Lithuania had been
cleared of German troops. In East Prussia 200,000 German troops were
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encircled. Kettowitz and Beuthen, Wohlau, Dyhernfwrt, and Obernigk
had been taken by the Russians. Bombs rained down on Berlin and
other cities night after night crippling all work and destroying the
most essential installations.

In the offices of OKW and near the Potsdam bridge there was no
longer any real work. People ran shivering through the rooms, were
telephoning, and setting up new files, or were packing. And some of
this packing was done under & great nerve strain. They sent out
pecple to look for elternate quarters but there wasn't much to be found
for bombing had already destroyed too much and the rem=ining buildings
were already overcrowded.

The most comicael situstion of &ll was found in those agencles
which were subordinate to the Chief Signal Officer of the Armed Forces,
Genersl Gimmler., Gimmler was one of those officers who never got
beyond the horizon of a hard boiled top sergeant. All his disposi-
tions, crders and instructions betrayed that fact. He clung temaciously
to Berlin and insisted just as obstinately that the only possible .
elternste location for offices of the Signal Service of the Armed Forces
would be the Army Signal School in Halle.

This Signal School was & group of bulldings that stood out so
prominently in the terraine that it was only & question of time when
these barracks would be & victim of enemy bombs. Consequently all
the units under General Gimmler were definitely averse to moving to
Ealle. They tried desperately to talk the chief out of this ides, but
the more erguments they brought up egainst the plan, the more obstinately
the old man insisted upon it.

Some o the sub=-chiefs did, nevertheless, try to discover altermate
locations, but this was done more to salve their consciences than with
eny honest purpose. The fewer positive preparations they made for
possible evacustion from the Berlin erea, the greater became the
mountain of paper covered with directives and instructions, orders and
arrangements for transferring the units.

Piles of instructions on how to conduct oneself in case of transfer
of the units were prepered and stored and everybody knew perfectly well
that if matters beceme serious, nobody could possibly follow out what was
set forth in these instructions which had grown to book length. Nobody
" had time to read them through and even the specielists, who had to be
employed for the purpose, were &ll at sea, because the contradictory
ideas laid down here, the constantly changing situation, the continual
changes in personnel made every plan obsolete as soon &8 it wes drawn
up.

In addition, the bombing of rall lines had made any orderly move
impossible.

Finally they begen to realize this and drew up lists showing the
composition of the marching columms. They had reached the point where
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the members of the highest units of the armed forces were to set out
on foot with their bundles of documents and head for the Army Signal
Scheol in Halle. Some of the files end other documents had already
been shipped to Halle. Half of them were lost on the way, the other
hal?® fell victim to Allied bombs in Ealle.

On 31 January the Russians reeched the boundary of Lower Silesia.

In Breslau the Mayor, Dr. Spielhagen, was executed publicly in the
merked place for cowardice. Three weeks later the Russians were at
the gates of Cfrlitz and of Guben; Graudenz wes already enzircled.
In the west ncthing could halt the Allied armies. :

At the time the German capital reflected falthfully the process
of decay; it was frightful to see the mad speed with which things went
down hill. 3Berlin became the rallying point for deserters. There
were so 2alled passes for entry into Berlin in order to meke some
scotrel possible. Only such members of the armed forces (including
officers) as had such a pass were permitted o enter the capital from
outside. Anyone else ran the risk of being treated as a deserter.
These passes had to be shown at the barriers along with all other
papers. But these passes didn't help because anyone who wanted o
desert found = way. -

Chesks on the railroads and sentries at the bexriers and along
the reil lines were powerless because the destruction of stations
made it possible to enter or leave railroad property without having
to go through the gates.

In the fipal days of Marsh it reached a point where individual
ofPficers in cenfidential cconversaticns spoke openly of their inten-
tiocn to desert. This showed how rotten the armed forces had become
behind i%s ocuter facade. Single officers began moving out to the
south and southwest in what approached panic and frequently ran into
the arms cf the advancing enemy.

The higher officers of radio defense in Zimme held two Storch
planes ready to save their own hides. 3ut there were already scme
of the men standing by with machine guns, just waiting for these
planes to start, to give them a fipal salute. The rest of the
perscznel was to make 1is way on foot.

The situation was similsr at the central office of the army
intercept service in Zossen near Berlin. They attended strictly
to business and talked about things which no longer interested
them in the least. Any direction of the processing of results of
the intercept service had long since dropped out. In most cases
wire comnections were interrupted and redic traffic was quite in-
adequate. Now the control staticns of all branches of the lnfer-
cept service began transferring small units and within a short
time they were all fluttering around like penmants in the breeze.

The finsl hour of the German intercept service coincided with
the end of the German armed services.
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THE GREAT "wHY?"

This book covers the entire field of the intercept service during
the last 30 years. A lot of space has been devoted to the work of
Russian, English, and other radio agents during World War II. These
agents worked in behalf of their native land and thus rank with the
soldiers at the front.

This was known to the German commend. Since early in 1942 it
had not been ignorant of the strength of this uncanny opponent in the
ether. It knew that these radio agents represented the consclidated
defensive power of all Europe in the face of the war let loose by the
National Socislist leaders. Whoever was permitted to observe the
effect of this force could come to no other conclusion than that this
war could never be wom. There was no way of counteracting this invisi-
ble power successfully, unless it were by exterminating all the non-
German peoples of Europe. Bo the guestion arises: why did the National
Socielist leaders in Germany fail to give due consideration to this fact?
Why did they continue the war although it was hopeless? The results
of the intercept service revealed how strong the enemy was in all
fields. Why did they not stop the war when they kmew it could not be
won? Why did they go on 2dding victim to victim, destruction to
destruction, suffering to suffering, untlil all Europe was brought to
the brink of the sbyss? There could be no hope of victory and yet
they continue the war. -

Clausewitz once said: "....often everythirdg depends on the silken
thread of imagination” but even this sentence is not justified here.
Therefore I ask in the name of all the peoples of Europe and not least
in the pname of the German people: WHEX?
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