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The aggr‘iﬁate of individuals, organizations, ' . Concepts

- Create asymmetric, competitive advantage,
~ and cognitive overmatch against a peer threat
-+ across all phases of a Naval and Joint Campaign,
to include competitive and contested phases,
- by increasing:

and sys hat collect, process, disseminate,
or act on information. .= 2
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- eNaval Integration and Inter@g;a.lnhty of Allies and
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activities that enhance the Marine Corps
Single Battle concept" and provide defensive,
offensive, and exploitative effects and support
in order to operate, fight, and win in and
through a contested info&ation environment..
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Wz{’rﬁggting Challenge

Marine Corps Concept for Information Warfare
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The impacts of information on conflict 5
demands the Marine Corps information
environment  capabilities  are coherently -
_ developed, effectively managed, and integrated
to provide true MAGTF capab111t1es
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Information Related Capabilities

Capability, function, or activity that uses data,
information, or Electromagnetic Spectrum
(EMS) to produce lethal or non-lethal effectsin
the physical or informational dimensions. The
intent of the IRCs is to cause deliberate effects -
within the cognitive dimension of the IE.
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«Space Operations

«Military Deception

«Communications

oElectromagnetic Spectrum Operations
-Int_ell%ence

«Physical Security A
«Cyberspace Operation .
«Communication Strategy and Operations
-Ciwlitary Operations .
«Network Engagement

«Information Management

«Operations Security

«Information Assurance

«Physical Attack

~ «Military Information Support Operatlons
:-Defense Support to Public D1plomacy .
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« Influence ,Operations- ki
« Deception Operations
« Inform Operations

» Electromagnetic Spectrum Operations
o Cyberspace Operations

o Space Operations
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- Key Organizations and COn_cepts!.;' : e
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Operations in the
Information Environment

Marine Corps Information Environment ﬂ,‘_’ : :‘.
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Enterprise (MCIEE) - Informatlon and related
resources, assets, serv1GQ, and processes

required to achieve decision and execut1on .

superiority in garrison or in battle.
o) -

e re going to have to fight for information.
We can’t assume it will be there. This is going to
- change everything we do.”

: A AR , - General Robert B. Neller,
B o egrift Tearm - Experts providing b 37th Commandant of the Marine Corps
 « fidelity ‘understanding of the pacmg_ threats -an WA {

) 'CONOPS to key leaders acro' '

{ ) ‘- challenges and requirements
form1 g the CBA, POM, and identifying rapid
3 ab111t1es opportunities.
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Seven Functions of OIE - . ~

£ : Assure Enterprise Command and Control Systems
and Critical Systems

> 4 L
¥ Prov1de Informatlon Environment Battlespace
j »w_areness

7 N >. Attack and Exploit Networks, Systems and
: .“?_In_formation
+4. Inform Domestic and International Audiences
5. Influence Foreign Target Audiences
6. Deceive Adversary Target Audiences
7. Control Information Capabilities, Resources, and

Activities
-



